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Abstract. A threshold signature scheme allows distributing a signing key to n users,
such that any ¢ of them can jointly sign, but any ¢ — 1 cannot. It is desirable to prove
adaptive security of threshold signature schemes, which considers adversaries that
can adaptively corrupt honest users even after interacting with them. For a class of
signatures that relies on security proofs with rewinding, such as Schnorr signatures,
proving adaptive security entails significant challenges.

This work proposes two threshold signature schemes that are provably adaptively
secure with rewinding proofs. Our proofs are solely in the random oracle model
(ROM), without relying on the algebraic group model (AGM).

- We give a 3-round scheme based on the algebraic one-more discrete logarithm
(AOMDL) assumption. The scheme outputs a standard Schnorr signature.

- We give a 2-round scheme based on the DL assumption. Signatures output by the
scheme contain one more scalar than a Schnorr signature.

We follow the recent work by Katsumata, Reichle, and Takemure (Crypto 2024)
that proposed the first threshold signature scheme with a rewinding proof of full
adaptive security. Their scheme is a 5-round threshold Schnorr scheme based on the
DL assumption. Our results significantly improve the round complexity.

The protocol by Katsumata, Reichle, and Takemure can be viewed as applying
a masking technique to Sparkle, a threshold Schnorr signature scheme by Crites,
Komlo, and Maller (Crypto 2023). This work shows wider applications of the masking
technique. Our first scheme is obtained by masking FROST, a threshold Schnorr
protocol by Komlo and Goldberg (SAC 2020). The second scheme is obtained by
masking a threshold version of HBMS, a multi-signature scheme by Bellare and Dai
(Asiacrypt 2021).

Katsumata, Reichle, and Takemure masked Sparkle at the cost of 2 additional rounds.
Our main insight is that this cost varies across schemes, especially depending on how
to simulate signing in the security proofs. The cost is 1 extra round for our first
scheme, and is 0 for our second scheme.

Keywords: Threshold Signature - Adaptive Security - Schnorr Signature

1 Introduction

A threshold signature scheme is a protocol for distributing a main secret key to a group
of n users, such that any subgroup of ¢ users can jointly sign under the common public
key using their own secret key shares, while any set of ¢ — 1 users cannot. In recent years,
threshold signatures have attracted significant interest from both academia and industry,
mainly for their wide applications in distributed systems.

A basic security notion for threshold signatures is the static security, where the adversary
decides on which ¢ — 1 users to control before the protocol starts. A more advanced notion
is adaptive security, which allows the adversary to adaptively corrupt at most ¢ — 1 users

E-mail: ychen918Quottawa.ca (Yanbo Chen)

This work is licensed under a “CC BY 4.0” license.
Received: 2025-04-08 Accepted: 2025-06-02


https://doi.org/10.62056/ah893z10k
https://crossmark.crossref.org/dialog/?doi=10.62056/ah893z10k&domain=pdf&date_stamp=2025-06-17
https://orcid.org/0000-0002-5198-6151
mailto:ychen918@uottawa.ca
https://creativecommons.org/licenses/by/4.0/deed.en
https://creativecommons.org/licenses/by/4.0/deed.en
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during the execution of the protocol. In particular, the adversary can decide which parties
to corrupt depending on its interaction with the honest users.

Many important signature schemes are proved to be secure based on rewinding in the
random oracle model (ROM). The Schnorr signature scheme is a representative example.
Rewinding-based security reductions face difficulties when considering adaptive adversaries:
rewinding doubles the number of corruptions that the reduction needs to handle. Intuitively,
the reduction thus needs to know up to 2(t — 1) > t secret key shares. In many cases,
these shares allow reconstructing the main secret key, so the reduction cannot embed an
instance of a hard problem in the main public key, as for Schnorr signatures.

Adaptive security for such schemes was first considered by Crites, Komlo, and Maller
[CKM23] who studied the adaptive security of their threshold Schnorr signature scheme
Sparkle. Owing to the above difficulty, their proofs either achieve partially adaptive security,
only allowing the adversary to adaptively corrupt (¢ — 1)/2 users, or rely on the algebraic
group model (AGM) [FKL18| to bypass rewinding. Bacho, Loss, Tessaro, Wagner, and
Zhu [BLT*24] proposed a scheme with fully adaptive security without the AGM, but
the signatures are modified to support a DDH-based rewinding-free proof. The resulting
signatures are relatively large and not compatible with systems that employ Schnorr
signatures.

Recently, Katsumata, Reichle, and Takemure [KRT24a] proposed an ingenious solution
to prove full adaptive security with rewinding. Their result is a threshold Schnorr signature
scheme with a rewinding-based proof of adaptive security without the AGM. One main
drawback is a 4-round and stateful signing protocol. Specifically, before the protocol runs,
the signing users have to agree on a session identifier that is distinct for each signing, which
requires them to store states that provide information about used identifiers. The authors
also gave a general transformation to convert the scheme into a 5-round and stateless
scheme. More recently, Bacho, Das, Loss, and Ren [BDLR25b] proposed a threshold
Schnorr scheme that improves upon [KRT24a] in several aspects but is still 5-round. In
comparison, most schemes proposed in recent years, which may not be proved to be
adaptively secure without the AGM, are 2 or 3-round. Our main objective is to construct
provably adaptively secure schemes of low round complexity.

1.1 Owur Contribution

We propose two new schemes in this work. Both of them are proved to be adaptively
secure with a rewinding proof in the ROM without the AGM.

e In Section 3, we present FROST-Mask, a stateful 2-round scheme based on the
algebraic one-more discrete logarithm (AOMDL) assumption. The resulting signature
is a standard Schnorr signature. The general transformation in [KRT24a] can compile
FROST-Mask into a stateless 3-round scheme.

e In Section 4, we present HBTS-Mask, a stateless 2-round scheme based on the
DL assumption. The resulting signature contains one more scalar than a Schnorr
signature.

We review the masking technique used in the construction by Katsumata, Reichle,
and Takemure [KRT24a] in depth and find wider applications of this technique. Their
construction can be viewed as an application of the masking technique to Sparkle [CKM23].
To get our first scheme, we mask FROST [KG20], a well-known 2-round threshold Schnorr
scheme. For our second scheme, we mask HBTS, a threshold version of 2-round multi-
signature scheme HBMS [BD21].

Our main insight is that the cost of masking varies for different underlying schemes,
particularly depending on how signing is simulated in the security proofs. The cost of
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Table 1: Comparison between our schemes and existing schemes. We compare whether
they are proved to be secure in the adaptive model, the algebraic assumptions they rely
on, whether the proofs are in the AGM, their round complexity, whether their signing
algorithms are stateful, and the size of their signatures. In column “Adaptive”, “half”
means that the adversary is allowed to adaptively corrupt (¢ — 1)/2 users (and statically
corrupt the others). We remark that stateful schemes can be turned stateless at the cost
of one extra round. We let (G) and (Z,) denote the size of a group element and a scalar,
respectively.

Scheme Adaptive  Assumption AGM Rounds State Sig. Size

[KG20] (FROST) X AOMDL X 2 X 1G)+ 1(z,)
[TZ23] X DL X 2 X 1G)+2(z,)
[CKM23] (Sparkle) X DL X 3 X 1)+ 1(z,)
[CKM23] (Sparkle) half AOMDL X 3 X UG+ 1(Z,)
[CKM23] (Sparkle)! v AOMDL v 3 X 1G) + 1(Zy)
[BLT*24] (Twinkle) v DDH X 3 X 2G)+3(Zy)
[Che25] (Dazzle) v DDH X 2 X 1(G)+3(Zy)
[KRT24a) v DL X 4 vV G+ 1{Zy)
[BDLR25b] (Glacius) v DDH X 4 vV G+ 1{Zy)
FROST-Mask v AOMDL X 2 vV UG+ 1(Z,)
HBTS-Mask v DL X 2 X 1(G) +2(Zy)

masking Sparkle is being stateful and an extra round. For FROST, we only introduce the
state. To mask HBTS, neither of these is required!

Table 1 summarizes our schemes and compares them with existing schemes in the
pairing-free discrete logarithm setting. Previously, only [BLTT24] (Twinkle), [KRT24a],
[BDLR25b] (Glacius) , and [Che25] (Dazzle) were proved to be adaptively secure without
the AGM. Only [KRT24a] and [BDLR25b] produce standard Schnorr signatures, ensuring
compatibility with systems that currently employ Schnorr signatures, a highly desirable
property. Our FROST-Mask also outputs a standard Schnorr signature. While relying
on a one-more assumption, it reduces the number of rounds by 2. Our HBTS-Mask does
not output a standard Schnorr signature, but it only contains one more scalar. Its main
advantage is being 2-round and stateless. Previously, only [Che25] achieved this, while our
HBTS-Mask is based on DL rather than DDH and outputs signatures containing one fewer
scalar.

We also mention two downsides of our schemes. First, as pointed out in [KRT24al,
the masking technique makes signers’ signature shares unverifiable and thus prevents
non-interactive identifiable abort, a functionality that non-interactively traces misbehaving
users that prevent the generation of valid signatures. Except [KRT24a] and our schemes,
all other schemes in Table 1 support non-interactive identifiable abort. Second, the masking
technique also causes FROST to lose the online-offline property. The first round of FROST
can be preprocessed before the signing group and the message are decided. In contrast,
FROST-Mask needs the signing group to be known in the first round to generate masks.

Future Work. Katsumata, Reichle, and Takemure [KRT24a] also gave a lattice-based
version of their threshold Schnorr scheme. We note that the schemes we mask, FROST and
HBMS, both have lattice variants [EKT24, Che23]. We consider finding lattice versions of
FROST-Mask and HBTS-Mask as an interesting direction of future work.

We note that concurrent works have invalidated this security result of Sparkle. See Section 1.3 for
more details.
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1.2 Technical Overview
The Difficulty of Adaptive Threshold Schnorr with Rewinding.

The Schnorr signature works over a cyclic group G of order p with generator g. The secret
key is a scalar x € Z,, and the public key is its exponentiation X = g”. To sign message y,
the signer commits randomness r in R := g", obtains a challenge by hashing ¢ := H(u, R),
responds with z := r 4 cz, and finally outputs (R, z) as the signature.

The Schnorr scheme is proved to be secure from the DL assumption in the ROM by
rewinding. After receiving a forgery (R, z), the security proof runs the adversary for a
second time. By reprogramming the random oracle, it expects to receive another forgery
(R, 2'), with the same commitment R but responding to a different challenge. These two
related forgeries are used to extract the discrete logarithm of X.

A homomorphic signature scheme can be compiled into a threshold scheme as follows.
The users secret-share the main secret key using Shamir’s t-out-of-n secret sharing, each
holding a share ;. For a group & of ¢ users to jointly sign, each user signs with As; - z; as
the secret key to provide a signature share o;, where As; is the reconstruction coefficient.
Then using the homomorphism, the signature shares can be combined into a valid signature
0 =) ;cs i under the main key. Although the Schnorr signature scheme is not strictly
homomorphic, the idea of the above compiler still works.

However, when aiming at adaptive security, the above framework faces a significant
challenge when thresholdizing the Schnorr signature scheme. In this framework, each user
issues Schnorr signatures using As; - x;. Even if the “public key share” X; = g% is not
made public at the beginning, the signature shares will totally reveal X;. The public shares
provide binding commitments to the secret key shares: whenever user ¢ gets corrupted,
the reduction must output z; = dlog, X;.

The problem arises when the rewinding happens before the adversary A corrupts parties,
but after the public shares are revealed. The former means that A may corrupt different
sets of users in two runs, forcing the reduction to output up to 2(t — 1) > ¢ secret key
shares. The secret key shares have been committed before the rewinding point, so they
must be related in the two runs, and any ¢ of them reconstruct the main secret key x.
Therefore, the reduction has to be able to figure out = = dlog, X on its own, so it cannot
embed a DL instance into the public key X.

One-Time Masks to The Rescue.

The above problem occurs because the public key shares are revealed as commitments
to the secret key shares. What if they are never made public, and each user’s signature
share is independent of its secret key share? Then each secret key share z; is independent
of A’s view until user i gets corrupted. Consequently, the security game is statistically
unchanged if we defer the sampling of x; to the corruption of user i. Since at most ¢t — 1
users can be corrupted in the game, we only need to sample ¢ — 1 shares. By the security
of Shamir’s secret sharing, these ¢ — 1 shares are independently, uniformly distributed and
independent of the main secret key x.

Now there is no problem for rewinding! The answer to each corruption query is just a
newly sampled secret key share. For a query made after the rewinding point, the answers
in two runs are sampled independently. The secret key shares output in the second run do
not reconstruct x with those output in the first round, so the reduction does not have to
know z by itself.

Katsumata, Reichle, and Takemure [KRT24a] found that the masking technique, first
used in lattice-based threshold signatures [DKM™24, EK'T24] for a different purpose than
adaptive security, can make signature shares independent of their secret key shares. The
t signers generate one-time random masks {A,};cs that sum to 0. Each of them masks
its signature share using the mask and output o; + A; = &;. Since the masks sum to
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0, the signature shares still combine to } ;.G = >, 50: = 0, but every (¢ — 1)-subset
of these signatures is uniformly random and leaks no information. The adversary can
get information from honest users’ signature shares only by combining them, and the
information it obtains is no more than a signature o issued with the main secret key x.
Nothing about secret key shares is leaked.

Moreover, the [KRT24a] showed how to non-interactively generate the masks. For this
purpose, we require every pair of users ¢ and j to share seeds seed; ; and seed; ;. We also
need some distinct information sinf related to each signing session. User k € S generates
the mask as

Ay = Z (H(seedy s, sinf) — H(seed; x, sinf)). (1)
ieS\{k}

It can be verified that ), s A; = 0, and in the ROM, {A; };¢s are (t—1)-wise independently,
uniformly random.

Masking Sparkle, and The Cost.

An immediate challenge in masking threshold Schnorr is the interactive signing protocol.
The users do not output their signature shares in one shot. Instead, two components
of Schnorr signatures are generated separately in a multi-round protocol. The signing
protocol of Sparkle is as follows:

o In the first round, each signer k samples r; < Z, and computes R; := g"™. It
outputs a hash commitment d; := Heom (k, Ry).?

e In the second round, user k receives other users’ hash commitments and outputs Ry.

o In the third round, user k receives {R;};cs and verifies that they are consistent
with the hash commitments. It computes R := [], s R and obtains the challenge
¢ := Hepai(p, R). It outputs the response zj :=rp + ¢ As i - T

+ Finally, a combiner receives {z;}ics and aggregates them into z := )7, s 2;. The
threshold signature is o := (R, 2).

The homomorphism needed to combine signature shares holds only when every signer
responds to a common challenge c¢. Therefore, the protocol lets the users first produce their
commitments and exchange them. They can obtain the common challenge ¢ by hashing
the aggregated commitment R.

To make signature share (Ry, zx) independent of xy, it suffices to mask the response z.
The masked Z; then becomes independent of R and leaks no information about x;. We
generate the mask Ay by Eq. (1) using Hpask, where the session information sinf contains
the message u and the set of commitments {R;};cs. We have successfully hidden secret
key shares. Unfortunately, this is insufficient for adaptive security, as two subtle problems
arise.

So far we argued that secret key shares are statistically hidden. What remains is to
efficiently simulate the security game in the reduction. The problems are about how to
simulate signing without the secret key. Thanks to the masks, we only need to simulate
signatures under the main public key X. Importantly, the signature is issued interactively,
which means that two components of the simulated signature (R, z.) should be produced.
More precisely, the simulator controls honest users in a signing session as follows. It
decides honest users’ commitments with R, embedded in. The aggregated commitment
R is determined after the corrupted users also output their commitments. Then the
simulator decides honest users’ responses based on z,, where (R, z.) is required to be a
signature under X in response to ¢ = Hcpnai(it, R). Essentially, this procedure is the same

2We stress the difference between “hash commitment” d and “commitment” R (to randomness 7).
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as simulating a single honest user in the unmasked scheme, so the simulation method of
the masked scheme is inherited from the unmasked one.

The simulation method of Sparkle works as follows. The simulator samples a challenge
¢ and calls the honest-verifier zero-knowledge (HVZK) simulator of Schnorr protocol to
obtain a signature (R, 2z.), a signature under X responding to c¢. The simulator has to
make sure Hepa (@, R) = ¢ even though R is partially decided by the corrupted users. In
the ROM, the hash commitment becomes extractable for the reduction while still hiding in
A’s view. Such properties allow the simulator to know the corrupted users’ commitments
before revealing honest users’ commitments, and therefore know R before the adversary.
Hence, the simulator can program Hcpai(i, R) := ¢ before A queries Hepal (1, R).

Now we are ready to discuss the two remaining problems. First, corruption not only
leaks the secret key shares, but also secret states in signing sessions, specifically ri. Suppose
that rewinding happens after {R;};cs are all output in a signing session. During the two
runs, A may corrupt more than t different users, so the reduction may need to reveal r;
for all i € S. This means that there is no place to embed R, whose discrete logarithm is
unknown.

The solution is to also mask the commitments with another set of one-time masks that
sum to 0. To understand the effect, one can analogize r to xy, Rr to X, and Hies R;
to X. Now Ry as the commitment to ry is never made public before rewinding, and the
masked commitment Ry, is independent of rj,. This allows the reduction to defer sampling
7, until user k is corrupted. As a result, randomness r;’s output in the second run do
not reconstruct the discrete logarithm of [], s R; with the randomness r;’s output in the
first run. The reduction does not have to know the discrete logarithm of [, g R, which
provides a place to embed R,.

Masking commitments has a cost of turning the scheme stateful. Recall that one-
time masks are generated by hashing some distinct session-specific information sinf. The
distinctness is crucial for ensuring the masks are indeed “one-time”. When masking zg,
the distinctness of sinf is guaranteed by the high entropy of {R;};cs contained in sinf.
However, now we want to mask Ry in the first round, before any protocol message is
output. We require users to agree on a distinct session id sid and use it to generate the
mask. To ensure the distinctness of sid, users have to maintain long-term states across
different challenges.

The second problem is more subtle. Recall that the HVZK simulator prepares a
signature (R, z,) for a predetermined challenge c¢. However, we will show that adaptive
corruptions make the challenge ¢ not determined before the simulator needs R, even with
the help of hash commitments in the first round. We remark a signature under X will be
revealed to A at the moment when a signing session has been consistently completed by all
honest users. This may happen not only following a signing query, but also a corruption
query. Consider the following behavior of A. It lets t users inconsistently finish a signing
session by sending different protocol messages to different honest signers. As a result, the
honest signers saw different aggregated commitments and responded to different challenges
{ci}ies. So far A gets no information, because the honest users’ one-time masks were
generated by hashing different sinf and do not sum to 0. However, A then corrupts all
users that participated in the session except one user k. As the only remaining honest
user in the session, it definitely has “consistently completed” the session, and a signature
responding to c¢; should be revealed. In the above process, multiple candidate challenges
remain until A corrupts ¢t — 1 users, and more importantly remain after the simulator used
R, to decide honest users’ commitments. The HVZK simulator fails in such a situation.

The solution is to detect inconsistency in the signing protocol. The users run an
additional echo round after they exchange the hash commitments. In the echo round, the
users authentically exchange what they received from the first round (in fact, it suffices
that each user broadcasts a signature). As a result, A can no longer send inconsistent
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protocol messages to different honest users, as the inconsistent messages cannot be both
authenticated all honest users in the echo round.

In summary, two problems arise when masking Sparkle. The problems are caused by
the following features of the signature simulator of Sparkle, respectively:

e The simulator embeds R, with unknown discrete logarithm into honest users’ com-
mitments.

e The simulator can only respond to a predetermined challenge.

To resolve them, [KRT24a] makes the users stateful and add an echo round, respectively,
resulting in a 4-round stateful protocol.

Masking FROST.

This work explores wider applications of the masking technique. Since we want to improve
on round complexity, masking FROST [KG20, BCK*22], a well-known 2-round threshold
Schnorr scheme, becomes a natural choice. For a set S of users to sign p, the signing
protocol of FROST works as follows:

e In the first round, each user £ samples 71, 72,1 < Z;, and outputs commitments
Ryg =gk, Ry = ga*.

o In the second round, user k receives protocol messages M = {(R1, R2)}ies. It
hashes p and M to obtain a combination coefficient b := Heomp (S, 1, M). Then it
calculates the aggregated commitment R := [, Rl,ingl-. It obtains the challenge
¢ := Hepat (i, R) and outputs a response zj :=r1 5 + brog + ¢+ As i - Tk

« Finally, a combiner aggregates the individual responses into z := >
the threshold signature as o := (R, z).

ics »i and outputs

The roadmap toward adaptive security is the same as Sparkle. First, we mask the
responses with one-time masks. As a result, we can reach a statistically indistinguishable
security game where each secret key share xj is sampled only when user k gets corrupted.
Next, the reduction needs to efficiently simulate this game. We need a simulator that
interactively issues signatures under X. The simulation method is inherited from FROST.
Let us review the simulation technique of FROST.

Instead of plain DL, FROST relies on the algebraic one-more discrete-logarithm
(AOMDL) assumption. The AOMDL problem asks to solve ¢ + 1 discrete logarithms
with ¢ calls to oracle DLOG that solves the discrete logarithm. By “algebraic”, every
DLoOG query is required to be represented as a linear combination of the ¢ + 1 input
elements. The simulation of FROST crucially exploits the DLOG oracle.

The reduction takes an input element as the main public key X. Let C denote the set
of corrupted users. The simulator decides honest users’ commitments {R; ;}ies\¢ with
R: . embedded in and {R3;};cs\¢ With Ry . embedded in, where R, . and Ry . are two
input elements. When the corrupted users also output their commitments, the combining
coeflicient b and the challenge ¢ are determined. After that, the simulator decides honest
users’ responses based on z,, where (Ry ., R+, 2«) is required to satisfy ¢g* = Rl,*Rg,*Xc,
like a signature share in FROST. The simulator makes a query DLOG(RL*RZQ’)*XC) to
obtain such a response z,. We remark that in the rewinding-based reduction, the simulator
may have to respond to a different challenge in the second run. The key is that the
reduction takes 2¢s + 1 input elements, where g is the maximum number of signing queries,
Each signing session uses two input elements as Ri ., Ra ., and the reduction has two
chances to call dlog, one for each run.

Now let us examine the cost of masking FROST by checking if it also has the features
of Sparkle that causes problems. First, FROST simulator also embeds R; ., R2 . with
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unknown discrete logarithm into honest users’ commitments. The reduction faces the
problem that during the two runs, all honest users in a signing session may be corrupted and
leak their signing randomness 71 ;, r2,;. To resolve this problem, we mask the commitments.
Generating masks in the first round relies on distinct session id and requires users to be
stateful.

In contrast, the second feature of FROST simulator is different from Sparkle. FROST
generates the response z, using dlog oracle instead of the HVZK simulator. The oracle
can handle any challenge ¢, not just a pre-determined one. Therefore, the additional echo
round is not necessary to mask FROST. In conclusion, the only cost is to be stateful!

Masking HBTS.

Can we do even better? We introduce a new DL-based 2-round threshold signature
scheme. The 2-round multi-signature scheme HBMS (which stands for “Hash-Based Multi-
Signature”) [BD21] can be adapted to the following threshold signature scheme, which we
call HBTS:

o In the first round, each user k € S obtains a second generator h := Hge, (1), samples
Tk, Yr < Zp, and outputs commitment Ry := g"*hY*.

o In the second round, user k receives {R;}ics and computes the aggregated commit-
ment R := [[;cs R;i. It obtains challenge ¢ := Hepal (11, R) and outputs a response
(21, k), where 2z, ;=1 +c- As i - Tg-

+ Finally, a combiner aggregates the individual responses into z := . ¢ 2 and
Y=Y ;csyi and outputs o := (R, 2,%).

The resulting signature contains one more scalar than a Schnorr signature. It can be
verified by the equation g*hY = RX*®.

Let us apply the roadmap toward adaptive security for the third time. We mask the
responses (zx, yx) with one-time masks, which statistically hide x; until user & is corrupted.
We then use the simulation method from HBTS to simulate signatures.

To understand the simulation of HBTS, we point out a connection to the Okamoto
signature scheme [Oka93]. The Okamoto scheme is similar to the Schnorr scheme but
works with two generators g and h. The secret key is (z,w) € Z2, and the public key
is X := g"h". The signer samples r, s < Z, and computes commitment R := g"h°. It
responds to the challenge ¢ := Hepa (1, R) with (z,y), where z = r 4 cx and y = s + cw.
The verification is to check whether g*hY = RX°¢. The important fact for us is that the
Okamoto scheme is witness indistinguishable. Specifically, a public key X corresponds
to many possible secret keys (x,w), while signatures issued with different secret keys are
identically distributed.

In HBTS, each user actually produces an Okamoto signature, with h being message-
specific and (x,0) as the secret key. The reduction partitions the message space, such that
for some messages, Hgen (1) = h = X/* with some known w, while for the remaining
messages, Hgen(1t) = h = ¢® with known a. The first partition of messages are signable for
the reduction. It uses (0, w) as the secret key to issue an Okamoto signature, which by
the witness indistinguishability, is identical to what an honest user produces using (z,0).
Forgery on the second partition of messages can be used to find the discrete logarithm of
X.

Signature simulation just does the same thing as normally signing. The simulator
does not have to carefully embed some R, into honest users’ commitment. Instead, it
normally generates honest users’ signing randomnesses and commitments. They decide
the randomness and commitment R, for the simulator to sign under X. The simulator
decides honest users’ responses based on (z.,yx), which it obtains by responding to the
challenge with Okamoto secret key (0, w).
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Let us examine the cost. The simulator has exactly the same features as a normal
signer: the committed randomness is known, and any challenge can be handled. None of
the two problems come up, and we already reach adaptive security, statelessly and without
extra rounds!

1.3 Related Work

The reader is referred to [KRT24a] and [BDLR25b] for comprehensive reviews of related
work. Here we mention two important topics that we do not focus on in this work.

Robustness and Identifiable Abort. This work does not consider robustness. A
robust threshold signature scheme outputs a valid signature even with malicious users
participating. This property is desirable in some distributed systems but usually requires
higher complexity. See recently proposed robust threshold Schnorr schemes in [RRJT22,
Sho23, BHK 24, GS24, BLSW24].

Identifiable abort provides a similar functionality: tracing the malicious users that
prevent the protocol from issuing a valid signature. Prior works that we mentioned in
Table 1, except [KRT24a], all support non-interactive identifiable abort, since users output
verifiable signature shares in the protocol. In contrast, signature shares become unverifiable
after masking, so [KRT24a] and this work lose non-interactive identifiable abort.

Distributed Key Generation. This work assumes a trusted dealer for key distribution,
like prior works including [TZ23, CKM23, BLT+24, KRT24a]. In general, the trusted
dealer can be replaced with multi-party computation. Specially designed distributed key
generation for DL-based schemes was studied in [Ped92, CGJT99, JL00, GJKR07, KMS20,
DYX*22, KGS23].

Concurrent Work. We mention several important concurrent works to appear at Crypto
2025. [CS25, CKK™25] show that new assumptions outside the DL family are necessary for
proving the full adaptive security of several threshold Schnorr signature schemes, including
FROST and Sparkle, thereby invalidating the proof of full adaptive security of Sparkle in
[CKM23]. The assumptions are necessary in the sense that, if they do not hold, then there
exists an efficient attack in the adaptive model. On the positive side, [CKK™'25] proves
the full adaptive security of FROST based on their new assumption, together with AOMDL
and the AGM.

We believe that the results of [CS25, CKK™25] further strengthen the line of research
[BLT*24, KRT24a, BDLR25b, Che25], including this work, that construct new adaptively
secure threshold signature schemes following Sparkle. The original motivation was mainly
to avoid interactive assumptions and the AGM. As it turns out, these works also avoid the
additional assumptions, which may be even more important for concrete security.

[BDLR25a] proposes a three-round threshold Schnorr scheme Gargos that is proved
to be adaptively secure without the AGM, like FROST-Mask. The advantages of Gargos
include: support for non-interactive identifiable abort; constant-size secret key shares; and
reliance on DDH rather than the interactive AOMDL. One potential advantage of our
FROST-Mask is that, if non-repeating global state is available, then our scheme can be
made two-round, while Gargos cannot.

[dPKN™25] proposes an efficient interactive identifiable abort protocol for a lattice-
based threshold signature scheme using masking [DKM™*24]. This considerably addresses
a main drawback of the masking technique: it makes it harder to trace misbehaving users
who cause the signing protocol to fail. As previously discussed, masked protocols lose
non-interactive identifiable abort. In fact, prior to [{PKN™25], no work had provided any
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Q'AO M DLérGen ()‘)
octr:=0
2 (G, p,g) + GrGen(1*)
;. for i € [g+1] do
1: T; < Zp
5 Xi = gac,
o return [A(G,p, g, X1,..., Xg+1)PP% = (21,. .., 244+1)]

DLOG(X, apy... 7O£q+1)
-~ if ctr=qV X # [[%] X then
« | return L
o Ctr:=ctr+1
10: return Efill ;T

Figure 1: Game g-AOMDLY, ¢, (N).

mechanism to trace misbehaving users in masked schemes. It would be interesting to study
whether their identifiable abort protocol works in the adaptive model.

2 Preliminaries

Notations. For an integer n, [n] denotes {1,2,...,n}. For vectors of group elements
[ﬁ;], [2 |, the multiplication is element-wise: [ﬁ;] . [}’%] = [i;}’fﬂ For scalar a, the

. . X% Xy
exponentiation is also element-wise: [ Xz] =|xa |l
2

Algebraic Assumptions. A group generation algorithm GrGen takes a security param-
eter 1% as input and outputs a set of group parameters (G, p, g), where G is a cyclic group
of order p, and g is a generator.

Definition 1 (DL). The discrete logarithm (DL) problem is (7, €)-hard for group generation
algorithm GrGen if for all algorithm A that runs in time at most 7(\),

Pr[A(G,p,g,9") =z : (G,p,g) + GrGen(lA);x — Zy] < e(N).

The algebraic one-more discrete logarithm (AOMDL) problem asks to solve g+ 1 discrete
logarithms with ¢ calls to the DLOG oracle. “Algebraic” means that queries to DLOG
oracle are required to be represented as a linear combination of the input elements. This
allows a challenger to efficiently implement the DLOG oracle, so the AOMDL assumption
is falsifiable.

Definition 2 (AOMDL). The g-algebraic one-more discrete logarithm (¢-AOMDL) problem
is (7,¢)-hard for group generation algorithm GrGen if for every algorithm A that runs in
time at most 7(\), Pr[g-AOMDLE,cen(A) = 1] < £()), where the game g-AOMDLY, ¢ (A) is
defined in Fig. 1.

Shamir’s Secret Sharing. Shamir’s secret sharing scheme [Sha79] allows sharing secrets
over Zy,. On input the number of users n < p, the threshold ¢t < n, and the secret x € Z,,
the sharing algorithm Share(n, ¢, x) sets ag := = and samples t — 1 other coefficients o,

.oy 41 4 Zp. Tt returns the secret shares {;};c[n) where z; = Zz;(l) a;i/. On input
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fOI’kA(X)
1: p<—R
2 hl...,hq<—7'l
3: (I,Y)(—A(X,hl,,hq,p)
. if I =0 then
5. | return L
o Wy by —H
7 (I/,Y/)(—A(X,hl,...,h[,l,hlj,...7hg;p)
s if I #1I'V hy = h} then
o | return L
0. return (I,Y,Y”)

Figure 2: Algorithm forka(X) in Lemma 1.

{zi}ics where |S| = t, the reconstruction algorithm Rec({x;};cs) recovers x by polynomial
interpolation. In particular, x = » . ¢ As %, where the Lagrange coefficient for S is
defined as As; = [[;cs j»; J/(i — j). Shamir’s secret sharing scheme is perfectly secure.

General Forking Lemma. We state the general forking lemma by Bellare and Neven
[BNO6].

Lemma 1 (General forking lemma [BNO6]). Fiz an integer ¢ > 1, a set H of size |H| > 2.
Let A be a randomized algorithm that takes as inputs X, h1, ..., hq, takes as random coin
tosses from set R, and outputs a tuple (I,Y) where I € {0,...,q}, and Y is what we call
“side output” Let Dx be an unspecified distribution. Let

e=Pr[I>1:X <+ Dx;h1,....,hg — H;([,Y) < A(X, hq,...,hy)]
Define the forking algorithm forka with respect to A as in Fig. 2. Let

¢’ = Prlforka(X) #L1: X + Dx].

Then L
€
">e(- - —=).
q |H
2.1 Threshold Signatures
We define stateful and stateless two-round threshold signature schemes. Text in is
only for schemes; text in purple is only for stateless schemes. The key generation

in our syntax is assumed to be trusted but can be implemented by a distributed protocol
in practice. The signing protocol is described by three algorithms that each signer runs
locally. The first stage of signing returns a secret state and a protocol message. After
exchanging protocol messages with each other, each signer runs the second stage of signing
to obtain the second protocol message. The last stage is a combining algorithm that takes
all the previous protocol messages as inputs and outputs the final threshold signature.
The combining algorithm does not take any secret state as input and can be executed
by any designated party. An honest execution of the signing protocol is described as the
procedure Exec in Fig. 3, which we use to define completeness.

Definition 3 (Two-Round Threshold Signature Schemes). A two-round threshold signature
scheme TS consists of the following algorithms:
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Exec(S, {sk; }ics, i, sid)
.. for 5 € S do
2| (stj, msg;) < Sign(S, j,skj, p, sid)
s for j € S do
= L msg; <~ Sign/(smja Skjaﬂa aStjv {msgi}iGS)
. return o < Combine(S, p, sid, {msg; }ics, {msg} }ics)

Figure 3: Procedure Exec for defining the completeness of threshold signature schemes.

e Setup(1*) — par: On input the security parameter 1, the setup algorithm Setup
outputs global parameters par. All algorithms related to TS implicitly take par as
input.

» KGen(n,t) — (pk,{ski}icm)): On inputs an allowable number of user n and a
threshold ¢, the key generation algorithm KGen outputs a public key pk and n secret
key shares {sk; };c[n]. Each secret key share implicitly indicates n and ¢.

o The signing protocol consists of three algorithms:

— Sign(S, k, skg, f1,sid) — (st,msg): On inputs a set of signer indices S, a signer

index k, a secret key share sk, , and a message 4, the
first-round signing algorithm Sign outputs a state st and a protocol message
msg.

— Sign'(S, k, skg, 1, sid,st, M) — msg’: On inputs a set of signer indices S, a
signer index k, a secret key share sk, , a message U, a
state st and a set of protocol messages M, the second-round signing algorithm
Sign’ outputs a protocol message msg’.

— Combine(S, y, sid, M, M’) — o: On inputs a set of signer indices S, a message p,
, and two sets of protocol messages M, M’, the combining
algorithm outputs a signature o.

o Vf(pk, u,0) = 0/1: On inputs a public key pk, a message u, and a signature o, the
verification algorithm Vf outputs 0 or 1.

For the completeness, we require that for every n and t that the scheme supports, every
(pk, {sk; }iem]) € KGen(n, t), every subset of signers S C [n] with [S| = t, every messages
, we have

Pr[Vf(pkauva) =1 ‘ O EXGC(S, {Ski}iESuU/v )] = 1a

where the procedure Exec, modeling an honest execution of TS, is defined in Fig. 3.

Security Model.

We define the adaptive security of two-round threshold signature schemes. The adversary
is given the public parameter, a public key, and oracles that allow corrupting and querying
signatures from the signers. It can concurrently open many signing sessions with each
signer. When the adversary corrupts a signer, it learns not only the secret key share but
also all secret states st the signer output in the first round of each signing session, including
completed sessions. The target of the adversary is to forge a signature o* on a message p*
that it has never made signing queries on.

For stateless schemes, we maintain a counter per signer to set up session identifiers
to keep track of signing sessions with the signer. We remark that this identifier appears
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adp-UF3s(\, n, t) 1. | return L
Q:=0,C:=0 s Q= QU {ul,
2. for i € [n] do 1o Ctrg = ctry + 1
: L ctr; :=0 17, sid 1= ctrg
1 15 (st, msg) « Sign(S, k, sk, p, sid)
- par < Setup(1*) 1o Stgsid 1= St
6: (pk, {Skl}ze[n]) — KGen(n,t) 20 (Sk,sidyﬂk,sid) = (S,,u)
. (N*,U*) — ASIGN,SIGN’,CORR(pk) 0 roundk,sid =1
= return [u* ¢ Q AVf(pk,u*,0*) =1] 2> return msg
CORR(k) S1GN'(k, sid, M)
o if [C[ >t — 1 then 23, if k€ CVroundy sig # 1 then
0. | return L 2o | return L
e C:=CU{k} 250 (S, 1) := (Sksid, Mk sid)
12 return (skg, {Str ficictr,]s ) 2 msg’/ —
Sign'(S, k, sk, p1, sid, sty sid, M)
SIGN(S, k, 1, sid) 27 roundg sid := 2
e if kel then 25 return msg’

Figure 4: The adp-UF security for defining the adaptive security of threshold signature
schemes.

in the security game but is not used in the scheme, unlike stateful schemes. For stateful
schemes, a signing query is valid only if adversary provides a distinct session identifier.
We store all previous identifiers for each user to check distinctness.

Our security definition models an adversary that fully controls the channels. In
particular, we do not assume authenticated channels. As the inputs to the second-stage
signing oracle, the adversary decides every protocol message, even on behalf of every honest
party. In fact, honest signers will not realize the signing sessions of other signers. The
adversary need not care about the consistency of protocol messages.

We also do not assume secure erasure. When the adversary corrupts a signer, it learns
all randomness used in the signer’s previous signing sessions. This implicitly requires the
secret state st, output by the first-round signing algorithm Sign, to contain all randomness
used during that session. While this not guaranteed by all schemes, it is true for our
schemes, so we omit the corresponding definitional complication.

Definition 4 (Adaptive Security of Threshold Signature Schemes.). A threshold signature
scheme TS is (gs, 7, €)-adaptively secure if for every security parameter \, every adversary
A that makes at most gs = ¢s(\) signing queries and is of running time at most 7 = 7(A),
for every allowable n and ¢, Prladp-UFfs(\, n,t) = 1] < & = £()\), where the security game
adp-UF is defined in Fig. 4.

3 FROST-Mask

3.1 Scheme

In this section, we present our stateful two-round threshold Schnorr signature scheme
FROST-Mask. The scheme is described in Fig. 5. With group parameters (G,p,g)
chosen in the setup algorithm, the scheme uses hash functions Hyagsk @ {0,1}* — G2,
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Setup(1*)
(G,p,g) GrGen(lA)

. return (G, p, g)

KGen(n,t)

3 ZL’(‘ZP

X :=g"

o {Zi}iepn)  Share(n,t,z)

21:

for i # j € [n] do
 seed, j «+ {0,1}*

cpki=X

for i € [n] do

Ski =
L (i, {seed; ;, seed;i }jen)\ (i})
return (pk, {sk;}ic[n))

Sign(S, k, sk, 1, sid)
(2K, {seedy,i, seed; k ficn)\ (k}) = Sk

i Tk T2k < Zp

BT

Rok | ©= | g2k

OFREES Hies\{k} Hmask (S, seedy, ;, sid)
. HieS\{k} Hmask(sa Seedi,kv Sid)_l

Rign| . [Rik
[R} = [R} o,

. sti= (7‘1’]2, r2,k2

msg := (R1 k, Rak)
return (st, msg)

Sign’(S, k, sk, u, sid, st, M)

20 (wp, {seedy 4, seed; k Ficn]\ {k}) 1= Sk

(7“1)]@,7“2)]@) = st

33

34

{msg;}ics =M

5. for ’L'~€ S do

B (Ri1,i, Ra,;) == msg;

5. sinf := (sid, p, M)

b := Heomb (S, sinf)

R:= HieS RlyiRg,i

C = Hchal(:uvR)

Zk =Tkt b?“gjk +c- /\S,k - Tk
Ak =

ZieS\{k} H. o (S, seedy, ;, sinf)
— Zies\{k} H! o (S, seed; g, sinf)
Zp = 2 + A

return Zz;

Combine(S, sid, yu, M, M”)
{msg; }ics := M
{msgi}ics := M’

5. for i€ S do

Z; = msg;

sinf := (sid, u, M)
b= Hcomb(g?,sirlf)
R:= Hies RlaiRg,i
C = Hchal(:u?R)

L (Ry,i, Ro ;) = msg;

0 2= ) s %

return (R, z)

Vf (pk, i, o)
X :=pk

v (R,z) =0
0 C 1= Hchal(,u,R)

return [¢* = RX¢]

Figure 5: FROST-Mask.
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H ook 0 0,1} — Zp, Heomn : {0,1}* — Zp, Henar : {0,1}* — Z,,. Based on Shamir’s secret
sharing scheme, FROST-Mask supports all practical choices of (n,t). It is rather direct
to verify the completeness of FROST-Mask. Note that in an honestly executed signing
session, [[;cs ®i = [1], and }_,.5 A; = 0, and therefore [, RLZRQJ = [Lics R1iRS
Dies Fi = Dies Fir

As shown in [KRT24b], such a stateful scheme can be generically transformed into a
stateless one with one more round. In the additional round at the beginning of the signing
protocol, each signer samples a random string. The concatenation of those strings plays
the role of the session identifier.

3.2 Security

Theorem 1. If 2¢g;-AOMDL is (Taomdl, €aomdi1)-hard for GrGen, then FROST-Mask is
(Gs, Tut, Euf) -adaptively secure in the random oracle model against any adversary that makes
at most qn hash queries in total, where essentially Toomal =~ 27us, and

1 n*+qn, 4 +1
€aomdl = 5(5121f - oA—1 ) - P )

where ¢ = qs + qn + 1.

Proof (Part I). Assume that an adversary A (gs, Tuf, €ut)-breaks the adp-UF of FROST-
Mask making at most g, hash queries in total. The first part of this proof contains a series
of hybrid games. Let Gy be the security game adp-UFprostmask(A,72,%). Let &; denote
the winning probability of A in G;. We will end up with a game that can be simulated
by a reduction that solves AOMDL. We provide the pseudocode description and a quick
checklist of these games in Section A.

We make the variables used in the signing oracles global, so they can be referenced in
other oracle calls. We rename them to avoid ambiguity. Specifically:

« We rename the variables [ 13 |, [Z;f } , [gl": ] , and @, referenced in SIGN(S, k, u, sid)

TS sid, 1,k Rs sid, 1,k Rs sid, 1,k . .
to l:""S,sid‘2,k ]7 |:RS,sid,2,k }, [f%s,sid,z,k }, and ®s sid k, respectively. Since for every user,

each session has a distinct sid, the added index (S, sid) eliminates ambiguity.

o We rename the variables b, ¢, 2y, Zx, and Ay, referenced in SIGN'(k, sid, M) t0 bs sinf,
CS sinfy 28 sinf ks 28 sinf,k, and Ag ginf i, Where sinf is the one referenced in the same
oracle call, i.e. sinf = (sid, u, M) where u = pssq. Similarly, the added index
(8, sinf) is distinct for every user.

We need to be careful with b and ¢. They are renamed to bs sinf and cs sinf, Where the
index does not contain k. Hence, those referenced in S1GN’(k, sid, M) for different k
may become the same global variables. We need to ensure that they do not conflict.
This is true, because b and ¢ is determined by (S,sinf): b is the hash of (S, sinf),
and then ¢ can be computed from sinf and b. In SiGN’(k, sid, M) with different &, as
long as (S, sinf) is the same, then b and ¢ have the same value, so renaming them to
bs sinf and cs sinf does not cause conflict.

We will use the terms “define” and “initialize” interchangeably for variables. At some
point in the proof, we will define a variable but only assign it a pending value 7. A variable
with a pending value should be distinguished from an undefined one.

Defer Sampling the Seeds.

The purpose of the first several games is to defer sampling the seeds.
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G;. In this game, we ensure the distinctness of seeds. After generating the seeds
{seed; j}ixjcin), G1 aborts if the seeds are not distinct. The probability that G; aborts is
at most n*/2*, so
4

€1 > €0 — o
Gy. In this game, we modify how values are assigned to fresh hash queries to Hpasx and
H! .« and introduce two families of indexed global variables es sid ;. ; and ds sinf,; ;. Initially
€S.sid,i,j and ds sinf,;,; are undefined. When es siq,s,; Or ds sinf,i,; is referenced for the first
time, the game initializes it to a uniformly random value. They are only referenced for the
assignment to fresh hash queries, which we change to the following:

o When a fresh query in the form of Hyask(S,sid, seed; ;) is made (internally by the
game or externally by A), program Humae (S, sid, seed; ;) := es sid,i,j-
o When a fresh query in the form of H. _ .

game or externally by A), program H/

(S,sinf, seed; ;) is made (internally by the
(S,sinf,seed; ;) := ds sinf,i,j-

Recall that it has been ensured by G; that the seeds are distinct, so from seed; ; being
queried, Gz can indeed determine the corresponding (4, 5).

In this game, essidq,;,; and dssinf,i,; are just intermediate variables for programming
the random oracle. The change in this game is invisible to A, so

E9 = €1.

Gs. This game changes the way that the signing oracles calculate the mask ®s ¢q 5 and
Ag sinf,i- In response to query SIGN(S, k, u, sid), we replace

(I)S,sid,k' = H (Hmask(Sa Sid7 Seedk,i)/HmaSk(Sa Sid, seedi,k))
1€S\{k}

with

Ds sid i = H (€5 sid,k,i/ €S sid,ik)-
ieS\{k}

In response to query SIGN’(k,sid, M) with signer group S, we replace

AS sinf i 1= Z (H.ask (S, sinf, seedy, ;) — HL . (S, sinf, seed; 1))
i€S\{k}

with

AS sinf k1= g (ds sinf ki — A8 sinf,ik)-
icS\{k}

The signing oracles do not make internal hash queries to calculate the masks. We remark
that if some es sid,i,; (resp. ds sinf,i,j) is referenced for the first time here, it will be uniformly
sampled, while the corresponding Huask (S, sid, seed; ;) (resp. H! . (S,sinf,seed; ;)) will
not be programmed at this time. Still it will be programmed to Hmask(S, sid, seed; ;) :=
essidi,; (resp. HI . (S,sinf,seed; ;) := dssinf,i,;) When it is queried. The change in this

game is invisible to A, so

€3 = €9.
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G4. In this game, seeds are not sampled in the setup phase. Instead, G4 only samples
seed; ; when it has to be output for the corruption of user ¢ or j. The game still aborts
when some seeds collide.

Gs has made the signing oracles not make Hyagx and H. .
not use any seed. Gs differs from G4 only if A queries some seed; ; to Hpyask or HJ o
before user 7 or j is corrupted. In this case G programs some es sid,i,; Or ds sinf,i,; tO the
random oracle, while G4 programs a uniform value since seed; ; has not been generated.
The probability that A queries a seed that has not been output is at most g, /2%, so

dh

64263—27.

queries, and therefore
!

Defer Sampling Secret Key Shares.

The purpose of the following games is to defer the sampling of secret key shares to the
corresponding corruption query. This is made possible by masking responses.

Gs. So far, Ag sinf,k is only defined in S1GN’ for uncorrupted user k. In this game, we ad-
ditionally initialize As ginf,x When answering H. . (S, sinf, seedy ;) or H. ., (S, sinf, seed; 1)
if user k is corrupted. Same as in SIGN’, it is initialized to As sinf i = ZS\{k}(dS,sinf,k,i _
ds sinf,i,k), and also recall that ds sinf;,; Will be initialized to a uniformly random value
when it is referenced for the first time here.

We note that this change is invisible to A: Ag ginf 5 initialized in H/ . will never be
referenced. Its initialization just causes some related ds sinf,;,; being initialized, from the
same distribution as in Gy.

€5 — &4.

Gg. In this game, we reverse the order of generating As ginf,1x and ds sinf,i,5, both in S1GN’
and H ... Instead of setting Ag ginf,k = ES\{k}(dS7sinf7k7i — ds sinf,i,k ), We directly sample
As sinf,; from its distribution. Then we initialize those ds sinf,i,; that are related to Ag sinf,k
and undefined.? The initialization of ds sinf,i,j is modified accordingly: they are uniformly
sampled under the constraint that Ag ginf,x = Zies\{k}(dsﬁinf’k,i —ds sinf,i,k)- Equivalently,
all but one undefined ds sinf,;,; are uniformly sampled, and then the last one is determined
by the constraint.
Now we specify how to initialize Ag ginf,k:

o If Ag ginf,; has been initialized for all ¢ € S\ {k}, set Ag ginf.r == — EieS\{k} A sinfi-
o Else, uniformly sample Ag sinf -

To show that Gg is identical to Gs, it suffices to show that the above initialization of
As sinf, i indeed follows its distribution in Gs. Below we analyze this distribution in Gs.
If Ag sinf; has been initialized for all i € S\ {k}, then ds sins,i,; for all ¢ # j € S has been

initialized. One can verify that Ag gnf,r is determined by Ag sinfr = — ZieS\{k} AS sinf i
since
E AS sinf,i = E E (ds sinfi,; — ds sinf,ji) = E ds sinfi,; — E ds sinf,j,i = 0.
i€S i€S jeS\{i} i#jES i#jES

In the other case, there exists some j such that Ag ginf x and As sinf,; are both undefined.
We claim that this implies ds sinf,k,; and ds sinf,j, 1 are both undefined. Therefore, Ag ginf 1 :=
Zies\{k}(d&SinﬂkJ — dS,sinf,i,k,) is uniformly random, since dS,sinf,k,j and dS,sinf,j,k will be
referenced for the first time and uniformly sampled.

To see the claim, note that Gs only references ds sinf,;,; Wwhen

3We say ds sinf,i,; is related to Assinfx if dssinf,i,; appears in the equation Aggnfr =
D\ (kA sinf ki — ds sinfi k), e, (i5) € {(k, D) }ies\ (k) U{ (0 B) Hies\ (r}-
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o initializing Ag sinf,i OF Ag sinf

o or programming H] . (S, sinf,seed; ;).

For the second case, since seed; ; has been generated, user ¢ or j must be corrupted. Hence,
Gs must assure at least one of Ag ginf;; OF As sinf,j has been initialized when A first queries

T ask (S, sinf, seed; ;), before it is programmed. Therefore, ds sinf,i,; only get referenced
for or after the initialization of As ginf,i Or As sinf,j- Now in our claim, we have Ag ginf,k
and Ag sinf,; both undefined, so ds sinfk,; and ds sinf,j,x have never been referenced and
initialized.

In conclusion, we have
€6 = €5-

G7. In this game, we change the way to initialize Ag ginf, in the case that Ag ginf,; has
been initialized for all ¢ € S\ {k}. In Gg it is calculated as Ag ginf k== — ZieS\{k} AS sinf,i-
Our goal is to avoid referencing Ag sinf,; if user ¢ is uncorrupted. It will reference the secret
key shares, while we also eusure that it only references x; for corrupted user 7.

Here user k& can be corrupted or uncorrupted. We first discuss the case that k is
corrupted. Note that if ¢ is uncorrupted, Ag sinf,; could only be initialized in the signing
oracle, and it holds that

AS sinf,i = 28 sinf,i — 2S,sinf,i = 28 sinf,i — (I'S,sid,1,i T DS sinf * TS sid,2,i + CSsinf - AS,i * i),

for the sid contained in sinf. By substituting into As ginf,x = — Zies\{k} As sinf,i the above
equation, we can instead calculate Ag sinf,x by

AS sinflk = — Z (Zs sinf,i — (Ts,sid,1,i + bS sinf * TS sid,2,i + CSsinf = AS,i * i)
i€eS\C
- Z AS,sinf,i
iesSnc\{k}
(2)
= Z (rs.sid,1,i + DS sinf - 'S sid.2,i) + €S sinf(T — Z AS,i - Ti)
1€S\C 1€SNC
= ) Zssmti— Y Assnti-
i€S\C ieSNC\{k}

For the second equation, we used the reconstruction of Shamir’s secret sharing = =

2ics AS i
For uncorrupted user k, we do a similar substitution and get

AS sinf e = — Z (Zs.sinf,i — (TS,sid,1,6 + 08 sinfT'S sid,2,i + CS.sinf - AS,i - i)
i€S\C\{k}
- Z AS,sinf,i
iesSNC
(3)
= Z (75,5id,1,i + brssid,2,i) + €S sinf (T — Z As,i " i)
ieS\C\{k} ieSncu{k}
- Z ZS sinf,i — Z AS sinf,i-
ieS\C\{k} iesSnc
This game just uses alternative ways to calculate Ag ginfr = — Zies\{k} As sinf,i- The

change is invisible, so
Er = Eg.
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Gg. For any honest user k, Ag sinf . can only be initialized in the signing oracle. Since
sinf contains sid, and each signing session has a distinct (S, sid), we know that (S, sinf) are
distinct across different signing sessions for a single user. Therefore, each honest user k
must initialize a Ag ginf,, (instead of referencing an already defined one) in each signing
session.

In this game, we swap the order of initializing As ginf,; and generating masked response
Zs sinf,k in the signing oracle. In Gy, we first initialize Ag inf,;; and then compute Zs ginf,k 1=
28 sinf,k + Assinf,x. Now in Gg, we first sample Zs sinf, from its distribution and then
compute Ag ginf i := ZS sinf,k — 28 sinf k-

Let us specify how to sample Zs sinf,x- There are two cases. If there is some i € S\ {k}
such that Agginf; is undefined, then Ag gns here is uniformly random. Hence, we
uniformly sample Zs sinf,k-

Else, for all i € S\ {k}, As sinf,; has been initialized. In this case, Ag sinf,k is determined
by Eq. (3). We have

ES,sinf,k = Z8,sinf,k + A5’,sin1’,k

= TSsid,1,k + DS sinf - TS ,sid,2,k + CS,sinf * AS,k * Tk

+ Z (rssid,1,i + DS sinf * 'S sid,2,i) + CS,sinf(T — Z AS.i - T5)

i€S\C\ [k} i€SNCU{k}
- Z ZS sinf,i — Z As sinf,i (4)
i€S\C\ [k} iesnc
= Z (rs.sid,1,i + DS sinf - 'S sid2,i) + €S sinf(T — Z AS.i - X;)
1€S\C ale
- Z Z8 sinf,i — Z AS sinf,i
i€S\C\{k} i€SNC

where sid in contained in sinf.

This game just changes the order of generating variables while keeps the distributions,
which is invisible to A. Hence,

gg = ¢€7.

Gg. Recall that G; and Gg has ensured that the generation of Ag sinf,x and Zs sinf,kx does
not reference any Ag sinf; for uncorrupted user . Now Ag ginf r only affects the view of
A by constraining the initialization of related ds sinf k,; and ds sinf,i,k, Which occurs right
after the initialization of Agnf,x. Moreover, since Gg, dssinf,i,; is invisible to A until
programmed into H . (S,sinf,seed; ;), which can happen only after the generation of
seed; ; when user ¢ or j is corrupted.

Therefore, we can defer the calculation of Asginfe = Zssinf,k — 25sinf,r and the
initialization of related ds sinf,k,i and ds sinf,i,;; from the signing oracle to the corruption of
k. In particular, Ag sinf i is still initialized in the signing oracle, but to a pending value
As sinf,k :=7. Only when user k gets corrupted, it is set to Ags sinf,k := Z5 sinf,k — 28 sinf k>
and we initialize related ds sinf,k,s and ds sinf,i,x that have not been initialized. We note
that ds sinf,k,; and ds sinf,i,; may be initialized for the corruption of ¢ rather than k if i
is corrupted earlier than k. Changing the time of initializing variables ds sinf,i,; does not
change their distributions: they are still uniformly distributed under the constraint of
related Ag sinfi, whose distributions are the same as in Gs.

The modification in this game is invisible for A, so

€9 = £€8.
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Gio. Note that response zs sinf 1 is only referenced when calculating Ag sinf i := ZS sinf,k —
25 sinf,k» Which was just deferred to the corruption of user k. It suffices to also defer the
calculation of zs sinf.k = T'Ssid,1,k + 0S sinf * TS sid,2,k + CS sinf * As,k - Tx until the corruption
of user k, just before calculating As sinf 5. It holds that

€10 = €9.

Gi11. Note that secret key share zy, is only referenced when being output for the corruption
of k, for calculating zs ginf %, and in Egs. (4) and (5). The calculation of zg ginf,x Was just
deferred to the corruption of user k, and Egs. (4) and (5) only reference x; for corrupted
user ¢ € SN C. Thus, it suffices to defer the sampling of x; until user k gets corrupted,
just before the calculation of zs infx. Since at most ¢ — 1 users can be corrupted, by the
security of Shamir’s secret sharing, it suffices to sample z; uniformly. It holds that

€11 = €10-

Defer Sampling Committed Randomness.

The purpose of the following games is to defer the sampling of randomness 7s sid,1,k,
s sid,2,, until the corruption of user k. This is made possible by masking commitments.

Gi2. Like Gg, we additionally initialize ®s giq 1 When answering Hy,ask (S, sid, seedy, ;) and
Himask (S, sid, seed; ;) for corrupted user k. It is initialized to Hieg\{k}(es,sid,k,i/es,sid,i,k)a
where es sid .k, and es sid,;,, are uniformly sampled if they are referenced for the first time.
®s sid,;; initialized in Hpyask will never be referenced and does not change the distributions
of essid,i,j- Hence, this change is invisible to A.

€12 = €11-

Gi3. Like Gg, we initialize ®sqq, by sampling directly from its distribution, then
we initialize those related esgsid,k,; and essid,x under the constraint that ®s¢qr =
[Tics\(k} (€ssid.k,i/€s.sid,ik)- Specifically, we initialize s sia,x as follows:
o If &g qq,; has been initialized for all i € S\ {k}, set Ps gid x := Hies\{k} q)g,lsid,i'
 Else, uniformly sample ®s giq 1.

The same argument as in Gg can show that Gi3 is identical to Gy, so

€13 = €12

Gia. Like G7, we change the way to initialize ®s sq,x When ®s qqg; has been defined for
all i € S\ {k}. The goal is to avoid referencing ®s g ; if user ¢ is uncorrupted.
User k can be corrupted or uncorrupted. We first discuss the case that k is corrupted.

For any uncorrupted user i, ®s 5q,; could only be initialized in the signing oracle and used
to mask the commitment, which satisfies | £S5 | = | Bsse1i| o . Substitute this
Rs sid,2,i Rs sid,2,i [

equation into ®s gax = Hies\{k} (I)g,lsid,ﬂ and we get
Rssian,i| , [Rssiai] -1 -1
Ps sid ke = ([~ e A S D Bl 5
sar= T (|g2senl | pdeers [[ 25k (5)
ies\c S,sid,2,7 S,sid,2,7 i€SNC\ [k}
For uncorrupted user k, the substitution gives

- Rssid1,i Rssid,1,i|\—1 —1
Ds sia x = H ({~ :|/|:RS,sid,2,i:|) : H P sidi- (6)

Re o .
i€S\C\ {k} S,sid, 2,1 ieSnC
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We solely change the way to calculate ®s gqg 1 when it is already determined. The
change is invisible to A, so

€14 = €13

Gis. The security game ensures that each session has a distinct (S, sid), so an honest user k
must initialize a ®s gq 1 (instead of reference an already defined one) in each signing session.
Like Gg, in this game we swap the order of initializing ®s 54, and generating masked
I?S,sid,l,k:| —
Rs a2,k |

. Rs.q
commitment [JS'S“”““

P } In G4, we initialize ®s g and then compute [
S,sid, 2, k
|:RS,sid‘1,k,

Rs sid,1,k

S,sid, 2,k

RS,SH’Q,J - ®s gig,.- Now in Gys, we first sample [

} from its distribution and then
R si R ,Sil 7
compute @540 = [ 1202 |/ 52221 |
There are two cases. If there is some ¢ € S\ {k} such that ®s g, is undefined, then
I?S,sid,l,k ]
Rssid2,k ]
Else, for all i € S\ {k}, s sia,; has been initialized. In this case, Ps sia 1k is determined
by Eq. (3). Hence, we have

~ ~ —1
[@s,sid,l,k | Rssid1k S H Rs sid,i| H Rssiani| H p=!
Re . T | Re o ,sld, k- — Ro . . Re o . S,sid,i*
S,sid, 2,k S,sid, 2,k ies\c S ,sid, 2,7 ieS\C\{k} S,sid, 2,1 iesnC
(7)

We just swapped the order of generating variables while keeping the distributions,
which is invisible. Thus,

®s sid,; here is uniformly random. Hence, we uniformly sample

€16 = €15-

Gis. Recall that Gi4 made the initialization of ®s 4, not reference any ®sgd,; for
RS,sid,l,k

Rs sid 2,k
®s sig,; only affects the view of A by constraining the initialization of related es 4 %, and

€S sid,i,k, which occurs right after the initialization of ®s ¢4 . Moreover, es sid,i,; is invisible
to A until programmed into Hpmask (S, sid, seed; ;), which can happen only if user ¢ or j is

corrupted. Like Gg, it suffices to defer the calculation of ®s gk = [gj“d’l’k } / [gzs':;:}
sid, 2,k ,sid, 2,

and the initialization of related esgsidr,; and esgsd,ir from the signing oracle to the

corruption of user k or i. Specifically, ®ssiq r is still initialized in the signing oracle,

but to a pending value ®s g :=7. Only when user k gets corrupted, it is set to

Rs.s Rs sid, 1,k e e 1.
Ds sia k= [RS’ 91k } /[Rj j“‘ }, and then the related es sk and es s,k are initialized.
S ,sid, 2,k »sid, 2,k

This is an invisible change, and we have

uncorrupted user i. Gi5 made the generation of [ } not reference ®s g, Now

€16 = €15-

Rs sid, 1,k

Gy7. Commitment {RS’S“YM

] is only referenced in Eqgs. (5) and (7) and when calculating

R sil Rs i . . .
Ds sid i = [Rs’ oLk ] /[R? :;i } The calculation of ®s qiq r was just deferred until user k
S,sid, 2,k ,sid, 2,

gets corrupted. Egs. (5) and (7) only need the product [];cs\¢ [Rs’s‘d‘“] Therefore, it

Rs sid,2,i
RS,sid,l,k:| L |:g7‘5,sid,1,k

suffices to defer the calculation of single [ Re ot 7S a2k } until user k is corrupted.

In Egs. (5) and (7) we directly calculate the product by

H Rs sid,1,i gZiES\c TS 10
RS,sid,2,i ’ ZiES\C TS,sid,2,i |

i€S\C g
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Specifically, we replace Eqs. (5) and (7) with

Z,eS\CT’s,sid,l,i R -1
‘ S,sid,1,i —
]' I1 [ ] - II @5k ®)

‘I)S id,k — [
Sl
e E ) TS ,sid,2,i Rec < :
ies\e 1€S\C Ssid, 2,2 1€SNC\{k}

g
R sid, 1,4 ~ -1
{Rs,sid,l,k] _ [QZ"ES\C - d'l’] H {Rs,sid,l,i] H p=1 9)
RS si o . ,sid, 2,1 ' Re . . ’ S,sid,7?

R sia 2 gluies\c TS ies\ovgry LRssazil i Sane

respectively. This change is invisible, and
€17 = €16-

Gis. In Gy7, the committed randomness |33 7 | is only referenced

i

e to calculate individual commitment {R‘S’Sid’l”“}

Rs sid,2,k

« to calculate individual response zs sinf,;

to calculate [[;cq\¢ [RS’Sid’l’i} in Egs. (8) and (9);

Rs sid,2,i
o in Egs. (2) and (4).

Recall that the calculation of individual commitment and response have been deferred
until user k gets corrupted in Gjg and Gyr, respectively. In Eqgs. (2), (4), (8) and (9), we
only need the sum >, q\¢ [roet].

In this game, we make the following change. When (S, sid) is queried to SIGN for the
first time, we uniformly sample |35 " ]. This is the sum D ieS\Coma [roaeyt] that we
pre-sample here, where Cs g is the current set of corrupted users.

When user i € S\ Cssia is corrupted, we sample [757500]. We will specify how to
sample them later. When we need 3, s\c [72e2] in Egs. (2), (4), (8) and (9), since
these can only occur after [;3391 "] are sampled, we have Cs s C C, and thus we can
calculate it as
Z TS,sid,l,i:| _ Z |:r$,sid,1,i:| _ Z |:7"S,sid,1,i:|
ies\e |:7"S,sid,2,i 1€8\Co 56 TS ,sid,2,i {€SMC\Cs o5 TS,sid,2,i

_ Ts,sid,l,*] _ Z |:7’S,sid,1,i:|
[Ts,sid,z,* {€SMC\Cs s TS ,sid,2,i
Specifically, Egs. (2), (4), (8) and (9) are replaced with the following Egs. (10) to (13),
respectively:

AS sinf k = TSsid,1,+ + DS sinf * TS ,sid,2,+ T CS.sinf * &
- E (rs.sid,1,i + DS sinf - 'S sid,2,i) — CSsinf * E AS,i Ty

i€8NC\Cs sid iesne (10)
- § ZS sinf,i — E AS sinf i
1€S\C 1€SNC\{k}

2S,sinf,k =TSsid, 1, T bS,sinf *TS,sid,2,% T CS,sinf - T

- E (rs,sid,1,i + DS sinf - TS sid,2,i) — CS sinf g As,i - X
i€SNC\Cs sid i€esnC (11)

- E ZS sinf,i — E AS sinf,i

i€S\C\{k} i€SNC
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TS sid,1, % TS sid,1,i -1 > 3 -1
(Ds,sid,k = |:g'fs,sid,2,*:| ’ H [zT’S,sid,z,i] ’ H {giz::;j ’ H (pgiidai
1€SNC\Cs sid ieS\C e ieSnc\{k}
(12)
Rssiaik] _ [grssers grssidLi - Rssid i - -1
{R‘S»Sid»lk‘] {grs’sw’z*} iESﬁCH\CS,sid |:gr5»5id12~’i:| ieS!;[\{k} [RS’Sid’Q’i] iegwc CI)S’Sid’i.
(13)
It remains to specify how to sample [75557] when user i € S\ Csgia gets cor-
rupted. It should be uniformly random under the constraint of the pre-sampled sum, i.e.
Y5\ e Lrosass | = [rasas]. Equivalently, for all but the last i € S\ Cssid, [rasas: ]
is uniformly sampled. The last one is determined by the constraint. Moreover, since A
can corrupt at most ¢t — 1 users, it is impossible that all users in S are corrupted, so the
last [ 7375957 ] is never referenced. Hence, we always uniformly sample [ ;3755 | when user
i € S\ Cssig gets corrupted.
The change is invisible to A, so

€18 = €17

Collect everything together, and we have

N* +q,

€18 Z €0~ — o3

O

The remaining part of this proof is a reduction that solves the 2gs-AOMDL problem by
simulating G;g for the adversary and applying the general forking lemma. The reduction
is similar to the one for FROST [BCK'22].

Proof (Part II). The reduction B takes 2¢g5 + 1 group elements as inputs. We first show
how a wrapper W takes these group elements and simulate G;g for A. The main structure
of the reduction will then be applying the general forking lemma [BNO06] to W.

W takes group elements U, Vi1, Va1, ..., Vig, Va4 as inputs. It simulates Gig for A
using these group elements as follows:

o It sets the target public key X as the first input element. Hence, the secret key x is
the unknown discrete logarithm of this element.

« Whenever a fresh (S, sid) is queried to SIGN, [75%552 " | should be sampled. Here, W

TS ,sid, 2, *
Rssid1,« | _ [ g"Swsid1x

Remso.| = gr-s,sid,gy*}. Hence, s ¢id,1,« and

takes two unused input elements as [
75 sid,2,« are the unknown discrete logarithms of these elements.

Now we specify how W simulates Gis when those unknown values z, rssid,1,+, and
TS sid,2,« are referenced, which only occurs in Egs. (10) to (13).

« InEgs. (12) and (13), [ 7375937 | is referenced in the form of [g:i:j; ] ,1.e. [giﬁj; },
which is known by W.

o InEgs. (10) and (11), the unknown part is s sid,1,« +0s sinf - 'S sid,2,+ +Cs sinf - . Other
terms in the equations are (publicly) known. W queries Rs id,1,« - RZS;ZE’* - XS sinf
to DLOG to obtain the unknown part.

For each Hcomb (S, sinf) query with returned value b, we say Hchal gu, R) is its resulting
query if sinf parses into (sid, j1, {(R1,s, R24) }ics), and R = [[,cs Rl’iRg,i. The Hepar query
made in SIGN’ is always the resulting query to the Heomp, query just made. W does the

following in addition:
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e When A makes a query Hcomb (S, sinf), before returning b, W internally makes the
resulting Hepal query.

To fit in the syntax specified in Lemma 1, W takes hy, ..., hy as inputs and assigns
them to Hepay in order. If the simulated Gig outputs 1, i.e., A outputs a valid forgery on a
message that has never been queried to SIGN, then W returns I such that h; was assigned
t0 Hehal (11, Ry) that corresponds to the forgery. If the game aborts, or A does not output
a valid forgery, then W returns I = 0. For simplicity, we do not specify the side output Y.
We just note that Y can contain all internal variables of W that B needs.

Reduction B runs forkw(inp) as specified in Lemma 1, with inp being its input group
elements.* If forky returns non-_L, then B gets two valid forgeries (R, z,) and (R, z.)
satisfying ¢* = R, X and gz/* — R, X, with the same commitment R, but different
challenges ¢, # c,. It then extracts the discrete logarithm of the first input element, i.e.
the secret key, as = := (z. — 2%)/(cs — c).

What remains is to extract the discrete logarithms of other input elements, i.e. those
[Ig;j; ] For each such a pair, W makes at most one DLOG query to obtain

TSsid,1,+ T DS sinf " TS,sid,2,« T CSsinf " Ty TS/ sid/ 1, + b:S",sinf’ S TS sid! 2,x T C:sl7sinf' T
in each of the two executions, respectively. We note that here [;55417] = [73% 1" ] are
the discrete logarithms of the same pair of input elements — the same pair may correspond
to different (S,sid) in two executions. Here, B already knows z, so the answers to such
queries constitute two equations with two unknown rs 4,1« and 7ssid,2,«. B can solve
them to obtain [;3557" | if bs sinf # Vs: g~ 1f W did not make such a query in one or
both executions, then B can make the remaining queries to get enough equations. If W
made such a query in both executions, and (bs sinf, € sinf) = (b's ginf» cg,’sinf,), then these
two queries are repeated and only count as one, so B can also make one more query to get
enough equations. The only bad case is bs sinf = bs/ sinfr and cs sinf 7 Cs’ sinf/, Where two
distinct queries have been made but only provide one equation.

We claim that if the returned values of H.omp in the two executions are all distinct
(except that those whose assignment is before the forking point must be identical), then
this bad case never happens. These values are not distinct only with probability at most
4q2/p. To prove this claim, bs sins and cs sinf are the answers to a Heom query and its
resulting Hepa query. Recall that W makes the resulting query internally. Therefore,
the value cs sinf is assigned at the latest right after the assignment to bs sinf in an atomic
operation (so the forking point cannot be in between). If bs sinf = b:s/,sinf'v then they are the
answers to the same query made before the forking point. Hence, their resulting queries
must also be the same and made before the forking point, so cs sinf 7 Cs/ sinf is impossible.

By Lemma 1, and taking account of the above bad event, B solves (2¢s + 1)-AOMDL
with the stated probability. O

4 HBTS-Mask

4.1 Scheme

In this section, we present our stateless two-round threshold signature scheme HBTS-Mask.
The scheme is described in Fig. 6. With group parameters (G, p, g) chosen in the setup
algorithm, the scheme uses hash functions Hmask @ {0,1}* — Z2, Hgen @ {0,1}* — G,
Hehat @ {0,1}* — Z,,. It supports all practical choices of (n,t). To see the completeness
of HBTS-Mask, note that in an honestly executed signing session, >, s A; = [{], and

therefore Zzes[gt] = ieslui]-

4More formally, B also runs a subroutine that handles the DLOG queries of W by forwarding them to
the DLOG oracle of B, and the forking is applied to W plus this subroutine with DLOG considered inside.
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Setup(1*)
. (G, p,g) + GrGen(1*)
> return (G, p, g)

KGen(n,t)
o x4 Ly
L X = gm
o {Zi}tiepn)  Share(n,t,z)
o for i # j € [n] do
~ | seed;; + {0,1}*
s pki=X
o. for i € [n] do
10 L Ski =

(.Z‘Z', {seedm, seedj,i}je[n]\{i})

1o return (pk, {sk; }ic[n))

12 (g, {seedy i, seed; k Ficn)\ {k}) := SKk
o h=Hyn ()

14: Ty Yk Zp
5. Ry == g™ hY*
16: St := (T'k,yk)
17: MSE = Ry

1. return (st, msg)

Sign’(S, k, sk, i, st, M)
19: (’Ik-, {seedkyi,seedi,k}ie[n]\{k}) = Skk-
20 (T’k,yk) = st
21: {msgi}ieg =M

for i € S do

o | Ry = msg;

R:= Hies R;

250 €= Hepal (1, R)

g =Tp+CAS k- Tk

sinf := (u, M)

Ak =
ZieS\{k}(Hmask(saseedk,iaSinf)
—Humask(S, seed; 1, sinf))

(o] = [or] + Ak

Yk

. return (Zg, g)

Combine(S, p, M, M")
{msg; tics := M
{msgi}ics := M’

3. for i € S do

L R; := msg;
(2i7gi) = msg;

R:= HieS R;

Cc = Hchal(,uy R)

[y] = Zzes[gz]

return (R, z,y)

Vi(pk, p,0)
X =pk
(R,z,y) =0

» b= Hgen(p)
s ¢:= Henar (1, R)

return [g°hY = RX°]

Figure 6: HBTS-Mask.
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4.2 Security

Theorem 2. If DL is (ta1,ea1)-hard for GrGen, then HBTS-Mask is (gs, Tut, €ut)-adaptively
secure in the random oracle model against any adversary that makes at most qn hash
queries, where essentially Tq1 ~ 27u¢, and

€dl uf

SR ET I
= 16g2¢° T 231 p 4qsp

where ¢ = qs + qn + 1.

Proof (Part I). The first part of the proof is virtually the same as the proof of Theorem 1
until Gi1. We do not need Gio to Gig here since the commitments are not masked. While
we largely omit this part, the pseudocode description and a quick checklist of the games is
provided in Section B. We highlight two main differences from the proof of Theorem 1.

First, recall that in the proof of Theorem 1, we globalize the variables in SIGN and
SIGN’. In this proof, we only globalize the variables in SIGN’. Specifically, we rename
the variables 7k, Yk, ¢, 2k, Zk, Uk, and Ay referenced in SIGN'(k,sid, M) t0 75 sinf k)
YS sinf,ks CS,sinfy 28sinf ks 28,sinf,ks US,sinf,k, and Ag ginf i, respectively, where S = S, ¢ and
sinf = (ug.sid; M). The indexing ensuring unambiguous reference to these variables in
other oracle calls. Similarly to the proof of Theorem 1, note that the index of cs ginf does
not include k. This does not cause ambiguity, since sinf uniquely determines ¢ referenced
in SIGN’. Note that in this proof, SIGN is never modified and hence remains the same as
in the original adp-UF game.

Second, a minor difference is that, since sinf does not contain sid, the distinctness of
sinf relies on the distinctness of M, which comes from the entropy of Ry rather than from
the distinctness of sid. Thus, an additive loss of ¢s2/p is introduced in Gg. We end up with

N4+Qh q32
611250—7—?-

O

Similar to Egs. (2) and (4), we have the following two crucial equations in Gy; which cor-
respond to the initialization of Ag ginf, 5 for the last £ € S in Hpask and SIGN’, respectively.
These are the only places where x is referenced.

Z TS sinf,i T Z AS,i " Ti
A sin - ’ | + ¢S sinf - - ’
S sinf & |:yS,sinf,i:| S sinf ( |:0:| [ 0 :| )

1€S\C 1€SNC

: (14)
Fe o
_ Z [g‘s’sf”f’f} - Z AS sinfi-
ies\e YOS eshen (k)
28,sinf,k:| _ Z |:7"S,sinf,i:| ({x] Ps,i . :m])
o = o + CS sinf * - Z
|:y3,smf,k iES\C yS,slnf,l 0 ieSNC 0 (15)
Z . .
_ Z |:gS,5|.nf,Z':| _ Z AS,sinf,i'
ieS\C\ Lk} S ,sinf,7 ieSNC

Proof (Part II). In the second part of the proof, we construct a reduction that uses the
adversary to solve DL. We want to embed the DL input group element into the target
public key, but the reduction cannot calculate Egs. (14) and (15) without knowing the
secret key x. Therefore, we need to define more hybrid games.
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Gi2.  We first introduce some internal queries. When A makes a Hepa) query on message
i, the game makes an internal query Hgen(1). The total number of fresh Hgen (1) queries
is at most q.

In this game, when a message i is queried to Hge, for the first time, we flip a coin
coin(p) with probability p = ¢s/(gs + 1) to be 1 and 1 — p = 1/(gs + 1) to be 0. This game
aborts if A queries a message u to SIGN with coin(u) = 0 or outputs p. with coin(u.) =1
at the end. Note that SIGN and the verification of the forgery both make internal Hgep
queries, so the coin must be defined. Since these coins are independent of the view of A
until the game aborts for this reason, we have

1
e12 = p=(1 - plenr > 1. o

S

Gi3. In this game, we answer each fresh query Hgen(p) based on coin(u). If coin(p) = 1,
we sample wy, < Z; and let the answer h := XYwu, If coin(u) = 0, we sample a,, < Z,
and let the answer h := g% . Each answer h in Gi3 is at most 1/p away from the answer
in Gy in statistical distance. Thus, we have

q
€13 = €12 — —.

Gi4. In this game, Egs. (14) and (15) are replaced with the following equations, respec-

tively.
Agutr = Z |:7’S,sinf,i:|_|_cs_f.<|:0:|_ Z [Aslzz]>
sinf,k = . »Sin
ies\c YS ,sinf i Wy iesnc 0
_ Z [;55'"“} — Z AS sinf,i-
ies\e e e\ ik
zs,sinf,k:| B Z [rsysinfﬂ-] ({ 0 } {)\sﬂ- . w])
g = o + CS,sinf * - Z
|:yS,smf,k: ies\e YS sinf,i Wy, iesnC 0 (17)
_ Z [%S,sinf,i:| - Z AS,sinf,i-
) YS sinf,i .
1€S\C\{k} ieSNC

That is, [§] is simply replaced with [u?u] for the p contained in sinf. We note that the
game calculates these equations only if © has been queried to SIGN, and the game aborts
if coin(p) = 0. Therefore, such w, must exist. Our reduction will execute G4 for A. We
claim that
€14 = €13.

We prove this claim through additional hybrid games. We will modify Gi3 and Gy4
in parallel while keeping the view of A unchanged. We will end up with Gy3 3 and Gj4 3,
which turn out to be exactly the same game. We note that the following games are not
efficiently executable. This is not a problem since no reduction needs to execute them.

Gi3,1 (resp. Gig1). In this game, SIGN directly generates Ry < Z, and set 7 and yy
to 7, which denotes being pending. They remain to be pending when they are globalized
t0 75 sinf,k a0d Ys sinf,k iD SIGN’. They are uniformly sampled conditioned on Ry, = g™ h¥*
for the corresponding Ry and h when being referenced elsewhere, specifically:

o In Egs. (14) and (15) (resp. Egs. (16) and (17)); and

o When being output as the secret state of user k in CORR(k).

One can verify that r; and y; are independent of the view of A until being referenced in
these places. Thus, G131 (resp. Gi4,1) is identical to Gi3 (resp. Gia).
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T8,sinf,i

Giz2 (resp. Gigz). Inthis game, we directly sample the sum } -, s\ ¢ [yt ] in Egs. (14)

and (15) (resp. Eqgs. (16) and (17)) conditioned on gZiES\c Ts'si"‘*ihziesw Ys,nfii
[lics\c Bi for the corresponding h and R;. Since not all users in S\ C will be cor-
rupted later, the sum sampled here will not constraint the individual r;, y; sampled in
CORR(%). That is, they are still uniformly sampled condition on ¢g"*h¥% = R;.

G133 (resp. Gisa3). In this game, in Eqgs. (14) and (15) (resp. Egs. (16) and (17)), we
replace

TS sinf,i x TS sinf,i 0
AIYY L e ginf - resp. E TN 4 s sinf -
Z |:y8,sinf,i:| S, sinf |:0:| 1Y i |:y8,sinf,i:| S ,sinf |:wlt:|

i€S\C

with uniformly random [§] conditioned on g*h? =TT, s\¢ RiX for corresponding h and
R;. Given the distribution of 3, s\ ¢ [yo] and the fact that g” = X (resp. h"» = X),
this modification does not change the view of A.

Note that Gi3 3 has exactly the same description as Gj4,3. We therefore conclude that
the views of A in Gy3 and Gy4 are identical, and €14 = e13.

Now we define a wrapper W that follows the syntax defined in Lemma 1. W takes a
group element X and hq, ..., hq as inputs. It executes Gi4 for A with X being the target
public key and assigning hq, ..., hq to Hepal. If A wins in Gi4, W returns I such that hy
was assigned to Henai(fe«, R«) that corresponds to the forgery. Otherwise it returns I = 0.
We assume that the unspecified side output contains all the internal information that our
reduction needs.

On input X, the reduction B runs forkw(X) as specified in Lemma 1. If forkwy
returns non-1, then B gets two valid forgeries (R, zs,ys) and (Rs,z.,y.) satisfying
g¥h¥- = R, X% and gzi RYe = R.X C;, with the same h and R, but different challenges
¢« # .. We have the same h because since the forgeries in two executions correspond
to the same Hehal(ps, Ri) query, then it also corresponds to the same Hgen(pt4) query.
Moreover, the assignment to Hgen(ut+) is earlier than the forking point Henai(p«, Rs),
which is ensured by the internal queries introduced in Gis. Also note that A has a
known discrete logarithm a,,,. Therefore, B can compute the discrete logarithm of X as
T = (zx T au. Yo — 2 —ap,ye)/ (e — ). [
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statements is provided in Fig. 8. We omit Hcomp and Hepag, since they remain unchanged
throughout the hybrid game sequence.
We provide a quick checklist that outlines the modifications made in each hybrid game.

B

G1: Check the distinctness of seeds.

Ga: Introduce intermediate variables ds sinf,i,j and es sidi,; for Hmask (S, sid, seed; ;)
and H/ . (S,sinf,seed; ;).

mask
Gs: Reference the intermediate variables instead of calling Hyasx and H/ . in SIGN
and SIGN', respectively.

G4: Defer sampling the seeds until the corresponding user is corrupted.

Gs: Initialize Ag ginf,r when answering H! . (S, sinf,seedy ;) or H. . (S, sinf, seed; 1)
for corrupted user k.

Gg: Reverse the order of generating As sinf,x and those related ds sinf,q,;-
Gr: Avoid referencing Ags inf,; and z; for uncorrupted user i when initialize Ag ginf k-
Gg: Reverse the order of generating Ags ginf,x and Zs sinf, in SIGN'.

Gg: Defer the calculation of Ag ginf r and the initialization of those related ds sinf,q,;
from SIGN" to CORR(k).

Gio: Defer the calculation of zgs ginf x from SIGN' to CORR(k).

Gy1: Defer the generation of secret key shares until the corresponding user is
corrupted.

Gio: Initialize @5 g When answering Hupask (S, sid, seedy, ;) or H ., (S, sid, seed; )
for corrupted user k.

Gi3: Reverse the order of generating ®s «iq . and those related es sig.s,;-
Gi4: Avoid referencing ®s g ; for uncorrupted user i when initialize ®s g k-

Gis: Reverse the order of generating ®s gq,, and [gjsi:,u] in SIGN.
,sid, 2,7
Gis: Defer the calculation of ®s cd,, and the initialization of those related es sid,i,;

from SIGN to CORR(k).

Rs sid,1,i
Rs sid,2,:

} without calculating each [RS’S“””]

Rs sid,2,:

Gi7: Directly calculate HieS\C[

Gis: Pre-sample the sum of [ 5917 over uncorrupted users when (S, sid) is queried

to SIGN for the first time, and defer the generation of each [;5%)!] until the
corresponding user is corrupted.

Figures for Proof of Theorem 2

In Figs. 13 to 16, we provide the pseudocode description of the games in part I of the proof
of Theorem 2. We omit SIGN, Hgen, and Hehar, as they remain unchanged throughout the
hybrid game sequence. The pseudocode description of the games defined in part II of the
proof are not included here.

We provide a quick checklist that outlines the modifications made in each hybrid game.

G1: Check the distinctness of seeds.
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v

oW

Q:=0,C:=0
. (G, p, g) < GrGen(1*)

T <= Zyp

X :=g"
- {zi}ien) < Share(n,t, ) > Go-Gio
. for i # j € [n] do > Go-G3
.| seed; ; + {0,1}* > Go-G3
S if 3(4,5) # (7', 5') : seed; ; = seed;s ;s then > G1-G3

Game Abort > G1-Gg

cpki=X

. for i € [n] do

s (u*, %) ASIG»\’vSIGNI:CORRvaaskuHcombchhal(pk)
- return [u* ¢ Q A Vf(pk,p*,0%) = 1]

A
adp-UFFrosT-Mask

sk; := (x4, {seed; j, seedjyi}je[n]\{i})

Figure 7: Setup in proof of Theorem 1.

Gy: Introduce intermediate variables dg sinfi,; for Hmask (S, sinf, seed; ;).
Gs: Reference the intermediate variables instead of calling Hyagi in SIGN'.
G4: Defer sampling the seeds until the corresponding user is corrupted.

Gs: Initialize Ag ginf,x when answering Hy,ask (S, sinf, seedy, ;) or Huask (S, sinf, seed; 1)
for corrupted user k.

Gs: Reverse the order of generating Ag ginf,r and those related ds sinf i ;-

G7: Avoid referencing Ag sinf; and x; for uncorrupted user ¢ when initialize Ag ginf k-

Gs: Reverse the order of generating Ag ginf,; and [gij::’;] in SigN’.

Gy: Defer the calculation of Ag ginf ; and the initialization of those related ds sinf,i,;
from SIGN’ to CORR(k).

Gio: Defer the calculation of zs sinf x from SIGN to CORR(k).

Gi1: Defer the generation of secret key shares until the corresponding user is
corrupted.
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Corr(k)
1. if |C] >t —1 then
2. _ return L
3. C:=CU{k}
i for ¢ € [n] \ {k} do > G4-Gig
5 if i ¢ C then > G4-Gis
6 | seedy,;,seed; < {0,1}* > G4-Gis
7. if 3(i,5) # (',7) : seed; ; = seed;s ;s #L then > G4-Gis
8 Game Abort > G4-Gis
9 T < ZLp > Gi11-Gig
10: for sid € 7, do > Go—Gi1g
11: S = Sk,sid > Gg-Gig
12: TS,sid,1,ks TS,sid,2,k < Zp > Gig
13| Stgsid = (TS,sid,1,k> TS ,sid,2,k) > Gisg
Rssd1,6 | . | g"Ssid1k
1 [Rs;dg,k = g7‘8,sid,2,k:| > Gi17-Gisg
[ Bssid1e Rs sid,1,k : )
' Cs,sid k= [Rs,sid,z,k :| / |:RS,sid,2,k:| > Gi6-Gis
16 Initialize related es siq,;,; conditioned on @5 g > G16-Gi1s
17: if roundy sig = 2 then > Gg—Gig
18 sinf := sinfy, g > Gg-Gis
19: 28 sinf,k = TS,sid,1,k T bS sinf * TS sid,2,k T CS sinf * AS,k * Tk > Gi1o-G1s
20: AS sinf,k = 28 sinf,k — ZS sinf,k > Gg-Gis
21: | Initialize related dS,sinf,i,j conditioned on AS,sinf,k > Gg-Gig
22: sk, := (zg, {seedy i, seed; k Yic[n)\ {k}) > G4-Gisg
23. return (sky, {stg sid }sidez;
Initialize related ds sinf,;,; conditioned on Ag ginf,
24: Let ¢* be the smallest number in S\ {k} such that dj ; =L
25: for (i/,5") € {(k, ) }ies\txy U0, K) Yics\ (k) \ {(k,3*)} do > Sample all but one
26: if dg inf,i7,;7 =L then
27 L dS,sinf,i’,j’ < Zp
28: A sinf k,i* = AS sinf,k — Zies\{k}\{i*} ds sinf ki + 2165\{1@} ds sinf,i,k > Calculate the last one
Initialize related es siq,s,; conditioned on ®s sig
20: Let * be the smallest number in S\ {k} such that es siq,k,; =1
s0. for (i,5") € {(k, ) hies\qry UL B) hies\fry \ {(k, %)} do > Sample all but one
31: if €S,sid,i’ 5! =L then
32: €S sid,i’ 5’ < GQ
1 Y
33: €8 sid,k,i* ‘= PS5 sidk HiES\{k}\{i*} €ssid ki’ HieS\{k} €S sid, i,k > Calculate the last one

Figure 8: CORR in proof of Theorem 1.
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SIGN(S, k, p, sid)
1. if k € CVsid € 7y then
2o | return L
3. Q= QU {u}
1 Ip =Ty U {sid}
5 TS sid,1,k» TS,sid,2,k < Zp > Go-Gi7
i Rssid1,6 | . | g"Ssid 1k
6 [Rs&id,m} = [g,.s)sid&k > Go—Gig
7. if Cs ¢ =1 then > (S,sid) is queried for the first time, Gig
8: TS,sid,1,%> TS sid,2,%  Zp > Gig
o: Cssia :=C > Gig
Go-Gi2
10: ‘I)S,sid,k = Hies\{k}(HmaSk(‘S’ sid, seedk,i)/HmaSk(87 sid, seedi,k)) > Go—Go
11 for (i,5") € {(k, D) Yies\{ky U {(E k) }ics\ (k) do > Initialize for the first reference, G3-Gi2
12: if €S sid,i’,j’ =1 then > G;;*Glz
13 €S ,sid,i’,j’ — G2 > G;;*Glz
v @ssidh = ] s gry (€S sid, ki /€5 sid,i k) > G3-Giz2
15 -
Rssid1,k | . | Bssid,1,k | | )
I:Rs,sid,2,lci| = |:R$,sid,2,k:| Ds sid, k > Go-G14
G13-Gi4g
16: if 3i € S\ {k} : ®s4iq,x =L then > G13-Gig
17| Pssid ks — G2 > G13-G14g
15: else > G1;5 G15
-—_ _1 «
1: Ps,sid b = Hies\{k} P sid, i > Gig
5 I Rs sid,1,i Rs sid,1,i |y—1 . 1 .
2 s ,sia k= Hies\c\{k}( I:RS,sid.2,i } / |:R5,5Id,2,i }) HieSmc P sid,i > Eq. (6), G4
) Rssd,k | . [ Rssid1,k )
21 I:Rs,sid,Q,ki| = [Rs,sid,Q,k:| Ds sid,k > Gi12-Gig
- Initialize related €8 ,sid,i,j conditioned on ‘PS,sid,k > G];;*Glg
G15-Gis
23 if 3i € S\ {k} : s 5id,s =L then > G13-Gis
Rs i
24: [RS’S"’I”“ +— G2 > G15-Gis
S ,5id,2,k
25 else > G13-Gis
_ - —1
o Rssid, 1,6 | . Rssid,1,6 | Rs sid,1,i ) -1 -
20 [ﬁcs .d.2 J = HieS\C |:RS,sid,2,i:| Hies\c\{k} [Rs,sid,Q,i,:| [Ticsne ®ssai = Fa (7).
G15-Gis
. TS ,sid,1,i ~ —1
. Rs sid 1,k - gZzeS\C d, 1 ) H Rssid1,i H 7L o Eq. (9),
Rs sid,2,k Z S sid 2.4 1€S\C\{k} | Rs sid,2,i i€SNC ~ S,sid,i /
g i€S\C e
Gi7
S U e |
28: RS sid, 1,k _ gT’SvS'dvl’* . H g S,sid, 1,7
2 R sid 2.0 g5 5id,2, % I€SNC\Cs sid | g7 S 5,2,
Rsgd,i| —1 .
’ Hies\c\{k} I:Rs,sid,Q,i:| . HiGSﬁC s sid,i > Eq. (13), Gis
) . [ Rs.sid,1,k Rs sid,1,k
290 Dg sidk 1= |:RS,5id,2,k:|/|:R5v5idw21k:| > Gis
30: Initialize related €S sid,i,j conditioned on D5 sid, & > Gi13—-Gis
31: Dg sid,k =7 > Gi16-G1s
52 Sthsid 1= ('S ,5id,1,k» TS sid,2,k)
33: msg = (Rs sid,1,ks RS sid,2,k)
34: (Sk,sids Hk,sid) = (S, )
35: roundg gg 1= 1
36: return msg

Figure 9: SIGN in the proof of Theorem 1.
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SiaN’ (k, sid, M)
1. if k € C Vroundy g # 1 then
2 L return L
3 (S, 1) = (Sksid, Bk,sid)
i {msg; tics =M
5 fori € S do
6: L (Rl,i7R2,i) = msgi
7. sinf := (sid, p, M)
8: bS,sinf = Hcomb(svsinf)
— D pb
o Ri= s Rral,
10: CS sinf = Hchal(“v R)
11:
28 sinf,k 1= TS,sid,1,k T+ S sinf * TS sid,2,k T €S sinf - AS,k * Tk > Go-Go
Go—Gs
12 AS sinf k1= Zies\{k} H? (S, sinf seedy, ;) — Zies\{k} H? (S, sinf, seed; 1) > Go-G2
15: for (i,5") € {(k, 1) Yies\{ky U {(E k) }ics\ (k) do > Initialize for the first reference, G3-Gs
14: if dg gnf,i7,;» =L then > G3-Gs
15 ds sinf,it,j' < Lp > G3-Gs
160 AS sinfk = Zies\{k}(ds,sinf,k,i — ds sinf,i k) > G3-Gs
17:
Z8,sinf,k ‘= ZSsinf,k + AS,sinf,k > Go-Gr
Ge—G7
15 if € S \ {k‘} : AS,sinf,i =1 then > Gg—Gig
19: ‘ As’sinf’k — Zp > Gg—Gr7
20 else > Gg—Gis
20| Agsinfk = — Zies\{k} As sinf i > Ge
20 Asinth =D e ooy (k) 7S5, 1i T S sinf TS sid,2,) F S sinf (T = D gneuppy NS Ti)
- ZiES\C\{k} 28,sinf,i - ZieSr‘]C AS,sinf,i > Eq. <3) Gr
23: 28 sinf,k ‘= 28 sinf,k T AS sinf,k > G5-G7
24:
Initialize related ds sinf,;,; conditioned on Ag ginf,x > Gg—Gg
25 if 30 € S\ {k}: Asysinf‘k =1 then > Gg-Gig
26: ‘ 25 sinf,k < Lp > Gg—Gig
27. else > Ge-Gis
28: ZS sinf k 1= Zies\c (rs.sid,1,i + bs sinf - 75 sid,2,i) + €S sinf - (T — Y g0 AS,i - Ti)
= D ies\C\ (k) ZSsinfi = D icsne As.sinfi > Eq. (4), Gs—Gi7
29: ZS sinf,k "= TS,sid,1,x T DS sinf * TS sid,2,% T CS,sinf * T
1eSNC\Cs gy TS sid, i T+ DS sinf * TS 5id,2,1) — €S sinf D e gnc NS T
- ZiGS\C\{k} ES,sinf,i - ZieSﬁC AS,sinf,i > E(]- (11)s Gig
30: AS,sinf,k = gs,sinf,k — ZS,sinf,k > Gg
310 AS sinf,k =7 > Go-Gig
32 Initialize related ds sinf,s,; conditioned on Ag ginf,k > Gg-Gg
33 sinfy, gg := sinf
34: roundkysid =2

. return Zg sinf k

Figure 10: SIGN’ in the proof of Theorem 1.
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1:
2:
3

[ I N
A WoN

S o

[ I VY
© o

Hymask (S, sid, seed)

if Thask(S,sid,seed) =1 then
Tmask (S, sid, seed) <+ G2

. return Thask (S, sid, seed)

o if Thask(S,sid, seed) =L then

if 3i #j € S : seed = seed; ; then
essidi,j — G?
Timask(S, sid, seed) := €8,sid,i,j
else
| Tiask(S, sid, seed) + G2

. return T,k (S, sid, seed)

Hmask (S, sid, seed)

- if Thask(S,sid, seed) =1 then

if 3i #j € S : seed = seed; ; then
for k € {3,j} do
for (i',5') € {(k,9)}s\(k} U{(i, k) }ies\ (k) do
L if eg ga,i, ;7 =L then
es’sid’i/J/ < G2
Ps,sid b = | Licon 1y (65 ,5id,k,i/ €5 sid i k)
Tmask(87 Sidu Seed) = €S sid,i,j
else

L Tiask(S, sid, seed) + G?
- return Task (S, sid, seed)

Hmask (87 Sid, seed)

- if Thask (S, sid, seed) =1 then

if 3i # j € S : seed = seed; ; then

for k € {3,j} do

if q)S,sid,k =1 then

if 3i € S\ {k} : P56iq,; =L then

| ®ssidr <G

else

Ps sid.k = Hz‘es\{k} q)S,lsid,i

R Rs sid,1,i
Rs sid,2,i

Rs sid,1,i
Rs sid,2,i

Ds sk = [ Lol }/[

11 o7t
iesnc\{k} Pssid,i

gleies\e TS,sid,1,i

q>$,sid,k = Z N )
ies\c TS ,sid,2,1

ieS\C|:
g9

11 1L
iesne\{k} ¥Ssid,i
TS sid, 1, x
D sid b 1= {er,sid,z,*

Rs sid1,i |
HiES\C{ S’dl}

Rs sid,2,i
.| Initialize related es sq,;,; conditioned on ®s g &
Tmask(87 Sid7 seed) ‘= €S sid, i,
else

-1
'HiesmC\{k} D5 sid,i

| Tinask(S,sid, seed) «+ G2
- return Task (S, sid, seed)

)

Rs sid,1,i
Rs sid,2,i

gTS,sid,2,1i

gTS,sid,l,i
’ HiESﬂC\Cs)sid
1

> Go-G

> G2-G1g

> G2

> Initialize for the first reference

> G13-Gis

> Gi3

Eq. (5), G1a-Gis

}71
}_1.

> Eq. (8), Gi7

> Eq. (12), G1s

Figure 11: H,,. in the proof of Theorem 1.
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H:nask(S,sinf,seed) > Go-G1
1 if ’Tmabk(S sinf, seed) =1 then
2| T (S, sinf, seed) — Zy

3. return 7/ (S, sinf, seed)

Minasic (S, sinf, seed) > G2 Gy

v if T (S, sinf,seed) =1 then

5: if 3i # j € S : seed = seed; ; then

6: dS sinf,i,j < Zp

7: TI;ask(S, sinf, seed) := dg sinf,i,;

8: else

o: | T (S, sinf, seed) < Zp
10: return Tmask(S sinf, seed)

mask(S sinf, seed) > Gs
1 if T (S, sinf, seed) =1 then
12: if 3i #j € S : seed = seed; ; then
13: for k € {3,j} do
14: for (i',5') € {(k,)}s\{x} UL{(E, k) Yies\fxy do > Initialize for the first reference
15: if ds sinf,i7,j+ =L then

16: | dssing,itj < Zp

17: As sinf k1= Zies\{k}(ds,sinf,k,i — ds sinfi,k)
18: T s (S, sinf, seed) 1= ds sinfi,5

19: else

20 | T (S, sinf, seed) < Zp

21 return 7/ (S, sinf, seed)

mask
H! < (S, sinf, seed) > Ge-Gis

0. if T (S, sinf, seed) =1 then
23; if 3i #j € S : seed = seed; ; then
24 for k € {i,j} do
25: if Ag sinf,x =L then
26: if 9i € S\ {k} : Assini =L then
27; | Assinf,k < Zp
28: else
29: (sid, p, M) := sinf
30: AS sinf k= — Zies\k As sinfi > Gg
31: AS sinf k= Zies\c(rs,sid,l,i + b sinf TS sid,2,1) + €S sinf (T = D0 g AS i+ Ti)

- ZiES\C ZS sinf,i — ZieSﬂC\{k} AS,sinf,i > Eq. (2) G7-Gi7
32: AS,sim’,k = TS,sid,1,x* + bS,sinf *T'S,sid,2,* + CS sinf * T

€S0\ gg (TS :5id 1,1 DS sinf + 7S sid,2,6) = €S sin * Y iesne NS, " T

- ZZES\C Z8,sinf,i — ZzESﬁC\{k} A sinf i > Eq. (10), Gis
33: L Initialize related ds sinf,i,; conditioned on Ag ginf k
34: T ask (S, sinf, seed) 1= ds sinf s,5
35: else
36: | T (S, sinf, seed) < Zp

s7: return 77 (S, sinf, seed)

Figure 12: H/ __ in the proof of Theorem 1.
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adp-UF g Ts mask
1. Q:=0,C:=0
2. (G, p, g) < GrGen(1*)
30 x4 Zp
4. X i=g*
50 {®i}sen) < Share(n,t,z) > Go-Gio
6. for i # j € [n] do > Go-G3
7| seed; ; < {0,1}} > Go-G3
s if 3(4,5) # (', 5') : seed; ; = seed;s ;» then > G1-Gg
9. |  Game Abort > G1-G3
10: pki=X
11: for i € [n] do
12: L sk; = (xi,{seedm‘,seedjyi}je[n]\{k})
15 (u*, o) ASIG,\I,S[GN/,CO[{[{,Hmask,ngn,Hchal(pk)
14: return [u* ¢ Q A VI(pk, u*,0%) =1]

Figure 13: Setup in proof of Theorem 2.

CoRRr(k)
1. if |C] >t —1 then
> | return L
3 C:=CU{k}
1: forie[n]\{k}do > Gg-Giq
5: if ¢ ¢ C then > G4-G11
6: L | seedy,;,seed;  + {0,1}* > G4-G11
7. if 3(i,5) # (',7) : seed; ; = seed;s ;s #L then > Ga-Gig
5. | Game Abort > G4-G11
9 T < ZLp > G
10: for sid € [ctri] do > Gg-G11
11 if roundy, siq = 2 then > Go-G11
12 sinf := sinfy qq
13; 25 sinf,k ‘= TS sinf,k T CS sinfAS kTk > G19-G11
s [fot] - [Et] > oGy
15 Initialize related ds sinf,s,; conditioned on Ag ginf, > Gg—G11
16: skg 1= (:ck,{seedk’i,seedi,k}ie[n]\{k}) > G4-G11
17 return (sky, {Stk sid fside[ctr;]

Initialize related ds sinf,i,; conditioned on Ag ginf, %
15: Let 4* be the smallest number in S\ {k} such that dj ; =L
1o: for (i, 5") € {(k, 1) }ies\txy U {0 k) Yies\(xy \ {(k,3*)} do > Sample all but one

if dS,sinf,i’,j’ =1 then
2
| ds iy < L3

22: d§ sinf k,i* = AS sinf,k — Zies\{k}\{z‘*} ds sinf,k,i + Zies\{k} ds sinf,i,k > Calculate the last one

Figure 14: CORR in proof of Theorem 2.
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SieN’(k, sid, M)
1. if k € C Vroundy sg # 1 then
2. _ return L
3: (S, 1) 1= (Sk,sids Hi,sid)
4 {msg;}ics =M
5. for i € S do
6 | R; :=msg;
© Ri=[,csRi
s sinf := (u, M)
9: (T8 sinf, k> YS sinf, k) ‘= Stk sid > Global variables
102 CS sinf = Hchal(ﬂa R)
11:
ZS sinf,k 1= T'S,sinf,k T CS sinfAS, kTk > Go-Go
Go—Gs
12: AS,sinf,k = ZlES\{k} Hmask(37 sinf, Seedk,i) - ZZES\{IQ} Hmask(87 sinf, Seedi,k) > Go-Ga
15: for (if,5") € {(k, ) }ies\{ky U{(E k) bics\ (k) do > Initialize for the first reference, G3-Gs
14 if dg ginf,i1,;» =1 then > G3-Gs
15 t dS,Sinf,’i’,j/ < ZZ% > G3 GE
160 AS sinf ks 1= Zies\{k}(ds,sinf,k,i — ds sinf,i, k) > Gs
17:
e ] = ]+ dsams > G G
Ge—G7
15 if € S \ {k‘} : AS,Sinf’i =1 then > Gg-G11
19: ‘ AS sinf,k Zg > Gg-Gr7
20 else > Gg—G11
21 As sinf ke 1= — Zies\{k} As sinf,i > Ge
.| forieS\C\{k} do > Gy Gis
TS sinf,i As,iTi
2: As,sinf,k = ZieS\C\{k} [yS,sinf,i] + CS,sinf([:(g} - EiESﬁCu{k} [ Sb K })
ES,sinf,i : . .
- Zies\c\{k} gS,sinf,i:| - Ziesmc As sinf i > G
o[ ] = Game] + s > GoGr
" Initialize related ds sinf,¢,; conditioned on Ag ginf, > Gg-Gg
Gs—G1y
26 if 1 €S \ {k‘} : AS,sinf,k =1 then > Geg—G11
7 Zﬁ?:ﬁi « 1z > Gg-Gi11
25 else > Ge—G11
ZS sinf,k | 'S sinf i AS.iTi
. |:gs,sinf,k:| T ZieS\C [ys,sinf,i] +cssinf([0] = Zsmc[ be ])
~ Lies\evik) {Ziinil} — Diesnc Asisint > Eqg. (15), Gs -G
e Er R by > Gs
31 AS sinf g =7 > Go—-G11
32 Initialize related ds sinf,s,; conditioned on Ag ginf,x > Ge—Gg
33: sinfy gq := sinf
34: roundg gg 1= 2
35: return [gi::;z}

Figure 15: SIGN’ in the proof of Theorem 2.
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1:

Hmask(S, sinf, seed) > Go-Gi
if Tmask (S, sinf,seed) =1 then

: L Tmask (S, sinf, seed) «+— ZIZ,

. return Tpasx (S, sinf, seed)

Humask (S, sinf, seed) > Go—Gy
- if Thask (S, sinf,seed) =L then
if 3i # j € S : seed = seed; ; then
ds sinf,i,j < Z2
Tmask(su sinf, Seed) = ds,sinf,i,j
else
L Tmask (S, sinf, seed) +— ZIQ)
- return Thask (S, sinf, seed)

Huask (S, sinf, seed) > Gs
. if Thask (S, sinf,seed) =1 then
if 3i # j € S : seed = seed; ; then
for k € {3,j} do

if ds sinf,i7,j+ =L then
ds sinf it L2
AS,sinf,.k = Zies\{k}(ds,sinf,k,i — ds sinf,i,k)
Tmask(sa sinf, SQEd) = dS,sinf,i,j
else
| Tmask(S, sinf, seed) < Z2

21. return .. (S, sinf, seed)

Humask (S, sinf, seed) > Gg-G11
if Tmask (S, sinf,seed) =1 then

if 3i #j € S : seed = seed; ; then

for k € {i,j} do

if 3i € S\ {k}: Agsins; =L then

if AS,sinf,k =1 then

AS sinf k< 22
else

As sinf,k 1= — Zies\k As sinfi > Ge

TS sinf,i As i @;
AS sinf, ke = ZieS\C [ysji'n'fﬂ-] +essinf - ([5] = D iesne [ s ])
28 sinf,i | o .

- ZieS\c |:'§S,sinf,i:| ZiGSﬁC\{k} As sinf i > Eg. (14), G7-Gu

Initialize related ds sinf,;,; conditioned on Ag ginf %

ﬁrlask(sa sinf, Seed) = dS,sinf,i,j

3 else

| Tmask(S, sinf, seed) < Z2
return 7o, (S, sinf, seed)

for (i/,5') € {(k,i)}s\{k} u {(in)}iES\{k} do > Initialize for the first reference

Figure 16: H, . in the proof of Theorem 2.
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