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Abstract. We present the first fully collusion resistant traceable functional encryption
(TFE) scheme for identity-based inner product FE (IBIPFE) that directly traces user
identities through an efficient tracing procedure. We name such a scheme as embedded
identity TIBIPFE (EI-TIBIPFE) where secret keys and ciphertexts are computed for
vectors, and decryption recovers the inner product between the vectors given the key
and ciphertext are associated with the same group identity. Additionally, a secret key
corresponds to a user identity for the purpose of tracing. Suppose some of the users
linked to a particular group team up and create a pirate decoder that is capable of
decrypting the content of the group, then the tracing algorithm extracts the identities
of the dishonest users’ given black-box access to the decoder. Previously, such schemes
were designed for usual public key encryptions. In this work, we construct a fully
collusion resistant EI-TIBIPFE scheme from pairings in the standard model. The
ciphertext size of our scheme grows sub-linearly with the number of users in the
system. We achieve many-target security of tracing, namely the adversary is allowed
to ask for multiple secret keys corresponding to many functions, which notably solves
an open problem raised by Do, Phan, and Pointcheval [CT-RSA’2020].
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1 Introduction

A traditional traitor tracing (TT) [CFN94] scheme is a multi-receiver system that helps to
detect malicious users who deceive the broadcasters by creating a pirate decryption box.
More specifically, contents are encrypted under a public key mpk and each authorized user
indexed with j is given a sophisticated secret key sk; to recover the contents. Consider a
scenario where a collection of dishonest users, called traitors, embeds their secret keys into
a pirate decoder which decrypts the ciphertext for unauthorized users, thereby causing
a significant loss to the content providers. To prevent such impermissible theft, there is
a tracing algorithm that uses a dedicated tracing key key to identify the traitors in the
system. The tracing algorithm is called public or private, depending on whether the key is
available publicly or kept secret by the central authority.

In literature, TT schemes are mainly explored in the context of usual public key encryp-
tion (PKE) [BF99, TT01, SW98, KD98, KY02a, CPP05, ABP*17, FT01, SSW01, BZ14,
KY02b, KY02¢c, LPSS14] or identity-based encryption (IBE) [ADM*07, GMS12, PT11].
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2 Fully Collusion Resistant Traceable Identity-Based IPFE

Recently, Do, Phan and Pointcheval [DPP20] bring this feature of traceability into func-
tional encryption (FE) [BSW11], a more fine-grained encryption mechanism. The notion is
called traceable functional encryption (TFE). In particular, they provide a construction
of a traceable inner product functional encryption (TIPFE) scheme where secret keys are
generated for tuples (j,u) representing user indices and vectors. The ciphertexts are
computed for some vectors v in such a manner that the decryption reveals nothing about
the message v except the inner product (u,v). Suppose many secret keys sk; ,, for vectors
u are provided to different users having distinct indices. It may happen that some of
these users create a pirate decoder embedding their own secret keys in order to sell it for
personal interests. Therefore, anyone from outside who does not have a secret key can
learn the inner product value using the pirate decoder. The tracing algorithm of TIPFE is
employed to identify such dishonest users in the system.

Following the usual tracing procedures [BSWO06, BF99], Do et al. [DPP20] design TIPFE
with the following properties:

o Index tracing. Their tracing algorithm is designed to find out a set 79 containing
the traitor’s indices associated with the secret keys of IPFE. In order to find the
actual traitors, the indices in 7™ are mapped back to the identities of traitors.
Thus, the central authority must maintain a map or a look-up table to discover the
identities linked to the indices of 79X, More precisely, the key generation process
of [DPP20] encodes the identities as codewords or vectors (having the same length
as the IPFE vectors), and the tracing algorithm needs to access the list of these
codewords. This makes the key generation inherently stateful, which not only dilutes
the whole purpose of tracing but is inconvenient for many practical scenarios.

e Private traceability. The TIPFE only supports private tracing. In other words, the
tracing algorithm requires the master secret key of the system, meaning that only
the central authority can find out the traitors’ identities.

e One-target security. The TIPFE of [DPP20] is proven secure under the assumption
that the adversary queries secret keys sk; ., for a fized target vector u, but with
multiple indices. The notion is called one-target security and constructing TIPFE
with many-target security where any polynomial number of target functions can be
queried, was left as an open problem.

In this work, we follow the definition of fully collusion resistant as proposed by Boneh et al.
[BSW06, BWO06] for a TT scheme. We say that a TFE scheme is fully collusion resistant if
an adversary is allowed to query secret keys corresponding to all indices and many-target
functions in the system. In particular, the adversary can query polynomially many secret
keys and there is no predefined bound on the number of key queries. According to our
knowledge, there does not exist a publicly traceable fully collusion resistant TFE scheme.
Nishimaki, Wichs and Zhandry [NWZ16] proposed a framework that publicly traces users’
identities from a decoder box and hence eliminates the requirement of the index-identity
map from the system. However, their TT scheme relies on a heavy cryptographic tool,
namely adaptively-secure collusion resistant public key FE scheme for general circuits
with compact ciphertexts. To avoid the route of full-fledged FE, Goyal, Koppula, and
Waters [GKW19] designed a more efficient identity tracing mechanism and achieved full
collusion resistant TT from standard assumptions based on parings and lattices. However,
all existing TT schemes can trace users’ identities only in plain PKE systems. Recently,
Luo et al. [LAWH22] proposed a generic construction of trace and revoked IPFE which
traces only the indices of traitors. In addition, the encryption algorithm depends on a
public directory containing user-specific information that is sampled while generating keys
for the users in the system.

Another drawback of the current structure of TIPFE is that the ciphertexts do not contain
any information about the source of the message. As a result, the sender can not be
recognized during decryption, although it is an essential and desirable feature for any
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public key infrastructure. If many broadcasters (or content providers) encrypt their data
using the same TIPFE scheme then users having secret keys from one broadcaster can
decrypt the content of others. Further, in the context of tracing, this means the tracing
must be run across all the users’ identities even when the decoder is created to cheat a
specific broadcaster. A naive way to resolve this problem is to sample individual TIPFE
system for each of these broadcasters. However, this requires maintaining a huge database
for storing parameters of all the TIPFE systems, and complications may arise in managing
certificates. This shortcoming of TIPFE can be surpassed by introducing identities assigned
to the broadcasters and enabling them to encrypt contents under their own individual
identities. A secret key can be associated with an additional broadcaster’s identity which
restricts the user to decrypt only the contents released by that broadcaster. Thus, we ask
the following question.

Open Problem. Can we build an efficient broadcaster-identity-based TIPFE under a
standard assumption which satisfies (a) identity tracing, (b) public traceability and (c) fully
collusion resistant security?

Our Contributions. In this work, we affirmatively answer to the above question. More
precisely, our contributions are as follows.

Embedded identity TIBIPFE. We formally introduce the notion of embedded identity
traceable identity-based |PFE (EI-TIBIPFE) where encryption takes place under a broad-
caster’s identity referred to as group-identity in this work. A secret key of user (or
subscriber) corresponds to his/her identity along with a group-identity and decryption is
successful whenever the group-identities of key and ciphertext are equal. In other word,
users who have subscribed to a specific broadcaster are able to decrypt the content of
that broadcaster. There is a dedicated tracing key which is used to trace the dishonest
subscribers that are responsible in creation of a decoder box, through a black-box tracing
algorithm.

An intermediate primitive: EIPL-IBIPFE. To construct fully collusion resistant
EI-TIBIPFE, we formalize an intermediate primitive called embedded identity private linear
IBIPFE (EIPL-IBIPFE). We show a generic transformation to construct EI-TIBIPFE from a
EIPL-IBIPFE without assuming existence of any other primitive. Therefore, the answer to
the above question boils down to construct the intermediate primitive EIPL-IBIPFE. We
build EIPL-IBIPFE under standard group-based assumptions which eventually leads to the
following construction:

— A pairing-based construction. We propose a selectively secure EI-TIBIPFE in a
composite-order pairing group based on the standard decisional 3-party Diffie-
Hellman (D3DH) [BW06, BSW06] and subgroup decision assumptions [GKW19]. We
follow a three step approach to build the primitive. In the first step, we construct
an adaptively secure EI-TIPFE from similar assumption. In second step, we design
a selectively secure IBIPFE scheme in a prime-order pairing group which is secure
under a target-group-based assumption. In third step, we upgrade the EI-TIPFE using
our IBIPFE. This upgradation is non-trivial, and we devise a non-generic binding
randomization technique for the final step. The EI-TIBIPFE is publicly traceable,
and the size of ciphertext, master public keys grow with y/n and V'k, where n is the
number of users and k is the length of the embedded user identities.

Our group-based IBIPFE is built upon a target-group-based assumption, namely the
decisional bilinear Diffie-Hellman (DBDH) assumption in the standard model. All existing
group-based IBIPFEs either rely on source group assumptions [ACGU20, AGT21] or the
security is proven in the random oracle model [SP19]. It is well-known that target-group-
based assumptions are qualitatively weaker than the source group ones [Frel0, DKW21].
Hence, it is worth mentioning that our IBIPFE is the first instantiation of a FE scheme
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Table 1: Comparison between Traceable FEs

Size of the component Tracing Identity
Scheme Assum. (Func., Secu.)
[mpk| et |sk| mode trace
[DPP20) DBDH m(n + poly(X)) | m - poly(}) poly(\) Private (IPFE, Sel) X
[LAWH22]" | DDH, DCR, LWE | m? - poly(A) | m? - poly()\) poly(\) Public | (IPFE, Adp) x
vVn - vk logn + k .
: D3DH m-vnok | m-vn-k s Publ IBIPFE, Sel
Sec. 7 3 poly(A) poly(A) 4 + poly(\) ublic | ( , Sel) v

n: number of user; m, k, k’: dimension of input vector, user identity and group identity re-
spectively; Func., Secu.: functionality and security model; DDH: decisional Diffie-Hellman;
DCR: Decisional Composite Residuosity; LWE: Learning with Errors; Sel: selective; Adp:
adaptive. [f]: The generic Traceable IPFE of Luo et al. [LAWH22] depends on a unnecessary
public directory which we discuss below.

beyond IPFE that is designed from a simple target-group-based assumption in the standard
model.

Many-target tracing security. We solve the open problem left by Do et al. [DPP20] of
building TIPFE that satisfies many-target tracing security. An adversary of our intermediate
primitive EIPL-IBIPFE can query secret keys for many vectors or functions with multiple
associated identities. As a result, the tracing security of EI-TIBIPFE scheme allow the
adversary to query secret keys for (polynomially) many-target functions which can be
linked to an arbitrary number of users in the system. Such functional keys may involve in
devising the decoder box. Since all our schemes satisfy the many-target tracing security,
we simply ignore the term “many-target” while describing the security of tracing in this
paper. In Table 1, we compare our schemes with the TIPFE of [DPP20] with respect
to efficiency, functionality and hardness assumptions. Like [BSW06, Frel0, GKRW18,
CVWT18, NWZ16, GKW19], our TFE schemes are fully collusion resistant meaning that
there is no bound on adversary’s secret key queries. On the technical side, we extend the
framework of Goyal et al. [GKW19] from tracing the traitors in a normal PKE-system to
tracing in an IBIPFE-system. Since IBIPFE provides more finer access control than PKE
or IPFE [GKW19, DPP20], one of the main technical contribution is to design a tracing
algorithm against more powerful adversaries (with the ability to query more sophisticated
keys), which directly traces user identities in a black-box manner. We think our work
as a stepping stone towards building efficient TFE schemes with such advanced tracing
mechanism for more expressive functionalities beyond IBIPFE. Finally, we summarize our
results in the following Theorem.

Theorem 1 (Informal). Assuming D3DH assumption, there exist a fully collusion resistant
selectively secure EI-TIBIPFE scheme with a public tracing algorithm that can trace user
identities from a pirate decoder.

Recently, Zhandry [Zha21] proposed white-box tracing mechanism for PKE which allows
the tracer to inspect the implementation of decoder and prevents some attack scenarios
that are inherent to black-box traitor tracing such as availability of the decoder to an
outsider. On the other hand, we stress that this work is motivated to design efficient
black-box traitor tracing scheme with public/private tracing for specific FEs which are
fully collusion resistant.

Comparison with Luo et al. [LAWH22]. Luo et al. [LAWH22] addressed the many-
target security challenge in the IPFE setting but with certain limititions. Notably, the
key generation and encryption algorithms can not operate independently. Specifically,
these algorithms rely on a public directory which contains vectors that are related to the
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indices of secret keys, which are sampled during the key generation procedure. During
encryption, the randomness must be sampled based on these vectors, creating an inherent
dependency between the encryption and key generation algorithms. This dependency is
both unnecessary and undesirable for a traceable IPFE scheme. Furthermore, the one-target
secure traceable IPFE proposed by Do et al. [DPP20] does not impose such a restriction.
In this work, we not only resolve the many-target security issue of [DPP20] without relying
on any such public directory but also extend the inner product functionality to a more
natural and practically relevant IBIPFE framework. In terms of efficiency, the ciphertext
and master public key sizes of [LAWH?22] scale with O(m?), where m is the size of the
input vector. This is unusual in the context of any plain IPFE schemes [ABCP15, ALS16]
where the master public key and ciphertext grow linearly with the length of the input
vectors. Given these limitations, we believe their protocol is significantly weaker than ours,
both from the functionality and efficiency grounds.

Application. Although there could be many applications of EI-TIBIPFE, we consider a
specific application scenario to understand the importance of the primitive from practical
grounds. Suppose the Department of Health (DOH) of a country authorizes certain labs to
perform a clinical trial of any drug in order to create a medicine as early as possible. Each
lab (playing the role of a broadcaster) encrypts the clinical data of their manufactured
medicine under their lab-i¢d and scientists from different labs receive secret keys directly
from DOH to perform statistical analysis on the encrypted data and learn important
characteristics of the medicine produced by their own labs. Such statistical analysis or
findings should be kept secret within a lab until the medicine is approved by DOH due
to several reasons including financial profits, dignity of the lab. During the trial, it may
happen that a scientist of a particular lab X is compromised and (s)he creates a decoder
box by embedding the secret key to sell out sensitive data about the medicine manufactured
by lab X. To prevent this, DOH can employ our EI-TIBIPFE and encode identification
information of each scientist into their secret keys which is a tuple of the form (index
number, employ-id, lab-id/name) in order to facilitate tracing such culprits via a dedicated
algorithm.

Organization. We discuss our techniques and ideas in Section 2. The notations and
complexity assumptions are given Section 3 and our EI-TIBIPFE notion is defined in Section
4. We formally introduce the notions of EIPL-IBIPFE in Section 5 respectively with their
syntax and security models. Section 6 presents our generic transformation of EI-TIBIPFE
from EIPL-IBIPFE and the security analysis is explicitly discussed in the Appendix B. Next,
we present our pairing-based EIPL-IBIPFE in Section 7 with its formal security analysis.
Finally, our pairing-based IBIPFE from the DBDH assumption is presented in the Appendix
C. We provide additional preliminaries in the Appendix A.

2 Technical Overview

We start by reviewing the embedded identity traitor tracing (EI-TT) framework of Goyal et al.
[GKW19] which is referred to GKW-TT from now on. The tracing algorithm of GKW-TT is
designed to trace traitors’ identities directly in a PKE-system via an intermediate primitive
called embedded identity private linear broadcast encryption (EIPL-BE). We extend their
framework from PKE to IPFE and define the notion of embedded identity traceable IPFE
(EI-TIPFE) for tracing identities of traitors in an IPFE system.

We further extend the notion of EI-TIPFE to embedded identity traceable identity-based
IPFE (EI-TIBIPFE) which allows to trace users that belong to a specific group. We generi-
cally construct EI-TIBIPFE from an intermediate primitive embedded identity private linear
IBIPFE (EIPL-IBIPFE). We emphasize that TIPFE is a particular case of TIBIPFE. Thus in
this overview, we focus on describing the core techniques behind the realization of TIBIPFE.
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The Framework of GKW-TT. Goyal et al. [GKW19] designed EI-TT schemes from
various standard assumptions. The core idea of [GKW19] was to extend the framework of
private linear broadcast encryption (PL-BE) [BSWO06] and introduce the notion of EIPL-BE.
An EIPL-BE has a normal and a special encryption algorithms. The special encryption
algorithm of EIPL-BE is associated with the index-position-bit tuple (i,¢,b), whereas
in PL-BE [BSWO06], it is associated only with the index i. More specifically, GKW-TT
generates secret keys for a tuple (j,id) and encrypts messages under a tuple (i, £,b) using
a tracing key (secret or public) where b represents the ¢-th bit of users’ identities. The
special encryption algorithm is designed in a way to control the ability of decrypting a
ciphertext depending on the /-th bit of an identity associated with the secret keys. In
particular, a ciphertext computed under the tuple (4, ¢,id;) cannot be decrypted by a secret
key sk; 4 whereas a ciphertext computed under the tuple (4, ¢, 1 —id) is decryptable. This
extra access control mechanism enables the tracing algorithm to uncover the dishonest
identities in a bit-by-bit manner.

2.1 Defining Embedded Identity Traceable IBIPFE

Inspired by the usual TT schemes, Do et al. [DPP20] introduced the notion of traceable
IPFE (TIPFE) where secret keys of IPFE are additionally associated with an index number
mapping to the identity of a user. A tracing algorithm given a black-box access to a
decoder box D,, designed for a vector u can be used to extract a set of indices T™dex.
The tracing algorithm is said to be correct if 74 includes only the indices of users who
embedded their secret keys into the decoder box.

The main downside of the tracing algorithm of [DPP20] is that the indices in 7"4®* must
be traced back to the actual identities through a central map, which becomes problematic
for many applications. To overcome this limitation, we extend the notion of TIPFE into
embedded identity TIPFE (EI-TIPFE) where the users’ secret keys are associated with
index-identity pair (j,id) such that j € [n] and id can be a binary string of length k.
The tracing algorithm now directly extracts a set 7' containing the identities of traitors.
Hence, there is no need of such unnecessary map of TIPFE [DPP20].

We note that the encryption of EI-TIPFE is performed independently of the sender’s
identity, hence receivers are unaware of the source of plaintexts. Moreover, in real
applications, it is often the case that a group of users (e.g. employees) possesses a
group identity (e.g. the company in which they work). This motivates us to define the
notion of embedded identity traceable IBIPFE (EI-TIBIPFE) where the secret keys of users
are additionally associated with a group identity gid € {0, 1}’“/ and the ciphertexts are
computed under a group identity gid’. The decryption successfully recovers the inner
product if these two group identities are the same, i.e. gid = gid’. It becomes more
convenient to trace the traitors since the pirated decoder box D,, works with a specific gid
and one needs to only trace over the set of users that are linked with the gid (instead of the
set of all users in the system). More formally, our EI-TIBIPFE scheme is defined as follows:

e Setup(1*,n, 1%, 1% 1) — (msk, mpk, key): The setup algorithm generates master key
pairs and a tracing key.

o KeyGen(msk, i, id, gid, u) — sk,: It generates secret keys of a user having index-identity
pair (4,id) and a group identity gid.

o Enc(mpk, gid’, v) — ct,: It encrypts a vector v under a group identity gid’.

o Dec(sky, cty) — ¢/L: The decryption recovers the inner product (u,v) if gid = gid’;
otherwise returns L.

. TraceD“(key,gid7u,v(0),v(1)) — T'9: Tt outputs a set 7' C {0,1}* of the identities of
traitors belong to the group identity gid.

We say that the tracing is correct if it does not falsely accuse an honest user as traitor
and T'¢ is a subset of the identities of released secret keys. EI-TIPFE can be viewed as
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a particular case of EI-TIBIPFE when gid = gid’ always holds. In other words, one can
independently define EI-TIPFE from EI-TIBIPFE where KeyGen, Enc, TraceP* do not take
a group identity as input and decryption with an honestly generated secret key is always
successful.

2.2 The framework of EIPL-IBIPFE for tracing identities in IBIPFE

The backbone of constructing EI-TIBIPFE is the notion of EIPL-IBIPFE. The concept of
EIPL-IBIPFE is inspired by the primitive of EIPL-BE introduced by [GKW19]. We extend
their framework from PKE to FE, more specifically to IPFE or even richer functionality of
IBIPFE. Firstly, the EIPL-IBIPFE enables tracing identities directly in an IBIPFE system
and secondly the primitive serves the purpose of surpassing the limitation of one-target
tracing security [DPP20]. In particular, we construct EIPL-IBIPFE where the adversary is
allowed to query secret keys for many functions instead of restricting the queries to a single
function like [DPP20]. More precisely, EIPL-IBIPFE has the same setup, key generation
and encryption algorithms as in EI-TIBIPFE, but there is an additional special encryption
algorithm which is core of our advanced tracing mechanism. The ciphertext obtained from
the special encryption algorithm is associated with a tuple (¢, ¢, b) where b is a bit.

o SplEnc(key, gid’, v, (i,¢,b)) — ct,: The special encryption algorithm encrypts a message
vector v for index-position-bit tuple (7, ¢,b). If (the special encryption key) key is publicly
available then it is called public EIPL-IBIPFE; otherwise it is known as private EIPL-IBIPFE.
o Dec(sky, cty) — ¢/L: If ct, is a ciphertext of normal encryption then the decryption
recovers (u,v) when gid = gid’ holds. On the other hand, if ct, is special-encryption-
ciphertext then the decryption algorithm additionally checks whether the index-identity
tuple (j,id) of sk,, satisfies the conditions (j > i) or (j=iAfl=L1)or (j=4iAid; =1—b)
where idy is the ¢-th bit of id.

We require our EIPL-IBIPFE to satisfy the following security properties:
— Normal-hiding. Enc(mpk, gid*, v) =, SplEnc(key, gid*, v, (1, L, 0)).
— Index-hiding. SplEnc(key, gid*, v, (i*, L, 0)) =, SplEnc(key, gid*, v, (+* + 1, 1,0)) if
an adversary is not given a key for (i*,id, gid", u).
— Lower identity-hiding. SplEnc(key, gid*, v, (i*, 1,0)) ~. SplEnc(key, gid*, v, (z*, £*,
b*)) if an adversary is not given a key for (i*,id, gid*, u) such that id,« = b*.
— Upper identity-hiding. SplEnc(key, gid*, v, (¢*, £*,b*)) =, SplEnc(key, gid*, v, (¢* +
1,L,0)) if an adversary is not given a key for (i*,id, gid*, u) such that idp- =1 — b*.
— Message-hiding. SplEnc(key, gid*, v, (i*, 1,0)) ~. SplEnc(key, gid*, v, (i*, L
,0)) if all the secret keys associated to (i > i*,id, gid*, u) satisfy the condition
O u) = (v u).
We call an EIPL-IBIPFE selectively /adaptively secure subject to the selection of the challenge
tuple (gid™, v, v(l)) by an adversary before/after the setup and pre-ciphertext key queries.
The above security properties of EIPL-IBIPFE facilitates revealing a traitor’s identity in
a bit-by-bit manner. The role of a special encryption algorithm is similar to that of the
indexed-encryption algorithm of [BSWO06] except it provides an additional feature that
disables the decryption ability of users upon a single bit of the identity. In more detail,
the tracing mechanism follows a two-step process:

1. Index tracing. The first step is similar to the usual PI-BE or EIPL-BE [BSW06,
GKW19], where the indices of dishonest users’ are traced. Formally, for each
indices i € [n + 1], it finds the probability 5" of the decoder box for successfully
decrypting special encryptions to the tuple (i, L,0). It outputs Index = {i € [n + 1] :

pird and pind; are noticeably far}.

2. Identity tracing. The second step is a sub-search technique which is performed to
trace the identity for each ¢ € Index. It checks whether the /-th bit in a (possibly)
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traitor’s identity is zero or one for all index positions ¢ € [k]. Formally, for each
i € Index, and ¢ € [k], it finds the probability zj;‘)je of the decoder box for successfully
decrypting special encryptions to the tuple (7, ¢,0).

Finally, for each £ € [k], it sets id, = 0 if p™ and (j;‘fé are noticeably far; otherwise 1.
The index tracing phase identifies the possible indices of traitors using the index-hiding
property. In the second step, the lower identity-hiding and the upper identity-hiding
properties ensure that estimated cj;f'z is either close to pi" or ﬁ;’fl, which indeed enables it
to extract the correct bit of idy with high probability.

Although the high-level tracing mechanism of EI-TIBIPFE proceeds similar to GKW-TT,
it is actually more technically involved than GKW-TT since we need to identify the traitors
belonging to a certain group. From the lens of EI-TIBIPFE, it can be seen that GKW-TT
has only a single group of users (or a single broadcaster) in the system whereas we deal
with multiple group of users (or multiple broadcasters) and the adversary is allowed to
query secret keys of users belonging to different groups. We formalize the above security
properties of EIPL-IBIPFE in order to efficiently trace the traitors from different groups.

2.3 EIPL-IBIPFE from pairing

The generic construction discussed above is not a desirable solution as the ciphertext
size linearly grows with the number of users in the system. In search of a more efficient
solution, we investigate a non-generic group based construction of EIPL-IBIPFE.

Our starting point is the pairing-based EIPL-BE scheme by Goyal et al. [GKW19],
which is built upon the PL-BE scheme by Boneh et al. [BSWO06]. Let us fix a few notations.
For an element g of the group G of order N = p- ¢ (where p, g are the primes) and a vector
a = (ai,...,an), we denote (¢*,...,g9%") by g*. For two vectors a and b, we denote
g% b= g{®P Let e: G x G — Gr be a bilinear map, and Gp, G4 be the subgroups of
G of orders p and q respectively. Suppose, there are n parties indexing each by i € [n]
which is represented as a pair (z,y) € [v/n] X [v/n]. The components associated to x,y
are called the row-specific and column-specific components of ¢ respectively. We say that
i1 = (z1,91) > ia = (22,y2) if either 1 > x5 or (1 =22 Ay > y2).

First step: A simple version without group-identity. As first step, we consider
a simpler situation where the group identity is absent. That is, we first try to build a
pairing-based EIPL-IPFE which will eventually lead to an EI-TIPFE scheme. The EIPL-BE
of GKW-TT considers two PL-BE-subsystems of Boneh et al. [BSWO06] for each bit of the
identity, in total, there are 2k such subsystems. While all the subsystems share the same
set of row-specific randomness {a,, r, } associated to z, each of it possesses an individual
and independently sampled column-specific random value {¢, = >, ¢, ¢} so that the key
generation algorithm can select an appropriate and different ¢, value for each identity id.
This prevents mixing terms of different secret keys to create a hybrid key. Inspired from
this approach, we carefully upgrade the system of EIPL-BE to make it capable of encrypting
vectors v € Z;" instead of a single integer. More specifically, for each component of v, we
consider 2k PL-BE-subsystems of [BWO06], in total, there are 2km such subsystems. In our
EIPL-IPFE, all the subsystems share a set of row-specific random vectors {a, 7, } and each
of it is linked to an independent column-specific random value ¢,. Since our goal is to build
a selectively secure EIPL-IBIPFE, in this technical overview for the shake of simplicity, we
discuss our EIPL-IPFE with selective security which is based on the selectively secure IPFE
of Abdalla et al. [ABCP15]. We present our adaptively secure EIPL-IPFE. The EIPL-IPFE
is described as follows:

e The setup samples mpk and msk using the following procedure where the components

are written according to their role in the scheme:

— General components: This component is used to blind secret key and linking
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together the message-embedding and id-specific components during decryption.
Explicitly, we sample 3 < Zy and include E; = gg in mpk.

— Row-specific components: To encrypt the message vector at each row posi-
tion, the row-specific components are used during encryption. Concretely, we
sample o, 7y < Z7F and compute E, , = (gf”‘j)je[m], Gy = (e(gqs gq)ﬁaz’f )iim]»
B =(9")jetm), Gz = (e(9,9)"7) jem)-

— Column-specific components: These components are used to embed id-

specific components into the ciphertext. We sample ¢, ¢ <= Zxn and compute
Hyp=gvor.

Collecting all the components together, we set mpk (= key) and msk as

E,, G, {Oém,’l'z}m
mpk = ( Eq ’{Hyvab} )’mSk B
—_—— E,., Gy, bt {ey.enty.en
general Z column-specific
components row-specific components
components

o The user secret key associated to the tuple (7,id, u) is set as follows:

K = glowwtirew) D0eng St here i = (z,y)

o To encrypt the message vector v to an index-position-bit tuple (i* = (z*,y*),
£*,b*) using the tracing key key = mpk, the encryptor samples ¢, s, < Zy and
compute:

— Row-specific components: The components are categorized according to
r >z, x=2x" and x < z* as follows:
For z > x*:
1. Linking component: R, = E=,.
2. Message-embedding components: I, = e(gq,9q)" - Gk, Ay = Efe".
For z = a*:
1. Linking component: R, = E;=.
2. Message-embedding components: I, = e(gq,9q)" - GEt, Ay = g°=*.
For z < x*: The linking components A, and message-embedding components
I, R, are randomly chosen from G and G™ respectively.

— Column-specific components: The column components are id-specific com-
ponents which are sampled based on a restriction over y, £, b as follows:
For (y > y*) or ((y=y") A (Lb) # (*,6%)): Cyep = H, 4y

. . _ t
Otherwise: Cy o, = H, ;- hy where hy, < Gy,

Putting all the components together, we finally get the ciphertext

Cty = ({Ra:7 Iwa AI}JE7 {Cy,f,b}y,f,b)

The normal encryption is the same as special encryption when run with (i*, £*,b*) =
(1,1,0).

o Recall that the successful decryption occurs when the relation R (say) defined as
i>d"or (i =d" ANL*=1) or (i =4" Nidg» =1 — b*) between (,id) of secret key and
(i*,*,b*) of the ciphertext holds.
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— Checking the relation R: If ¢ > ¢* then either z > z* or z = 2* Ay > y*
holds. To check if the relation R holds, we compute the following term:

7zcheck =

e(Ra, [Loep Cyleia,) B (e(gq, gg)Po=tl@=u)) =1 if g > g
e(Ki1, Ay) (e(g, g)s=tleww)=1 if z = 2*

Finally, we compute (u,v) =log.(, ;. ((Iz - 1) - Reneck) where

I. - u= 6(gqvgq)<u’v> '6(gqvgq)53mt<ax’u> if x > a*
e(gq: 9¢) ™Y - e(g, g) = tiew if £ = z*

The normal-hiding security directly follows from the construction of the EIPL-IPFE scheme.
The main intuition behind the index-hiding security proof is that if an adversary does not
have a secret key for the index ¢* = (z*,y*) then the factor of Cy- ¢; which belongs to
G, can be chosen undetectably, added, and removed. Similar techniques are used while
proving the lower identity-hiding and upper identity-hiding security of the scheme. In the
message-hiding security, an adversary can not distinguish between the special encryption
of the challenge vectors v(?), v to the index-position-bit tuple (i* = (z*,y*), L,0) with
the restriction that the adversary is allowed to query secret keys for ¢ > * satisfying
(0@ u) = (v u). For each index-factor € [/n], there is an IPFE system encrypting the
message vector in the target group Gr. Hence, one can hope to prove the message-hiding
security using the technique of [ALS16]. Finally, we note that the size of the ciphertext
grows linearly with /n and vk, similar to previous TT schemes [BSW06, GKW19).

From EIPL-IPFE to EIPL-IBIPFE. Next, our aim is to upgrade the system into a more
advanced one where a user’s secret key is additionally associated with a group identity
gid and decryption is successful only when the underlying message is encrypted under the
same gid. In particular, we try to build EIPL-IBIPFE which provides more finer access
control than EIPL-IPFE. A natural first attempt is to generically construct EIPL-IBIPFE
from EIPL-IPFE and an IBE scheme. However, any such attempt would fail to provide
the message-hiding security due to common mix and match attacks [ACGU20]. More
specifically, a mizred secret key obtained by combining an authorized IBE key with an
unauthorized EIPL-IPFE key can be used to decrypt an undesirable ciphertext. Thus, it is
advisable to build such a scheme in a non-generic manner.

We see that the above construction of EIPL-IPFE (or EIPL-BE [GKW19]) encrypts the
message in the target group. Thus, one needs to have an IBIPFE scheme based on a target
group assumption so that it is well fitted into our EIPL-IPFE system. However, all known
pairing-based IBIPFE schemes [AGT21, ACGU20] are based on dual system encryption
mechanisms and hence naturally depend on various source group assumptions (such as
subgroup decision assumptions). Therefore, our next step is to construct an IBIPFE scheme
based on the plain DBDH assumption.

Second Step: A DBDH-based IBIPFE. Our starting point is the Water’s IBE [Wat05]
based on the plain DBDH assumption in the standard model. We upgrade their scheme in a
natural way to enable encrypting vectors under a given identity. Although the construction
is simple, it is an interesting extension of [Wat05] and motivates to build primitives like
attribute-based IPFE from target-group-based assumptions in future.
— To compute the master keys, we sample g, g2, 4’ + G, u = (u;) + G¥, o zy
and set g1 = g¥,gs = g;p and output mpk = (g1, g2, ', u, g), msk = gs.
o To generate a secret key corresponding to (gid,y), we first define V = {i € [K'] :
gid; = 1} and set H(gid) = v/ [],c,, u; € G. Then, we sample r - Z, and output the

secret key as sky = (di = géw’w -H(gid)",d2 = g").
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« To encrypt a message vector x with respect to a group-identity gid’, we first sample
t + Z, and then output the ciphertext as ct, = (C1 = e(g, g2)¥""*,Cy = g%, C3 =
H(gid")?).
o In decryption phase, if gid = gid’, outputs (z,y) = (C; - y) - :nggzg
At a very high level, for proving the indistinguishability security of the above IBIPFE, we
partially rely on the ideas of [AGT21] where they use dual system encryption techniques to
prove the security of their attribute-based IPFE scheme based on source group assumptions.
However, we aim to prove security based on the plain DBDH assumption, and there is no
known way to use dual system encryption methodologies in a prime-order group-based
construction. We consider a different approach. Suppose that the challenge message vec-
tors are £(®, (1) and the challenge identity is gid*. The reduction begins by sampling a
random orthogonal (full rank) matrix F satisfying the condition F - (2(®) —2(1)) = e; where
e is the first canonical basis vector. Accordingly the master key component « is switched
to F'&. As the full rank matrix F is chosen uniformly at random, this transformation
is statistically indistinguishable to the adversary’s view. We observe that the challenge
vectors are used in this hybrid to generate the master key pairs. Hence, we consider
the selective security model where the adversary is restricted to submit the challenge
messages before seeing any public parameter of the system. In the next hybrid, we use the
DBDH assumption in order to hide the information of the challenge bit. Given a DBDH
instance (g2, g°, g¢, g%>¢), we can extend the group elements into vectors as g2, g, g¢ where
a=(a,as,...,am,),b=(b,...,b),c=(c,...,c). It allows us to embed the DBDH-instance
into the master keys. In the secret key query phase, we define identity encoding functions
based on gid* (similar to [Wat05]) to correctly simulate the accepting and non-accepting
key queries. Finally, to simulate the challenge ciphertext we implicitly set go = ¢® and
t = ¢ so that ciphertext component C transforms to e(g, g)FT'(w’[’beﬁme(o)) due to the
choice of F', where w represents the component wise multiplication of the vectors a, b and
c. Now, observe that the challenge bit b only occurs in the first entry of (w — bbe; +bFx())
and at the same time the DBDH-challenge element abc is encoded in the first entry of w.
Hence, the security of our IBIPFE follows from the plain DBDH assumption. In Appendix
C, we give the full security analysis with selective identity for simplicity of exposition,
however, we are hopeful that using the techniques of [Wat05, BR09] one can prove the
security with adaptive identity.

Third Step: A combination of our EIPL-IPFE and IBIPFE. The next and final step
towards the goal of achieving EIPL-IBIPFE is to combine the techniques of our EIPL-IPFE
and IBIPFE. Recall that, in EIPL-IBIPFE, the users are linked with different group identities.
Therefore, the secret key of a user is now associated with a tuple of the form (4, id, gid, u).
A trivial combination of a secret key of EIPL-IPFE (which corresponds to the tuple (i, id, u))
and a secret key of IBIPFE (which corresponds to the tuple (gid, u)) takes the form

Ky = gl e e et g, e W (gid)” K = g

(z,id)-specific key component gid-specific key component

where 7 < Zy, %, < Z;'. However, such a combined key would lead to a mix-and-
match attack. For example, given secret keys sk; iaga = (K1, Ko, K3) for (,id, gid, u)
and sk 4 giar = (K71, Kb, K4) for (i,id’, gid’, u), an adversary can easily construct a new
legitimate secret key sk; i giar = (K1, K5, K%) for the tuple (i,id, gid’, u) which may lead
to an attack to the system. This is because in the indez-hiding security experiment of
EIPL-IBIPFE we allow secret key queries for all tuples but (i*,id, gid*, u). Therefore, the
adversary can query secret keys ski« id gid£gid*, SKii* id,gid* and compute a new secret key
ski= id gia+ Which can be used against the index-hiding security experiment.

To this end, we device a binding randomization mechanism that prevents this mix-and-
match attack. More specifically, we sample a random element 7 from the underlying ring
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to bind the (i, id)-specific and gid-specific key components as follows:

K, = g(ax,u>+r<rw,u> Z@e[k] Cy,Z,id[7 Ky = fw’m’")H(gid)??, Ky — g’;_;\

(i,id)-specific key component gid-specific key component

Note that, the binding randomness 7 also plays the role of binding ciphertext components
of EIPL-IPFE and IBIPFE during encryption. Thus, the binding randomness is also required
in the generation of master public key of the system.

At the time encryption, the message vector v is encrypted under a group identity gid'.
The encoding H(gid") appears in both the groups G and G,. Thus, we can not directly
use the encryption mechanism of our IBIPFE for designing the encryption algorithm of
EIPL-IBIPFE. To overcome this obstacle, we define a projection H, of the group-identity-
encoding function H into the subgroup G, of G as follows:

Given group elements: 0, {0p i Yicie), Vs {0q,i iepe) With @' = 9,00, 05 = 0, 10,4

pq

define: H(gid) =9’ H ¢;, H,(gid) = H Vg
i€V i€V
where V = {i € [k'] : gid; = 1}. Equipped with this ideas, we describe our EIPL-IBIPFE as
follows.

o The setup samples mpk and msk using the following procedure where the components
are written according to their role in the scheme:

— General components: This component is used to blind secret key and linking
together the message-embedding, id-specific and gid-specific components during
decryption. Explicitly, we samples 8 +— Zy and include E, = gf; in mpk.

— Row-specific components: We sample oy, ¥, 7y < Z%,7 < Zn and com-

Brra,; j B,
pute Eq, = (9q )je[m]v G = (e(gq7 gq)ﬁamd )je[m]a Wy = (e(fq, 99) ¥ 1)]'6[771]7
E, = (g Tend )je[m]a G:E = (e(gvg)am'j )jE[m]a W, = (()([* Q)lri ),7'6[771]-
— Column-specific components: We sample ¢, ¢, < Zyx and compute Hy, s, =

gcy,f,b'

— gid-specific components: These components are used in the gid-encoding func-

tions H and H, to embed gid-specific components in the ciphertext. We sample

9}, = Gp, 0y = Gy, 9 + Gk Uy G’“ and set V' = J,0,9 = (9),i94,i)icr]-
Collecting all the components together, we set mpk (= key) and msk as

. E., G., W, A .uq , . I R C7R Ay

general

column-specific
components row-specific gid-specific components
components components

o The user secret key associated to the tuple (4,id, gid, u) is set as

K, = g(az,u>+7’<7‘zvu> Zée[k] Cy,/z,idz7 Ky = f<¢z’u>H(gid)r,[(3 —g

i, id)-specific key component id-specific key components
gla-sp y p

where i = (z,y), T+ Zny and r =7 - T.

o To encrypt the message vector v under an index-position-bit tuple (i* = (x*, y*), £*, b*)
and a group identity gid’ using the tracing key key(= mpk), the encryptor samples
t, sy < Zy and compute:

— Row-specific components: The components are categorized according to
x>z x=2a"and z < z* as follows:
For z > x*:
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1. Linking component: R, = Eg,.
2. gid-specific component: B, = H,(gid")7*=!,
3. Message-embedding components: I, = e(gq,94)" - G Wq*xf, A, = Egrt.
For z = x*:
1. Linking component: R, = EZ=.
2. gid-specific component: B, = H(gid")®!
3. Message-embedding components: I, = e(gq,9q)" - Gi=t - Wi, A, =
For x < z*: The linking components A,, gid-specific components B, and
message-embedding components I, R, are randomly chosen from G and G™
respectively.
— Column-specific components: The column components or id-specific compo-
nents are sampled based on a restriction over y, £, b as follows:
For (y >y*) or ((y= y*) (£,b) # (£5,0%)): Cyep = Hy -
Otherwise: Cy ¢}, = y 0b - hy, where hy, < G,.

Putting all the components together, we finally get the ciphertext

cty, = ({Rza B, Ixa Az}m; {Cy,é,b}y,é,b) .

The normal encryption is the same as special encryption when run with (i*, £*,b*) =
(1,L1,0).

o Recall that, the successful decryption occurs when both the relations R (say) defined
asi > " or (i =" AL =1)or (i =4 Aidg= = 1 —0*) and R’ (say) defined as
gid = gid’ between (4,id, gid) of secret key and (gid’, (i*, ¢*,b*)) of the ciphertext
hold.

— Checking the relation R: To check the relation R holds, we compute the
following term:

Reheck = (Rmv HZG[k] cy |de) _ {(e(gq,gq)ﬁsxt(am,u))l if x> z*
(K17AI)2) (e(g,g)szﬂaz,u))fl if o= ot

— Checking the relation R’: To check the relation R’ holds, we compute the
following term:
, e(Ks, By) (e(fy, gg)PoetWal)=1if o > g
check ™ e(Ksy, Ay) - {(e(f, g)s=t (e u)) =1 if x = a*

Finally, we compute (u,v) =log.(, ;. ((Iz - ) - Reheck - Ripeck) Where

L= ) 9290 - elgq 90) 1) - ey, 9)55”“‘“’” if 2 > 2
e(gq: 9g) '™V - e(g, )=t e(f, g)setWaw) if 2 = 2*

We consider selective security for our EIPL-IBIPFE where the adversary submits both
the challenge message vectors and the challenge group identity before receiving any public
parameter of the system. The security analysis is more involved and challenging in
EIPL-IBIPFE. For instance, the index-hiding security game of EIPL-IPFE (or EIPL-BE of
[GKWlQ]) does not allow an adversary A to query a secret key for the challenge index
i*, however, it is not the same for EIPL-IBIPFE. In this case, A can ask for a secret
key associated to the tuple (i*,id, gid # gid*) where gid* is the challenge group identity.
The binding randomness plays an important role in simulating the additional secret keys
associated to the tuples of the form (i*,id, gid # gid*). In particular, we introduce a new
modified version of D3DH assumption and crucially embed some parts of the instance into
the binding randomness 7 to simulate the additional keys. We show the generic security of
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our modified D3DH assumption in Section 3.1. On the other hand, the message-hiding
security is proved utilizing the techniques that we devise while proving the security of
IBIPFE. However, we need to rely on the D3DH assumption and extend the proof techniques
of IBIPFE from prime-order group to composite-order group setting to make it compatible
with the system of EIPL-IBIPFE. Although the top-level idea is inspired from the proof
analysis of [GKW19], we can not directly use their techniques because our EIPL-IBIPFE
provides more finer access control and the adversary is more powerful in the sense that it
is entitled to query secret keys decrypting the challenge ciphertext. The complete security
analysis is given in Section 7.2.

3 Preliminaries

Notations. Let A € N be a security parameter and poly(\) be a polynomial in A. For a
prime p, let Z,, denotes the field Z/pZ. For a set S, we use the notation s < S to indicate
the fact that s is sampled uniformly at random from a finite set S. We write x < X to
denote that the element z is sampled at random according to the distribution X'. For any
natural number n, [n] denotes the set {1,2,...,n}. We use a bold lower-case letter e.g., a
to denote a vector, and a bold upper-case letter e.g., A denotes a matrix. The ¢-th element
of the vector a is expressed as a;, and (7, j)-th element of a matrix A is represented by a; ;.
The transpose of a matrix A is denoted by AT, Let u,v € Z™, then the inner product
between the vectors is defined as (u,v) = >_", u;v; € Z. A function negl : N — R is
said to be negligible if for all ¢ € N there exists a A\. € N such that negl(\) < /\% for all
A > A.. An algorithm A is said to be a probabilistic polynomial time (PPT) algorithm if
it is modeled as a probabilistic Turing machine that runs in time poly(\). If for any PPT
adversary A such that | Pr[A(1*, X) = 1] — Pr[A(1},Y) = 1]] is negligible in ), then we
say that the two distributions are indistinguishable, denoted by X ~ Y.

3.1 Complexity Assumptions

Let BG = (p,q, N,G,Gr,g,e(-,-)) + GG.Gen(1*) be a bilinear group with composite-order
N = p-q where p,q be two prime integers. We define a series of source and target
group-based assumptions [BSW06, GKW19] that are required for proving security of our
pairing-based schemes.

Assumption 1 (Decisional 3-party Diffie-Hellman). (D3DH)/BSW06]. For every PPT
adversary A, there exists a negligible function negl(-) such that

Pr |4 BG, g4, 9p :b:IB%G;gp<—Gp;gq<—(Gq;a,b,c,r<—Zq; <

1
— + negl(A)
92,95, 95, Ty Ty = g2 Ty = gl b < {0,1} 2

Assumption 2 (Modified-1 Decisional 3-party Diffie-Hellman). (modified-1 D3DH). For
every PPT adversary A, there exists a negligible function negl(-) such that

BG, gp, 94, 92 95,
2 3 4
Pr| Al g¢ b gb g5 | =

b2e bic
gp ) gp ’ Tb

b.BG;gper;gq<—Gq;a,b7c,r<—Zp; 1
Ty = g5* T = gjib + {0,1} 2

We prove the generic security of this assumption in the following.

Assumption 3 (Modified-2 Decisional 3-party Diffie-Hellman). (modified-2 D3DH)
[BW06, GKW19]. For every PPT adversary A, there exists a negligible function negl(-)
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such that

BG, g, 94, 9%, g5, BG; g, < Gp;9, < Gga,b,¢,1 + Zy; 1
Pr|A I gbg o) _ g Ip : 94 ! Pl < < 4 negl(N)
95:9y » To To = g3 Th = gp; b 4= {0,1} 2
This assumption is exactly identical with the modified D3DH assumption of Goyal et
al. [GKW19].

Assumption 4 ((Plain) Decisional Bilinear Diffie-Hellman). (DBDH)/Wat05]. For every
PPT adversary A, there exists a negligible function negl(-) such that

BG, g, ¢%, ¢°, BG; g < G;a,b,c,r < Zy;
Pr|A 9,9,9 —b- g N <

: , + negl(\)
g¢, Ty Ty = e(g,9)"T1 = e(g,9)"; b + {0,1}

N =

Assumption 5 (Diffie-Hellman Sub-group Decisional). (DHSD) [GKW19]. For every
PPT adversary A, there exists a negligible function negl(-) such that

BG: g = gp94; h = hphy;
BGvg7h7gpagq7ggvhga —b: gpvh’P(_GP;QQ?hq%Gq;
9°95, h*, To a,b, ¢ < Zn;

Ty < Gg;Th < G; b+ {0,1}

1
Pr|A < 3 + negl())

Assumption 6 (Bilinear Sub-group Decisional). (BSD) [BW06, BSW06, GKW19]. For
every PPT adversary A, there exists a negligible function negl(-) such that

BG BG; g = 9p9q4; b = hphy;
7(?9177)9(1’ =b: gy Gpigg+ Ggig Gy | <
e(T,
09 To < Gp; 11 < G; b + {0,1}

Pr | A + negl(\)

| =

Assumption 7 (Relaxed 3-party Diffie-Hellman). (R3DH) [GKW19]. For every PPT
adversary A, there exists a negligible function negl(-) such that

BG; gp + Gp; 99 — Gg;
BG, g, 9p, 94>

Pr|A . =
949994 +9p°>9p9q> Lo

=b: Q,C < Zp;a,c + Ly < =+ negl(N)

Ty = g2°¢ Ty + Ggib + {0,1}

N | =

Generic Security of Assumption 2: We used two D3DH types assumption which
we call modified-1 D3DH and modified-2 D3DH. Note that, modified-2 is exactly the same
assumption that Goyal et al. [GKW19] used in their bilinear group-based EIPL-BE security
whereas our modified-1 D3DH assumption is a slight modification of modified-2 D3DH.
It is easy to show that our modified-1 D3DH assumption is secure in the generic group
model (GGM) using the techniques of Boneh et al. [BBG05]. We emphasize that all the
well-known group-based assumptions (e.g., DDH, DBDH, D3DH etc.) are proven secure in
GGM only. We do not find any immediate attack on our assumption against a non-generic
adversary. To show the security of modified-2 D3DH in GGM, we use the following Lemma
1 and Definition 1 of [BBGO5].

Definition 1. [BBGO5] Let P, Q@ € F,[X1,...,X,]® be two s-tuples of n-variate polyno-
mials over F,,. Consider P = (p1,pa,...,ps) and Q = (¢1,¢2,-..,¢s) with p1 = ¢1 = 1. We
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say that a polynomial f € F,[X1,, X,] is dependent on the sets (P, Q) if there exist s* + s
constants {a; ; } {br};_, such that

S S
f= Z a; jpipj + Z brqx
k=1

i,j=1

S
ij=1>

Note that, f is independent of (P, Q) if f is not dependent on (P, Q). For a polynomial
feF,[Xy,...,X,]% let df denotes the total degree of f. For a set P C F,[X7,...,X,]°
consider dp = max{d; : f € P}.

Lemma 1. [BBG05] Let P,Q € F,[X1,...,X,]° be two s-tuples of n-variate polynomials
over F, and let f € F,[X1,...,X,]. Let d = max(2dp,dq,ds). If f is independent
of (P,Q) then any PPT adversary A that has advantage 1/2 in solving the decision
(P,Q, [)-Diffie-Hellman Problem in a generic bilinear group G must take time at least

Q(y/p/d — s).

Theorem 2. Using n-variate polynomials of P,Q and f as per Definition 1, our modified-1
D3DH assumption 2 is secure in GGM as per Lemma 1.

Proof. We use Lemma 1 of Boneh et al. [BBG05] to prove that our modified-1 D3DH
assumption is secure in GGM. We consider the polynomials P, @ and f as:

P=(1,a,b,c,b°,b°,b*,b%c,b%c) = (pi)i; @=(1); f= (abc)

We see that P contains s = 9 tuples. It is easy to see that there does not exist a set
of constants {z; ;, 2} C Z, such that f = Zf,j:l x;;pip; + 2. Thus, f is independent
of (P,Q, f) according to the Definition 1. The maximum total degrees of P, Q, f are
dp =4,dg =0,ds = 3 and hence d = max(2dp,dq,ds) = 8. Therefore, by Lemma 1, any
generic algorithm breaking the modified-1 D3DH assumption with advantage 1/2 must
take time at least Q(1/p/8 —9). O

4 Definition: Embedded Identity Traceable IBIPFE

An EI-TIBIPFE for a message vector space JJ = {)}xen, a predicate vector space
X = {X\}ren, a user identity space ZD = {{0,1}* : k € N}, a group identity space GID =
{{0,1}*" : k' € N} consists of five PPT algorithms EI-TIBIPFE = (Setup, KeyGen, Enc, Dec,
Trace). The details about these algorithms are given below.

e Setup(1*,n, 1%, 1%, 1™) — (msk, mpk, key): The trusted authority takes as input the
security parameter A, an index n, a user identity space parameter k, a group identity space
parameter k', a vector length parameter m and generates the master secret key msk, a
master public key mpk, and a tracing key key.

o KeyGen(msk, i, id, gid, u) — sk,: On input the master secret key msk, user index i € [n],
a user identity id € {0,1}*, a group identity gid € {0,1}*, and a vector u € Z™, the
trusted authority outputs a secret key sk,.

e Enc(mpk, gid’,v) — ct,: The encryption algorithm takes input the master public key
mpk, a group identity gid’ € {0,1}*", a message vector v € Z™, and produces a ciphertext
Ccty.

o Dec(sky,cty) — ¢/L: The decryption algorithm is run by taking input a secret key
sk, and a ciphertext ct,. It either outputs a decrypted value ¢ or a symbol 1 indicating
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decryption failure.

e TracePw (key, 1ﬁ,gid, w, v, 'u(l)) — T': This algorithm has oracle access to a program
D, associated with the vector w, it takes as input the tracing key key, a group identity
gid, the predicate vector u, two message vectors v(?, 1) and outputs a set of identities
T C {0,1}*. We call the tracing as public or private depending on whether key is equal to
mpk or it is kept secret.

e Correctness. An EI-TIBIPFE = (Setup, KeyGen, Enc, Dec, Trace) scheme is said to be
correct if for all A\, n, k,k',m € N, i € [n], id € {0,1}*, gid € {0,1}* and v,u € Z™, there
exists a negligible function negl satisfying gid = gid’ such that the following holds,

(msk, mpk) < Setup(1*,n, 1%, 1% 1)
Pr | Dec(sky, cty) = (u, v) : skq, < KeyGen(msk, i, id, gid, u) >1—negl(}\)
cty < Enc(mpk, gid, v)

where the probability is taken over random coins of Setup, KeyGen and Enc of EI-TIBIPFE.
e Security. We define security notions of the EI-TIBIPFE as follows.

Definition 2 (Adaptive Security of EI-TIBIPFE). An EI-TIBIPFE is said to satisfy adaptive

indistinguishable-based (Adp-IND-CPA) security if for any security parameter A € N, any
PPT adversary A, there exists a negligible function negl such that the following holds:

1
Pr(Expty adpinp-cra(V) = 1] < 5 T negl(d)

where the experiment Exptﬂ:}ﬁlﬁ\fg_cpA()\) is defined as follows:

1. (msk, mpk, key) < Setup(1*,n, 1%, 1% 1)
2. (0O M) gid*)  AKeyGen(mskss-) (mpk)
b+ {0,1}

Ctye) < Enc(mpk, gid*, v(®))

5. b« AKeyGen(msko) (et )

6. Output 1 if b = b’ else 0.

Figure 1: EXPtE{:AT\cIEJﬁ\IF b.cra(A)
In the experiment, all the key queries of A to the KeyGen oracle should be of form
(4,id, gid, w) with i € [n], id € {0,1}*,gid € {0,1}* and if gid = gid* then (u,v®) =
(u,vM) holds.

Remark 1 (Selective Security). We can similarly define the Sel-IND-CPA security of
EI-TIBIPFE (alike to Definition 9) where the adversary submits the challenge tuple
(v, v gid*) before it receives the public parameters.

Definition 3 (Security of Tracing). For any non-negligible function €(-), polynomial p(-)
and for all PPT adversary A, consider the experiment ExptE{'TlBlPFE (M) defined in Fig. 2.
The tracing security of the scheme EI-TIBIPFE = (Setup, KeyGen, Enc, Dec,Trace) is defined

as follows:
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L1718, 17, 1m) « A(1Y)

[\

. (msk, mpk, key) < Setup(1*,n, 1*, 1% 1m)
3. (Dy,u, v oM gid*) « A°C)
4. T + TraceP (key, 1ﬁ,gid*,u, v pM)

The oracle O(-) has the msk hardwired in it and on query (i,id, gid, u) the oracle runs
KeyGen(msk, 4, id, gid, u) and sends the output iff the pair (i, gid) was not queried before,
otherwise it sends L. Let S¥,, be the set of all users identities (id’s) queried by A associated
with the vector u. The above model defines the adaptive tracing security. In case of
selective tracing, A selects (v(o),v(l),gid*) before setup and it outputs the decoder D,,
after it queries some secret keys.

Figure 2: Expt5 "BPFE())

Based on the above experiment in Fig. 2, we define the following events and corresponding
probabilities.

+ Good-Decoder: Pr[Dy(cty) = b : b < {0,1},ctyw ¢« Enc(mpk,gid*,v(®)] >
2 +€(N\), Pr-G-D 4 »(\) = Pr[Good-Decoder A p(\) > |S%p .

o Cor-Tr: T# ¢ ANT C S%,, Pr-Cor-Try . p(A) = Pr[Cor-Tr].
o Fal-Tr: T ¢ 8%,, Pr-Fal-Tra.,(\) = Pr[Fal-Tr].

The EI-TIBIPFE is said to satisfy secure tracing if for any PPT adversary A, polynomial
q()\) and non-negligible function ¢(-), there exists negligible functions negl,, negl, satisfying
e(A) > 1/q(N\) with the following conditions,

Pr-Fal-Tra . p(A) < negly, Pr-Cor-Traep(A) > Pr-G-D,(A) — negl,.

Note that the notion of EI-TIPFE is a particular case of EI-TIBIPFE where we simply
ignore gid used in the syntax of EI-TIBIPFE.

Remark 2 (Many Target and Fully Collusion Resistance Security). Our many target
security allows the adversary to query polynomially many secret keys corresponding to
many functions. In particular, the adversary can create a pirate box D with many target
functions u;. In that case, the tracing algorithm TraceD(key, 1T&>,gid*, w;, v, v(l)) can
be run for each u; to identify the traitors associated with many target functions. In
contrast, the tracing algorithm of [DPP20] is designed to trace traitors holding secret keys
corresponding to a single target function since the adversary can only ask a secret key for
a single vector u. Moreover, we achieve the same fully collusion resistance security for
our EI-TIBIPFE as defined by Boneh et al. [BSW06, BW06] for a normal traitor tracing
scheme which does not impose any bound on the number of secret key queries submitted
by the adversary (althought the total number of users is fixed during setup). This is an
important property to achieve for EI-TIBIPFE as a secret key for a user index ¢ and a
function u; is additionally associated with a user identity id € {0,1}* and a group identity
gid € {0, l}kl7 which means there could be an exponential number of keys corresponding
to each user index. Our security model captures a powerful adversary that can query any
polynomial number of secret keys corresponding to each indices in the system, ensuring
fully collusion resistance security for EI-TIBIPFE.
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5 Definition: Embedded Identity Private Linear IBIPFE

An EIPL-IBIPFE for a message vector space Y = {)»}xen, & predicate vector space X =
{X\}ren, a user identity space ZD = {{0,1}* : k € N} and a group identity space GID =
{{0,1}¥" : k" € N} consists of five PPT algorithms EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc,
Dec). The details about these algorithms are given below.

e Setup(1*,n, 1%, 1%, 1™) — (msk, mpk, key): The trusted authority takes as input the
security parameter A, the index space n, the user identity space parameter k, the group
identity space parameter k’, a vector length parameter m, and outputs a master secret
key msk, a master public key mpk and a key key.

o KeyGen(msk, i, id, gid, u) — sk,: On input the master secret key msk, an index i € [n],
an user identity id € {0,1}*, a group identity gid € {0,1}* and a vector u € Z™, the
trusted authority outputs a secret key sk,.

e Enc(mpk, gid’, v) — ct,,: This algorithm is run by an encryptor by taking input as mpk,
a group identity gid’, a message vector v € Z™ and generates a ciphertext ct,, associated
to the vector v.

o SplEnc(key, gid’, v, (i,£,b)) — ct,: It outputs a ciphertext ct, by taking input a key key,
a group identity gid’, a message vector v € Z™ and index-position-bit tuple (i,¢,b) €
[n+ 1] x ([k)U{L}) x {0,1}. If key = mpk, then EIPL-IBIPFE is called public key EIPL-
IBIPFE, else it is called private key EIPL-IBIPFE.

o Dec(skq, cty) — ¢/L: On input the secret key sk,,, the ciphertext ct,, decryptor outputs
either a decrypted value ¢ or a symbol L indicating failure.

e Correctness. An EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc, Dec) scheme is said to be
correct if there exists negligible functions negly, negly such that for all \,n, k,k’,m € N,
v eZm i€ n+1],j € [n], user identity id € {0,1}*, group identity gid € {0,1}* ¢ €
([K]U{L}),b e {0,1}, the following holds,

(msk, mpk, key) < Setup(1*,n, 1%, 1% 1)
Pr | Dec(skq, cty) = (u, v) : sky, < KeyGen(msk, j, id, gid, u) > 1 —negly(A).
cty < Enc(mpk, gid, v)

If(j>i+1)V (L) =(j,L)V(ide) = (4,1 — b) then the following holds,

(msk, mpk, key) < Setup(1*,n, 1%, 1% 1m)
Pr | Dec(skq, cty) = (u, v) : sky,  KeyGen(msk, j, id, gid, ) > 1 — negly(N).
cty < SplEnc(key, gid, v, (4, £, D))

Security. We now formalize the IND-CPA security notions of EIPL-IBIPFE. Let ¢(-) be a
fixed polynomial. The security definitions for EIPL-IBIPFE is a generalization from the
g-query security notions of EIPL-BE [GKW19] as given below.

Definition 4 (g-query Normal-Hiding Security). The EIPL-IBIPFE scheme is said to
satisfy g-query normal-hiding (NH) security if for any security parameter A € N, any PPT
adversary A, there exists a negligible function negl such that the following holds

1
Pr{Expt{RPTTE(N) = 1] < 5 + negl()

where the experiment Exptaﬁ\ll‘,:,'BlpFE()\) is defined as follows:
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(17,18, 1% 1m) — A1)

(msk, mpk, key) + Setup(1*,n, 1%, 1% 1™)

(gid*,'u) (_AKeyGen(msk,~,~,~,~),SpIEnc(key,~,-,-)(mpk>

b« {0,1};

ctl? Enc(mpk, gid*, v), cti) SplEnc(key, gid*, v, (1, L,0))
b’ (7AKeyGen(msk,-,-,~,-),SpIEnc(key,-,~,-)(Ctg’))

Output 1 if b = b’ else 0.

No Uk N

Figure 3: ExptE{ﬁ\ll-l:llBlPFE()\)

In this experiment, .4 can make at most g(A) queries to the SplEnc oracle of the form
(gid*, v, (1,£,v)) and all the secret key queries of A to the KeyGen oracle should be of
distinct indices. That is, if A makes the queries (i1, id;, gidy, 1), (iz,ids, gidy, us2), ...,
(ix,1dx, gid,., ), then i, # i, when a # b for all a,b € [k].

Definition 5 (¢g-query Index-Hiding Security). The EIPL-IBIPFE scheme is said to satisfy
g-query index-hiding (IH) security if for any security parameter A € N, any PPT adversary
A, there exists a negligible function negl such that the following holds

1
PrlExptif PP () = 1] < 3 + negl()

where the experiment Expti'ﬁh"BlPFE()\) is defined as follows:

(17, 17,17, 1m0 = A1)

(msk, mpk, key) «+ Setup(1*,n, 1%, 1% 1™)

(gld*,’l)) — AKeyGen(msk,-,-,<,-),Sp|Enc(key,-,<,-)(mpk)

b+ {0,1}

ctl SplEnc(key, gid*, v, (i*, L, O)),ctg,l) <+ SplEnc(key, gid*, v, (i* + 1, 1,0))
b’ <_‘AKeyGen(msk,-,-,~7-),SpIEnc(key,-,~,-)(Ctg’))

Output 1 if b = b’ else 0.

NS Ok

Figure 4: ExptS{™ ()

In this experiment, A can make at most g(\) queries to the SplEnc oracle of the form
(gid*, v, (i,£,7)), where the index ¢ must be equal to either i* or ¢* + 1. All the secret key
queries of A to the KeyGen oracle should be of distinct indices and should not be of the
form (:*,id, gid*, w). That is, if A makes the key queries (i1, id;, gid;, u1), (i, idz, gids, us),

.o, (ig,idk, gid,., u,), then i, # i, when a # b for every a,b € [k] and i, # i* when
gid, = gid” for every a € [k].

Definition 6 (¢-query Lower Identity-Hiding Security). The EIPL-IBIPFE scheme is said
to satisfy g-query lower identity-hiding (LowldH) security if for any security parameter
A € N, any PPT adversary A, there exists a negligible function negl such that the following
holds

- 1
Pr{EptE S =) = 1] < 5 + negl(\

where the experiment Exptﬂi‘;},‘vﬂﬂm(}\) is defined as follows:
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(17, 15,1, 1m0, 07, b7) — A(1)

(msk, mpk, key) « Setup(1*,n, 1%, 1% 1™)

(gid*,v) (_AKeyGen(msk,~,~,~,-),SpIEnc(key,~,-,-)(mpk>

b+ {0,1}

) SplEnc(key, gid*, v, (i*, L, 0)),ct£,1) < SplEnc(key, gid*, v, (i*, £*, b*))
b’ (7AKeyGen(msk,-,-,~,-),SpIEnc(key,-,~,~)(Ctsjf’))

Output 1 if b = b’ else 0.

No Uk N

Figure 5: EXptE{ﬁ_IZ,_\/IV?JEFE()‘)

In this experiment, A can make at most g(\) queries to the SplEnc oracle of the form
(gid™, v, (i,¢,7)), where the index ¢ must be equal to *. All the secret key queries of A to
the KeyGen oracle should be of distinct indices and should not be of the form (i*, id, gid*, u)
such that idg« = b*. That is, if A makes the key queries (i1, idy, gid;, w1), (i2,ids, gid,, us),

oy (ix,dg, gid,, w,), then i, # i, when a # b for all a,b € [k] and i, # i* or (idy)e # b*
when gid, = gid” for all a € [].

Definition 7 (¢-query Upper Identity-Hiding Security). The EIPL-IBIPFE scheme is said
to satisfy g-query upper identity-hiding (UppldH) security if for any security parameter

A € N, any PPT adversary A, there exists a negligible function negl such that the following
holds

_ 1
Pr{ExptyUppiar (V) = 1] < 5 + negl(})

where the experiment ExptEFULF;L?CI,ﬂFE()\) is defined as follows:

(17, 10, K 1m0 b7) = A(12)

(msk, mpk, key) «+ Setup(1*,n, 1%, 1% 1™)

(gld*,’l)) — AKeyGen(msk,-,-,<,-),Sp|Enc(key,-,<,-)(mpk)

b+ {0,1}

ctl SplEnc(key, gid*, v, (* + 1, L,0)), et SplEnc(key, gid*, v, (i*, £*,b*))
b’ <_‘AKeyGen(msk,-,-,~,-),SpIEnc(key,-,~,»)(Ctg’))

Output 1 if b = b’ else 0.

NS Ok

Figure 6: ExptEFUL,;L?CI,ﬁFE(A)

In this experiment, .4 can make at most g(A) queries to the SplEnc oracle of the form
(gid*, v, (i,£,7)), where the index 7 must be equal to either i* or i* + 1. All the secret
key queries of A4 to the KeyGen oracle should be of distinct indices and should not be
of the form (i*,id, gid", w) such that idp- = 1 — b*. That is, if A makes the key queries
(i1,idq, gidy, 1), (i2,ida, gidy, wa), ..., (ik,ids, gid, , u,), then i, # i, when a # b for all
a,b € [r] and i, # i* or (idy)e # 1 — b* when gid, = gid” for all a € [x].

Definition 8 (g-query Message-Hiding Security). The EIPL-IBIPFE scheme is said to

satisfy g-query message-hiding (MH) security if for any security parameter A € N, any
PPT adversary A, there exists a negligible function negl such that the following holds

1
PrlExptERHTE () = 1] < 3 + negl()

where the experiment Exptﬂﬁ'},ﬂBlPFE(}\) is defined as follows:
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(17, 1%, 19,1, 3%) — A(1%)

(msk, mpk, key) + Setup(1*,n, 1%, 1% 1™)
(’U(O),’U(l),gid*> — AKeyGen(msk,-,~,~,~),Sp|Enc(key,~,-,~)(mpk)
b+ {0,1}

Cty ) < SplEnc(key, gid*, v(®), (i*, L,0))

b’ <;.AKeyGen(msk,-,-,~,-),SplEnc(key,-,~,-)(C.Lu(b))

Output 1 if b = b’ else 0.

NO Ot W=

Figure 7: ExptfPPFE ()

In this experiment, A can make at most g(\) queries to the SplEnc oracle of the form
(gid*, v, (i,4,7)), where the index 7 must be equal to i*. All the secret key queries of A
to the KeyGen oracle should be of distinct indices and the form of (4, id, gid*, u) such that
i > i* satisfying the condition (u,v®) = (u,v(") if gid = gid*. That is, if A makes the
key queries (i1, id, gidy, w1), (ia,ids, gidy, wa), ..., (ik,idk,gid,, u,), then i, # i, when
a # b for every a,b € [k], and if i, > i* and gid, = gid* then (u,v(®) = (u,vV)) for any
a € [K].

Remark 3 (Selective Security). Note that, the above security notions are described as the
Adp-IND-CPA security model. In case of Sel-IND-CPA security model, A is restricted to
submit gid* before setup for Definitions 4 - 7 whereas A also submits the pair of message
vectors (’U(O), v(l)) along with gid® before seeing any public parameters in Definition 8.

6 EI-TIBIPFE from EIPL-IBIPFE

Consider an EIPL-IBIPFE scheme EIPL-IBIPFE = EIPL-IBIPFE.(Setup, KeyGen, Enc, SplEnc,
Dec) for a message vector space Y = {Vx }ren, a predicate vector space X = { X} en, a user
identity space ZD = {{0,1}* : k € N} and a group identity space GID = {{0,1}*" : k' € N}.
In the following, we provide our EI-TIBIPFE scheme with the same message vector space,
user identity space, and group identity space. Depending on the special encryption
algorithm of the underlying EIPL-IBIPFE scheme, this generic construction of our El-
TIBIPFE is called public or private EI-TIBIPFE.

e Setup(1*,n, 1%, 1% 1™) = EIPL-IBIPFE.Setup(1*, n, 1%, 1%, 1™).

o KeyGen(msk, i, id, gid, u) = EIPL-IBIPFE.KeyGen(msk, i, id, gid, u).
e Enc(mpk, gid’, v) = EIPL-IBIPFE.Enc(mpk, gid’, v).

o Dec(sky, cty) = EIPL-IBIPFE.Dec(sky,, cty).

. TraceD“(key7 1ﬁ,gid,u7v(0),v(1)): Consider the two algorithms Index-Trace and ID-
Trace defined in Fig. 8 and Fig. 9. First, the Index-Trace algorithm runs for each index
i € [n] and find a collection of indices set T"4®* such that the Index-Trace algorithm outputs
1 corresponds to these indices. Next, the ID-Trace algorithm runs on the index set 7™"dex,
and uses the decoder box to find the required identity of the particular indexed user. Next
the tracing algorithm runs ID-Trace algorithm for all indices i € T and for each index
i where the ID-Trace algorithm does not output L. The tracing algorithm adds the output
of ID-Trace algorithm to the identity-set of traitors T.

1. Set T'"de* .= (). For i = 1 to n. )
— Compute (b,p, q) < Index-Trace(key, 173 , gid, u, v(®), vV 7).
~ If b =1, set Tndex .= Tindex  [(j. p q)}.

2. Set T := (). For (i,p,q) € T™"dex,
— Compute id <+ ID-Trace(key, 1ﬁ,gid,u,v(°),v(1), (i,p,q)).
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— Set T :=T U {id}.
3. Return 7.

6.1 Correctness

This follows from the correctness of the underlying EIPL-IBIPFE = (Setup, KeyGen, Enc,
SplEnc, Dec) scheme. If gid = gid’, the decryptor correctly decrypts the ciphertext using a
legitimate secret key; otherwise, it returns L.

1
Algorithm. Index-Trace(key, 1™ | gid, u, v(®), v 4)

1 0) 1)

Inputs: Key key, parameter (O @ group identity gid, a vector u, messages vl

Output: 0/1
It sets N = X - n/e, count; = countz = 0. For j = 1 to N, it computes the following:

s v , index 1.

« Choose b; + {0,1} and compute ctl(bj) + EIPL-IBIPFE.SplEnc(key, gid, v®3), (4, L, 0)) and send ctl(bj)
v v
to D,,.. Now D, outputs b;.

o If bli = b; then count; = count; + 1, else count; = count; — 1.

e Choose ¢; < {0,1} and compute ct2(c,) < EIPL-IBIPFE.SplEnc(key, gid,v(tj),(i + 1,.1,0)) and send
v J

c1:2(c ) to Dy. Now D, outputs c;.
v J
o If c; = ¢; then county = countz + 1, else countz = countz — 1.

[f SUMI_CUN2 < output (1, o %), else output (0, L, L).

Figure 8: Index-Trace

1
Algorithm. ID-Trace(key, 1<) | gid, u, v?, v, (4, p, q))

Inputs: Key key, parameter E(&), a group identity gid, a vector u, message pair 'v(o), v(l)7 index %, probabilities

b, q.
Output: id € {0,1}*
It sets N = XA - n/e, and count, = 0 for £ € [k]. For £ =1 to k, it proceeds as follows:
1. For j =1 to N, it computes the following:
« Choose b; « {0,1} and compute ctl(bj) + EIPL-IBIPFE.SplEnc(key, gid, v(*3), (i, £,0)) and send
v
ct! | to Dy,. Now D, outputs b’,.
»(05) J
o If b; = b, then count;, = count; 4 1, else count, = count, — 1.

Next, let id be an empty string. For £ = 1 to k, do the following:

county

1. If 2Ee > 2 Cset ide = 0. Else set idy = 1.

Finally, output id.

Figure 9: ID-Trace

Security: We discuss the security analysis in Appendix B.

7 EIPL-IBIPFE from Pairings

Let us assume Ggg.gen be a bilinear group generator of a composite-order group with order
N = p - q where p,q be two prime integers. Similar to all previous group-based IPFE
constructions, we assume that the inner product value (u,v) belongs to a polynomial
range so that the decryptor can efficiently recover (u,v) via a discrete log computation at
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the end. In the following, we describe our EIPL-IBIPFE = (Setup, KeyGen, Enc, SplEnc, Dec)
scheme using pairings.

o Setup(1*,n, 1¥, 1+ 1™): The setup algorithm works as follows:

— Set n=[/%] and i = [i-\

— Sample a bilinear group BG = (p,q, N = pq,G, G, e(-,-)) + Ggc.Gen(1?).

— Choose random generators gp, by, fp € G, and g¢, by, f; € G4 and sets g = gpg94,h =

hphg, f = fpfq €G.
— The authority generates the following components:

e General components: Sample 3 < Z, and compute E, = g;?.
¢ Row-specific components: For all z € [n],j € [m] sample ry ;, ay ;,

~ Brra.; Brra.;
Voj < LN, T < Zy and compute Ey . = g4 7 Fguy = hg 77 Ggu

~

= e(9q7gq)ﬂ%’j7Wq,r,j = e(fqagq)ﬂwz’“Em’j = 9" oy = W9, Gay
= 6(9, g)az‘ja Wz,j = e(f7 g)ij .

e Column-specific components: For all y € [n],¢ € [k],b € {0,1} sample
Cy 0,65 00,p < Zin,Ye,p < Ly and compute Hy g = gov-or, ‘72,1; =g g)t Vo =
hoes,

e gid-specific components: Sample ¥}, < G, J;, - G, such that ¥’ = 9,9, € G
and a k'-length vector ¥ = (¥;)ic] = (¥p,i¥q,4)icrr) Whose each 0, ;,7,; are
chosen at random from the subgroups G,, G, respectively. Let gid be a k'-
bit string representing a group identity, where gid, denotes the ¢-th bit of
gid and V C {1,2,...,k'} be set of all ¢ for which gid, = 1. Counsider two
identity encoding functions H, H, be defined as H(gid) = (9,,97) [[;cy Up,i¥q.i
and Hy(gid) = 9 [[;c\ Vq,: for gid € GID.

— The authority sets and outputs mpk, msk, key where

]BG7 h7 g, f7 19/7 '[9/[3 "‘97 {79571}16[16’] ) H7 qu Eq7

q

Eqw,j’ Fqﬂlﬂjv anlﬂjv Wqﬂl,]'v
mpk = key = )
Ez,j7 Fa;,jv G.’L‘,j7 Wa;,j (z,j)E[A] «[m]

{Hye} 0y emximx o1y Veds Vertenemx oy

msk — (EG,Q, T, {Tz,jy Qg gy lbmﬁj}(z,j)e([;z\]x[m])’) )

{Cyl,b}(y,z,b)e[ﬁ] x[k]x{0,1}

KeyGen(msk, 7, id, gid, u): The key generation algorithm works as follows:
— Consider (z,y) € [n] x [n] be the unique row wise representation of index i (for any

i € [n], the corresponding indices can be defined as y =¢ mod n and x = [%]).

Choose a random 7 < Zy and set r =7 -7 mod N.
— Compute H(gid) = ¥’ [];c,, ¥; where V = {i : i-th entry of gid is equals to 1}.
Output the secret key sk, = (z,y,id, gid, K = (K1, K3, K3)) where

o~

r{re,u)

Ky =g | T] Hy.ri, (Ko = f%=%)  H(gid)” and K5 = ¢".
Le k]

e Enc(mpk, gid’, v): The encryption algorithm is the same as special encryption algorithm
(described below) when run with (¢*, ¢*,6*) = (1, L, 0).

o SplEnc(key, gid’, v, (i*, £*,b%)): The special encryption algorithm executes the following
steps:
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A~

— Let (z*,y*) € [n] x [1] be the unique row-wise representation of the index ¢*.
— Sample the random exponents 7,t € Z and compute:
e Row-specific components: Sample 0;,v;,¢; < Zy forall j € [m], sz, €, fz, ds
+ Zn for all z € [n] and categorize the components according = > z*,z =
¥,z < x* as follows:
For z > z*:

L. Linking components: Ry j = E}% . Ry ;= F7".
2. gid-specific component: B, = H,(gid") =t
3. Message-embedding components: I ; = e(gq,9q)" ~G;f£7j . W;f,;'ij, A, =
ES"‘t
et
For z = a*:
Ry, =F} .
2. gid-specific component: B, = H(gid")*=*.
3. Message-embedding components: I j = e(gq,94)"" - G;I; Wil A, = goet,

.0

1. Linking components: Ry ; = E;*%,

For z < x*:
1. Linking components: Ry ; = gsf"i,ﬁm,j = h%= Vi,
2. gid-specific component: B, = H(gid")%.
3. Message-embedding components: I, ; = e(g, g)=% - e(f, f)I=%i, A, = g°=.
e Column-specific components: Sample wy, ¢ 5, Vy.ep < Zn for all y € [n],£ €
[k],b € {0,1} and generate the components as follows:
For (y >y*)V (y=y" A (L) # (05,b*): Cyep = HYyy - W™ Cyypy =

gwy,l,b.
For (y <y*)V(y,6,0) = (y*, £*,b%)):  Cyup = Hy,yp - hWweoT VZE‘[’”,

Vy,L,b
Cyep=gvtr -V

s

— Output the ciphertext ct, associated to the vector v as

v = R13E7 '7B:1;7-I:I: "7A:1:} ~. a{CL )751 .)} ~ .
< <{ o T S wemgetm U (e e ir < (0,1)

o Dec(sky, cty): The decryptor uses the secret key sk, to decrypt the ciphertext ct,. It
either outputs ¢ = loge(gqygq) 1 where

n= H I:;,]J 'f(be,jv HZE[E] C;L,Jé,idg) ) €(K3a B:z:)
j€[m] G(RI,j7Hg€[k] C;L"%’id[) e(KhA.’L') : e(K27A.’L')

or outputs L.

7.1 Correctness

Consider the secret key sk, = (z,¥,id, gid, K) corresponding to the index i = (z,y), an
user identity id, a group gid, and a predicate vector u. We know that

K = (K, = g™ (][ Hyeia) 7", Ky = f¥=* H(gid)", K5 = ")
Le k]

Here, the ciphertext ct,, which is an encryption of a vector v and index-position-bit tuple
(¢*,0%,0%). It consists of {Ry j, Ry j, Az, Boy Inj}a.is {Cyb, Cyopty.en. Let i = (x*,y%).
From the definition of EIPL-IBIPFE, correctness holds or the decryption oracle gives the
outputs (u,v) if gid = gid" and (i > i* + 1) V ((*,£*) = (i, L)) V ((i*,ide=) = (3,1 — b*)).
Consider the index position 4, an user identity id and the group identity gid which satisfies
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the above mention constraints then from the representation of ¢, we can consider the
following cases:

Case 1: = > z* : In this case, we have all row components for all z € [n],j € [m] as
Ry = Eg, ji By = F55n Aw = Ege', By = H,(gid)?*", I.,; = e(9q, 9q)"™ 'GZth,j ) qufrfj'
The decryptlon does not depend whether y > y* or not. First, we consider (y > y*)V ((y =

y*) A (£, b) £ (£%,b*)) and simplify the following components.

g = Brress Cy 0,id, tUG 1 Wy 0id, TU
H mJ’HCyéldz _He Yq L’JL,Hgy"'I’« 3 Wy ,idg TG

j€[m] Lelk] j€lm] Le[k]

= E(Qq, gq)ﬁmw (u,rz) Zze[k] Cy,Lyidg e(gq, hq)ﬁrswﬂ’u,?’w) de[k] Wy 0id, (1)

[T 125 = (g0, 90)2501™" - (g, gg) 2ieim P57 (£, gg) s PPe0et%s
J€[m]

= e(gq>gq)(u7v> : e(gq>gq)ﬁswt(aw’u> ~e(fys gq)Bsmt(ipz,u) (2)

T (s T Gt ) = T [eseer, T e

j€lm] Le(k] jelm ‘i)

— elhgygq) 7T Lunen Mo (3)

Also, we have

e(Klv AQL) = e(g(pgq)ﬁST ) (gfbgq)BTSIHTLu> Z[E[k] Cy,2,idg (4)
e(Ka, Ay) = e(fq, gq)?5=t W) . e(H,(gid), g4) 5=t 5)
e(K3,Ba:) =e(¢",H (g|d)ﬁsm ) = e(gq, q(gid))’gs””” (6)

Using Equations 1, 3 — 6 we compute Rcheck and R, .., as follows:

chec

€ be j ) Cuj i
Rereck — H _ ( N Hfs][k] y, L, d/z) _ (e(gq’gq)ﬁswt(aw,uwfl (7)
j€lm] e(Rr,j7 HZe[k] Cy,e,idg) ’ e(Kl, A:L’)
€(K B s u)\—
theck = e(K2A§ = (€(fq79q)/3 =t{¥s, >) ! (8)

From Equations 2,7,8, we compute

L7 e(Re gy Tloepy Cyria,) e(Ks, Bz) u
n= . ’ I 'R check : R(/:heck
jg,[n] (Rw,wnzqk] y,l,idg) e(K1, Ag) - e(K2, A H

= e(gq: gq)<u’v>

Next, we consider (y < y*) V ((y,4,b) = (y*,£*,b*)). Then, we compute the following
components.
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II ¢ | Reso I1 Cya,
Le k]

J€[m]

~
— II e g(/jru,m, || gcy,e,idﬂwhwy,e,idﬂwh75z,idzvy,e,id[w

J€[m] Le[k]
s pt(u, T i Ty T id, +00,i i
_ e(gqagq)ﬁrs t{u,r >Z£E[k] Cy,e,idg €(gq, hq)ﬁrs T(u,r >Z(e[k](wy’£’de+ Z,dgvy,f,de) (9)
~ ~
H e Ra?vj’ H Cy;]l,idg
J€E€[m] Le(k]
— H e h,g;'\rm,jsxr7 H gwy,g,;dguj .g‘sl,idzvy,l,idguj _g;/l,idl{vy,l,idl{u]'
J€lm] Le(k]
_ e(hq, gq)BT'SzT(Tmu) Zze[k](wy,z,idg +02,id, Vy, £,idg ) (10)

Also, in this case, we compute Rcpeck and Rchec

R e = H (R .7 er[k] C |dz)
check = =
j€[m] e(Rm’j’ er[k] Cy7é7idz) ’ (Kl’ At)

/ o e(KE'HBI’) Bsat(Ys,u)
check — G(Kg,Aw) ( (fqv ) ) (12)

. as follows:

= (e(gqagq)ﬂ%t(abm)il (11)

So, correct decryption follows as previous.
Case 2: Otherwise: We have R, ; = E;° E = FT A, = g%, B, = H(gid)** and

x5 x,)

I ; =e(9q,94)" GST WST] then the correctness holds if (¢*,€*) = (4, L) V (i*,idg ) =
(z 1 —b*) or we can write it as (x=x)A((y >y*)V(y=y*ADb) # (£*,b"))).

Uj — ;‘\T,.,,-s,, Coy 0.id, LU 1. Wy ¢.id, TU;
H IJ’HCyZIdZ = He g e L,Hgya,IdK i hWy,L,ide TU;

JE€m] Le[k] J€m] L€[K]

— (g, )rsl (wra) Dy Cortidy | e(g, h)rsl (wrs) D7, Woibidy (13)
F€E€[mM] Le(k] J€[m] Le(k]

= e(h,g)" ") Dy Wt (14)
(K1, Ag)= e(g, g+ . e(g, g) ") Lecr vt (15)
e(Ky, Ay) = e(f¥=™ - H(gid)", g°")= e(f, g)*="¥=™) - e(H(gid), g)*"" (16)
e(Ks, B,) = e(g", H(gid)**")= e(g, H(gid))>**" (17)
H L7 = e(gq, 9o)'™™ - e(g, g) @) - e(f, g) =¥ (18)
E

Using Equations 13 — 18 and following similar computations as in Case 1, the correctness
of EIPL-IBIPFE holds.

7.2 Security Analysis
We prove the security of our EIPL-IBIPFE scheme below.
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Theorem 3. If the assumptions 1,2,3,5,6 and 7 hold over the bilinear group BG, then our
EIPL-IBIPFE is selectively secure as per Definitions 4 to 8.

Proof of Theorem 3. We prove that our EIPL-IBIPFE satisfies all five security properties
discussed in Section 5. We significantly modify the proof technique of [BW06, GKW19] to
fit this into our scheme. Before going to the main idea of the proof technique, we would
like to focus on the fact that our EIPL-IBIPFE consists of a public key special encryption
algorithm. Thus, the adversary does not need to make special encryption queries to the
EIPL-IBIPFE challenger. Therefore, the adversary only performs secret key queries to the
challenger throughout the security game.

Lemma 2. Our EIPL-IBIPFE satisfies selective normal-hiding security as per the Definition
4.

Proof. Since the ciphertext distribution of normal encryption and special encryption for
the index-position-bit tuple (1, L,0) are the same, thus the definition of normal-hiding
security follows from the scheme. O

Lemma 3. If the assumptions 2,3,5,6 and 7 hold over the bilinear group BG, then our
EIPL-IBIPFE satisfies selective index-hiding security as per the Definition 5.

Proof. As per the definition of the index-hiding game, we show that the adversary
cannot distinguish between the special encryption of the index-position-bit tuple (i*, L,0)
and (i* + 1, 1,0). Note that the adversary is not allowed to query for the secret keys
corresponding to the index position i* = (z*, y*) and the group identity gid* at a time.

If y* = n, we have i* + 1 = (z* + 1,1) otherwise, i* + 1 = («*,y* + 1). Similar to
[BW06, GKW19], we consider two cases based on whether y = 7 or not. To prove this
security, we consider the following two claims 7.2 and 7.2.

Claim. For y* < n, the special encryption to the index-position-bit tuple ((z*,y*), L,0)
and ((z*,y* + 1), L,0) are indistinguishable.

Proof. To prove the above claim, we consider 2k + 1 sequences of hybrid games as Ho and
H where { € [k] and b € {0,1}. The hybrid Hy corresponds to the index-hiding security
game where the challenge ciphertext is a special encryption to the index-position-bit tuple

(* = (x*,y*), L,0) and H~ is the same as Hy except that the column component Cy- ¢
for (£,b) € [ —1] x {0,1} and for £ = £,b = b, we uniformly choose from G,,.

Table 2: Computing column components of the ciphertext in Hybrid H~

Cyl»b Cy,f,b

(y>y ) Vy=y" N> L)V ¢

b e b J_ - H ,hw 2,bT Wy, 0,b

(y=y*AL=LANb>D) vbd ' a

<y )V(y=y* Al <OV
(y=y*Ab=EAb<D)

t L H Wy, e, T/ 00T Wy 0, . T7Vy.£,b
Hy - K0TV g Vo

s

Here, the hybrid Hj ; corresponds to the index-hiding game in which challenge cipher-
text is a special encryption to the index-position-bit tuple (i*+1, L,0) = ((z*,y*+1), L,0)
and it is also required that the hybrid Hy and H; o are indistinguishable. In the following,
we show that the hybrid HZZ and the hybrid H@_g_ LG41) mod 2 M€ indistinguishable.
This same proof technique is used to show that all consecutive hybrids are indistinguishable.
By combining all indistinguishability of hybrids, the claim 7.2 follows.
szv R HZ+371)(3+1) mod 2 - Suppose on contrary, there exists a PPT adversary A that can

distinguish between the hybrid Hﬁ and hybrid Hl7+371 Fr1) mod 2

with non-negligible
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advantage €(-). We construct a PPT reduction algorithm B which breaks the assumption
2 with the same advantages as follows.

Let the reduction algorithm B first receives the modified-1 D3DH assumption 2 challenge
instance from the challenger as

2 2 3 4 3
(BG,gp, 9, A=g8,B=g0,C=g5,D=g E=g"° F=g" G=g5 H=g,°T)

abe
p

it receives the challenge tuple (1*,17, 1% 1 1m i = (z*,y*),gid") from the adversary
A where y* < n. Now, B generates the master public key by using the modified-1 D3DH
instance of assumption 2 and sends it to A. Next, the adversary makes secret keys query
for distinct indices 7 and the group identity gid except for the tuple (i*,id, gid*, u) and
sends the challenge message vector v to the challenger. In the following, we show that
how does B generate the master public key and how to answer the queried secret keys and
the challenge ciphertext using the challenge instance. Finally, A outputs its guess, which
B uses to break the modified-1 D3DH assumption 2.

Since, this reduction plays over the subgroup G, with its challenger, thus it can choose
any required elements from the subgroup G,. We implicitly set the exponents as rp o« ; =
b-Tp g+ j and sp p« = Sp 2+ /b, Ty = b? where the exponents Tp.a= js Spa+ are chosen uniformly
random from Zy. Also we set h, = B = gg,fp = B4 t, =a-b, oy i3 =€ Ep7y*7n
for some uniformly chosen di + Zy, Ep,y*,ZZ + Zy. With these exponents, B correctly
simulates the master public key, secret keys and as well as the challenge group elements T’

that can be programmed in the challenge ciphertext components Cy ns

where T is either g2°¢ or a random element in the subgroup G, of prime-order p. Next,

Public key simulation. The challenger B chooses two random generators hg, f; < G4
such that h, = gfj, fo= g;l/ for some random exponents d,d € Zy and B generates the
following components:

e General component: Sample 3 < Zy and compute F,; = gg.

e Row-specific components: For all € [n],j € [m], sample 7 ;, 0y j, ¥y j < Zn,
Ty < Zn and compute E, , ; = ggrq”’ﬂFq,x,j = hqﬁrq”’j,Gq,x,j = e(9q:99)7*9, W,z 5
= e(f(b gq)ﬁlpx'j )

~ o~

(Dg;q);m,j if x 7& .T*, (thq)?’;‘j if 7& l‘*,
El’»j = o F:z:,j = o~
(Fgq") ™= otherwise. - (Ghg*)™= otherwise. ’

Gay =e(g,9)"7, Wa; = e(Bagp)dlwm'j : €(fqvgq)ww’7.

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample
Cytby 00, = LN, Yep < Zp and compute Vpy, = g°00 g Vi = RO,

g J(Cagyee it (y.0.0) = (v, £.0)
y,£,b — ~ )
(gpgq)©vtb otherwise.

e gid-specific components: The challenger B samples group elements v}, +- G, 0 <+
Gg and for all i € [k'] chooses ¥, ; <= Gy, 9y,i < Gy such that H(gid) = 9,9, [[;cy Up.i¥,,
= [Tiey Y. Hylgid) = 9/, [T,y Vg Where 0 = 9.0, € G, 9 = (9;) € G

Using the challenge instance of modified-1 D3DH assumption 2, B sets the master
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public key as

BG?g = gpgq7h’ = ngmf = Bdlfqaﬁ/719/q65,07 {ﬂg’i}iG[k’]aHquaEq7

K qu,jv Fq,x,ja Gqﬂc,j» quj
mpK = 9
Er,jv Fw,jv Gl’»j’ Ww,j

(z.5)€n]x [m)]

{Hy’z’b}(y,47b)€[z]x[k]><{071}’ Ve Ve (e,b)€[k]x{0,1}

Secret Key simulation. To answer these queries, challenger returns the secret key sk,
corresponding to the tuple (i = (z,vy),id, gid, u) as follows: Note that the adversary is
not allowed to secret key queries corresponding to the tuple (:*,id, gid*,u) to the key
generation oracle.

If gid = gid*, then adversary cannot query for the secret key corresponding to the
index position i*. To generate the secret keys the challenger first computes H(gid") =
(0,04 Tlieys Up,ifqi) = gZIg?; where the random exponents df,ds < Zy and V* is
associated with the non-zero indices of the challenge group identity gid*. The challenger B
chooses a random value 7 < Zx and sets r = 7 - 7. Then it simulates the secret keys as
follows:

g<ax,u) (Dgf;\q)<;l7u> Zﬁe[k] ’gy’e’id/é if 7é LE*, Yy 7é y*7
Ky = { glow (Fapr) ™) e v if o =%, (y £ y" Vide £ ),
~ ~ <:"vz’u>’cv e
o, rq (re,u) ~Cy,L,idy Tq Y, b~ 3 * i «p
glea (Do) ™ i (i) T a0 £ i) = (7).

u N d*/\q T To\T
Ky = (BY f,) =)/ (D% gg*™)", K3 = (Dgj)

For gid # gid*, the adversary can query for the secret key corresponding to the index *.
The challenger B generates the secret key components as follows:

Tq T u) Z Zy,[,ide oy iy Cytiden /T
K, = g(am,u>gq L€ k] (FZZ¢£ v.bide pr¥ Z)('r,,,u)
;q<rm’u> 2 equy vt FTew) D e Cvitiag

ifx=a"y= y*,idzz b

gl g ifx:x*,y:y*,idz;«ég
Without loss of generality, we assume that the adversary makes the maximum number
of Q queries with the challenge group identity gid* and challenge index *. Now, the
simulator chooses an integer k{ < [k'], sets an integer s = 10Q), a random k’-length vector
z = (2) < Z¥ and a value 2’ + Z,. Additionally, the simulator also chooses a random
value w' + Zy and an uniformly random k’-length vector w = (w;) + Z’f\;. All these
values are kept secret to the simulator.

Let us consider V* C {1,2,...,k’} be the set of all i for which the challenge identity
gid; = 1. Let V* = {i1,1a,...,%4}. Now, we choose the z; values from z which corresponds
to the collection of indices V*. Then set ) ;.. z; = kys — 2’ for uniformly chosen &} € [£'].
Now, we define the function K(gid) as

K (gid) 0, if2/+3>,c,2=0 mods
eI = 1, otherwise

From the above definition of the function K, we can say that K(gid*) = 0 and for
all gid # gid® it becomes non-zero. Additionally, we set two functions as F(gid) =
N — sky + 2" + 3 ey 2z and J(gid) = w' + >, ), w;. The simulator assigns the public
w’ . i d

q

N d, d ) . d i
parameters ¥/ = fN"kist2 . g = g rg.@ and O; = fFg?i = g, 94" Now B answers
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secret key components Ko, K3 as follows:

J(gid)

_ l gl Loy
K2 =g (a,u) F(gid) . Ddlrgq27'f17

— g_<'¢’wvu> %H(gld)r
(P, u)

— ) ( fF<gid>gJ<gid>)‘W ( fF<gid>gJ<gid>)’”

(g .u)

_ f<¢z,u> (fF(gid)gJ(gid))” F(gid)

— ) ( fF<gid>gJ<gid>)
= [ H(gid)"

S wew) e
K5 = (Drg;qr) cg FED =g Fed =g

We implicitly set ' = r— o) Qo from the construction of K function, we get K(gid) # 0
F(gid)

for any key query corresponding to the group identity gid # gid*. This implies that the
function F(gid) # 0 mod N for the group identity (since we assume N > sk for reasonable
values of N, s and kj. We prove this in Lemma 9).

Challenge ciphertext simulation. The challenger B samples the exponents 7 €
Zn,tqy < Zn and for tl*le *challenge group identity gid*, B computes H(gid") =
(050 Tlicy- 9pilai) = gp' gq® for some di,dy € Zy and Hy(gid")? = 0.7 [[;cp 97 ..
Now, B simulates the challenge ciphertext components as follows.

¢ Row-specific components: Sample 0;,v;, ¢; < Zy for all j € [m] and ey, fz, dy
ZN,Sy < Zpy, for all z € [n] and categorize the components according x > a*,z =
¥, x < x* as follows:
For x > x*:

Lt . _ ISa S set
L. Linking components: Ry ;= E % o Ry j = F5 o

2. gid-specific component: B, = Hq(gid*)ﬁzﬂft%
3. Message-embedding components: I, ; = €(gq, 9q)" - G;f;f’j : qulzt} Ay = By

For x = z*:

TqTx,jSzT

1. Linking components: Ry ; = D'Fw,j'gzggqrm,jsmyém’j _ e ¥

2. gid-specific component: By = (A% g&2'ysa.

3. Message-embedding components: I ; = e(gq,gq)uj.e(g’Ag(t]q)am,j,gm.e(AB)dld)m_’jgm'
(S ga) V=105, Ay = (Agy')™.

For z < x*:
1. Linking components: R, ; = g;I”f,§$,j = (th);”"j.

2. gid-specific component: B, = (ggfgg;)dw.
3. Message-embedding components: I ; = e(g,g)’=% - e(f, f)T=%i, A, = g°.

e Column-specific components: sample Wy s, vy < Zy for all y € [n],£ €
[k],b € {0,1} and generate the components as follows:

For (y >y )V(y=y*AL>0)V (y=y* ANL=LAb>Db): Cyup = g,jy’é"’tqhayvf»”,

Cyip = A=Cven/T . gyt
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For y=y*Al=(Ab=1b: C Lb = g;y’e’bt‘* RTEne T:y“, 5'y,1z,b = gg”"’

For (y <y )V(y=y* AL <OV (y=y*ANL=LAb<Db): Cyop = gq""e'btq-thy’f%

Vy,e,b Y _ .
9”7, Cyup = govt?

After generating all the ciphertext components, challenger sends these to the adversary
A, then A guesses a bit b’ and sends it to B. It simply forwards it as the guess to the
modified-1 D3DH challenger of assumption 2.

Analysis of simulation. If T = gbc, then B simulates the view of the hybrid is similar

as Hﬁ otherwise if T' is random group elements from G, and the view of the hybrid is

similar as Hz+371’(3+1) odq o Thus, if A wins with the advantages €(-) then B breaks the

modified-1 D3DH assumption 2 with the same advantages. O

Claim. If y* =n, then the special encryption to the index-position-bit tuple (z*,y*, L,0)
and ((z* +1,1), L,0) are indistinguishable.

Proof. To prove the above claim, we consider a sequence of hybrids games. In the following,
we discuss about these hybrids.

Hybrid 1. This hybrid corresponds to the index-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (z*,y*), L,0) for
y*=n.

Hybrid 2. The hybrid is the same as hybrid 1 except that the challenge ciphertext is
a special encryption to the index-position-bit tuple (i* = (z*,y* + 1), L,0) for y* = n.
Note that, the special-encryption algorithm does not generally encrypt to the position
(z*,y* +1="n+1), however the algorithm can be naturally extended to encrypt to such
position.

Hybrid 3. Hybrid 3 is the same as the previous hybrid 2 except that the row component
I~ ; as mentioned in the following Table 3.

Table 3: Computing row components for the ciphertext = € [1],j € [m]

Rm’j Rz,j A, B, If,j
* w B o : S0 ; ot ot
x>at | B | Foul | Bt H, (gid™)?>" | e(gq,94)" Gty Wak
v=a | By | By |t | M@t | elgg00) Gyl Wil L
T <x* | g%=% | hSeTVi | gC= H(gid*)% e(g,g)/=% -e(f, f)/=%i

where L = e(gp, 9)* and z is randomly chosen from Z,.

Hybrid 4. Hybrid 4 is identical to the hybrid 3 except that the row component of the
challenge ciphertext as the Table 3. Here we consider L = ¢(g, g)* with z is a random
exponent from Zy.

Hybrid 5. Hybrid 5 is the same as hybrid 4 except that row component in the challenge
ciphertext as in Table 4 as mentioned below.

Table 4: Computing row components of the ciphertext for « € [n], j € [m]

Rmﬁj nyj A, B, Ix,j
oo |y | o, | B | @) | oo Gt Wi,

goeoi | b | gt | H(gid) % | e(g, )79 - e(f, f)T
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Hybrid 6. The hybrid 6 is similar to the hybrid 5 except that the column components to
the index-position-bit tuple ((z*,y* = 1),¢* =1,b" = 0) of the challenge ciphertext.

Hybrid 7. The hybrid 7 corresponds to the index-hiding security game in which the
challenge ciphertext is a special encryption to the index-position-bit tuple ((z* + 1,1), L,0)
for y* = n.

In the following, we prove that the adversary’s advantage for all the consecutive hybrids
is negligible in the security parameter which completes the proof of claim 7.2.

Hybrid 1 ~ Hybrid 2: The indistinguishable proof of the hybrid 1 and hybrid 2 is
identical to claim 7.2.

Hybrid 2 =~ Hybrid 3: Suppose on the contrary, there exists a PPT adversary A that
distinguishes between the above two hybrids with the non-negligible advantages e(A). We
construct a PPT reduction algorithm that breaks the modified-2 D3DH assumption 3 with
the same non-negligible advantages as follows:

The reduction algorithm B first receives the modified-2 D3DH assumption 3 challenge
instance from its challenger as given below.

(BG, gp, ¢, A= gi, B=g>,C = g5, T = e(gp, 9)°)

where z is either abc or a random element from Zy. In the setup phase, adversary receives
the challenge tuple (1*,17,1% 1™ * = (z*,y*), gid*) from the adversary A satisfying the
condition y* = n. Since the reduction game plays with its challenger in the subgroup G,,
thus it can choose any elements from the subgroup G, by itself. Now B generates the
master public key using the given instance and sends it to the adversary A. Then the
adversary cannot make secret keys query corresponding the index i* and gid* at a time.
In the following, we show how does B simulate the master public key, secret keys and
challenge ciphertext from the given instance. Finally, A outputs its guess, which is used to
break the modified-2 D3DH assumption 3. For x = z*, our approach is to implicitly set the
exponents 7, z« j = bt;, a, 4+ ; = abkr;, t, = ¢ where 7 <— Zy and t; < Zy for all j € [m]
. Additionally, we implicitly set ¢, s, = Cpye — @ for all (y,¢,b) € ([n] x [k] x {0,1}).
According to the exponents as given above, the challenger simulates the master public key,
the secret keys and the challenge ciphertext components.

Public key simulation. The challenger B chooses random generators hy, fq < G4 and
hp, fp < Gp such that b = hphg, f = fpfq and sets h = g%, f = g™ where some exponents
d,d; € Zy. Now, the challenger B generates the following components:

¢ General component: Sample 3 < Zy and compute E,; = gfj.

e Row-specific components: For all € [n],j € [m], sample Fw,j,&mﬂ-,zzw,j —
Zy and compute Ey ; j = ggr”‘jan’xvj = hgwm’j’Gq,ryj = e(9q:9¢)7*9, Wyaj =
e(gqvgq)dlﬁ%’jv

o~ A~

E, ;= {(gpgq)””' ifoza Fyj= {(gpgq)d”z’j if z # z*

(B%gq™)" otherwise (B”J'dgg”’f)’“ otherwise

)

)duL,j_

e , ";wd if © x*
G, . = { (994 gpqu) a W =e(g,9

v e(AB)kT‘Je(gq,gq)EW otherwise ,

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample

~ _ 2-1 VA e,b _
Cy,0,b: 00 — ZN,Yep < Zp and compute Hy gp = A7 g0, Vo = ¢°4tgp ", Vi =
hoey,
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e gid-specific components: The challenger B samples group elements 19;) — Gy, 19; —
Gq and for all i € [k'] chooses 0,; < Gp,0,;, < G4 such that H(gid) =
9,0, [ ey 19},’1-,19(1,1- = V' [liey Vi, Hy(gid) = 0, [[;cp Vg0 where ¥ = 9,9, € G,

Using the challenge instance of modified-2 D3DH assumption 3, B sets the master public
key as

BG?Q = 9pYq, h = gda f = gdlvﬁlaﬂ;ﬂﬁ 197 {ﬁqﬁ,i}ie[k/b HquvKy

K Eqaf,jv Fq,x,ja qu,j: Wq,x,j

mpK = 9
Ea i Foj, Gogy Wa, o~

(z.§)€[n]x[m]

{Hy’z’b}(y,&b)e[;;]X[k]x{o’l}’ {w’b’ w’b (e,b)e[k]x{0,1}
Secret key simulation. The challenger B generates the secret key sk, corresponding to
the adversary’s query tuple (i = (z,y),id, gid, u) as below.

First consider gid = gid®, then the adversary can not query for the secret key associated
with the index position ¢*.

(az,u>+r(m,u) E eein) Curtide A_R;I’u) if # £ 2*
K= ~
(azvu>+7"("'wvu> E Cy,Lidg ;\t u E Co i . ’
9q telkl B Zicer 4 otherwise

Ky = g W H(gid), Ky =g

where r = 7 - ¥ and 7 is randomly chosen from Zy. Note that, the adversary A is not
allowed to query for the secret key corresponding to the tuple (i* = (z*,y*),id, gid*, u).

If gid # gid®, then the adversary can query for the index position ¢*. Then the challenger
generates the corresponding secret keys as below

(cx“u)Jrr 'r'L,'u,> Z

ek (v,u)
Ky =g, s g7 e

4 if ¢ = ™

As the previous case, we assume that the adversary makes the maximum number of Q
queries, the challenge group identity gid* and challenge index i*. Now, the simulator chooses
an integer k| < [k'], sets an integer s = 10Q, a random k’-length vector z = (z;) « Z¥
and a value 2’ < Z,. Additionally, the simulator chooses a random value w’ < Zy and an
uniformly random £’-length vector w = (w;) + Z’fv'. All these values are kept secret to the
5.

Let us consider V* C {1,2,...,k’} be the set of all i for which the challenge identity
gid; = 1. Let V* = {iy,i2,...,%x}. Now, we choose the z; values from z which correspond
to the collection of indices V*. Sets ) ;.. 2; = kis — 2’ for uniformly chosen &} € [k'].
Now, we define the function K(gid) as

K (gid) — 0, if2’+>,c,2=0 mods
&= 1, otherwise

So, from the above definition of the function K, we can say K(gid*) = 0 and for all
other gid # gid*, it becomes non-zero. Additionally, we set two functions as F(gid) =
N — sky + 2" + ey 2z and J(gid) = v’ + > icy wi- The sunulator assigns the public

parameters ¢ = fN— ky stz -gv w' = gp gq and ¥; = frigWi = g g . Now B answers
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remaining secret key components as

e J(gid)
Koy = g_<¢w7u> S ET] H(gid)"

2w

< T
fF(gld J(gld) Fgd) (fF(gid)gJ(gid))

- f<{/; (
- (e w)
— (o) ( FF(eid) J(g.d) Fe9

'

_ f@z,u fF<g.d) J(g.d))

= fi¥=H(gid)"
L ew o () T/
Ks = g’ -g FEd =g FEd) =g

(W,

F(gld
for any key query corresponding to the group identity gid # gid*. This implies that the
function F(gid) # 0 mod N for any such group identity (as we assume N > sk for

reasonable values of N, s and kf, see Lemma 9).

We implicitly set v’ = r— . So from the construction of K function, we get K(gid) # 0

Challenge ciphertext simulation. The challenger B can compute all the column
components corresponding to (y,¢,b) € [n] x [k] x {0,1} on its own, since G, subgroup
components are random in Cy, ¢, éy%b terms and for computing remaining terms over the
subgroup G, the required exponents are already known to the challenger B. For z < z*,
all the row components R, ;, éz,j, Ay, B;, I, ; are chosen randomly, but for z > z*, all
the row components are formed over the subgroup G, which it knows. For the challenge
group identity gid®, the challenger computes H(gid") = (9,0) [];cy- (9p,;94,5) = g;ffg;l;
for some di,d5 € Zy and samples Sy, 7,1y + Zy. Now, the challenger B simulates the
challenge ciphertext for x = z* as follows:

For x = x*:
1. Linking components: R, ; = (B‘Jg” ])rsf R, G =(BY g” J)d””
2. gid-specific component: By = (Cdfgéqd; )gz,

3. Message-embedding components: I ; = e(gq, 94)" -€(9q, 9q )"‘l Sate TSt e(f, Cg )’“ Jsl,
tay sy
== (Cygq" ).

Finally, B gets the guess bit b’ from A and it simply forwards it to the modified-2 D3DH
assumption 3 challenger.

Analysis of simulation. If T' = e(g,, 9)%%¢, then B simulates the view of hybrid 2 else if
T = e(gp, g)* for any random z from Zy, adversary’s view same as hybrid 3. Therefore, if
A wins the game with advantages €(-), then B breaks the modified-2 D3DH assumption 3
with the same advantages.

Hybrid 3 ~ Hybrid 4: To show the indistinguishability of two hybrids 3 and 4, we use a
similar proof technique of [BW06, GKW19]. Here, we discuss the underlying approaches.
Let us consider that B receives the Bilinear Subgroup Decisional (BSD) assumption 6
challenge instance from the challenger consisting the bilinear group BG, e(T, g) where T
is either a random element from the subgroup G, or a uniform element from the group
G. Then B computes all the components for the master public key mpk honestly and
forwarded it to the adversary. After seeing mpk, adversary can query for the secret key to
the key generation oracle. Finally, B computes all the challenge ciphertext components
honestly except that the value I« ; = e(gq, 9q)" - fojt e(g,T) - e(f,g)¥="i%"t where T
is taken from BSD challenge of assumption 2. If T' <— G,, then simulator’s view is the
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same as hybrid 3 otherwise, if T' <~ G then B perfectly simulates as hybrid 4. Therefore, if
A wins with the advantage €(-), then B breaks the assumption 6 with the same advantage
().
Hybrid 4 ~ Hybrid 5: Suppose on the contrary, there exists PPT adversary A that
distinguish between the hybrid 4 and hybrid 5 with the non-negligible advantage €(-).
Then, we construct a PPT reduction algorithm which breaks the R3DH assumption 7 with
the same non-negligible advantages.

Let the reduction algorithm B first receives the challenges of R3DH assumption 7 from
the challenger as

(BG,gp € Gp,9, € Gy, A=gy,B=9,-9;, ,C=g9,-9;,D=9,T)

where T is either gg% or a random element from the subgroup G,. Next, the challenger B
receives the challenge tuple (17, 1%, 1 1m = (z*,y*),gid*) from A. Then, B generates
the public keys and sends it to the adversary. After getting the public parameters,
A can secret key query to the key generation oracle corresponding for the tuple (i =
(z,y),id, gid, u) except for the tuple (i* = (z*,y*),id, gid*, ). Next the adversary uniformly
chooses a challenge message vector v and sends it to B. To answer the challenge ciphertext,
B randomly chooses a bit b € {0,1} and generates the challenge ciphertext ctg,b). In the
following, we describe how does the challenger simulate the master public key, the secret
key and the challenge ciphertext using the assumption 7 instance. Finally, the adversary A
outputs a guess bit which breaks the assumption 7. As the reduction plays the game with
the challenger in the subgroup Gy, so it chooses all the components from the subgroup G,
by itself. Although, in the challenge instance of B, C some parts belong to the subgroup
G, but their exponents depends on @ and ¢ terms. In the following, we implicitly set the
exponents as

9p = Ops 9qg = A, Tqa*,j = rq@*:j/a’ Tpx*,j = Tp,a*,js
Sq,a* = C, Spa* = C, ty =a,t, = a,

for all z € [n] — {z*}, 8, =Sz /a

where 7p 2+ j,Tq.2+,; < Zn and for all z € [n] —{2*}, s, < Zn. Additionally, the reduction
algorithm samples the exponents uniformly random from Zy. Note that, the reduction
algorithm does not know the factorization so at any point, we do not sample these exponents
from G, and G, separately, but instead of sample any exponents directly from Zy and
make sure that the distributions are not affected.

Public key simulation. The challenger B chooses random generators hg, f; <+ G, and
hy, fp < G, such that g = g,g9, = gpA, h = hyhg, f = f,f, and sets h = g4, f = g& for
some exponents d,d; € Zy. Now the challenger B generates the following components:

e General component: Sample 3 <+ Zy and compute E, = AP,

¢ Row-specific components: For all « € [i],j € [m] sample 7 j, oy 5, Vs j < Zn,

7 < Zy and compute Fy . ; = B¢ . Gy o= e(A, A)P5 Wy, 5 = e(A, A)Pdrv=i,

Foj=E% . Guy=e(gpA, gpA)*i, W, j = e(gpA, gpA) ¥ with
B - APTTesif 3 # o, E .= (0pA)7=s i x # 2,
" gqﬁru'j otherwise. ° o (9pg9q)""7  otherwise.

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample ¢ ¢,
Seb < ZN,Yep < Zp, and compute Hy gp = (gpA)n 00, Vo = g0 gp™", Vi p = hoeb.
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e gid-specific components: The challenger 5 samples group elements ¥/, +— G, 19; —
G, and for all i € ['] chooses ¥y, ; +— Gy, V4, <+ G such that H(gid) = 9,9, [[;c, Up,i0
=9 [Liey Vi, Hy(gid) = 9/, [1;cy, Vg, where o' = 9,9, € G, 9 = (¥;) ;e € G

q,i

Now, the challenger B sets the master public key as

BG?Q = gpA’ h = gd7 f = gdlvﬁ/719,qﬁa 195 {ﬁqB’i}iE[k']a HvHQ7Eqa
Eqzj, Foags Gaar Waa.

mpk = Eyj FojiGagi W

(z,g)€n]x [m]

{Hy,f,b}(yj’b)e[;;]X[k]x{071}7 {Vl,ba Vib ()] {01}

Secret key simulation. First, B computes H(gid) = ¥'[],.,, ¥ = g = (gpA)dl for some
d" € Zn. In the query phase, the adversary A is not allowed to query for the challenge
index and group identity i* = (z*,y*), gid" together. If gid = gid*, B answers the secret
key sk, corresponding to the tuple (i,id, gid, u) as given below. Note that, the adversary
is not allowed to secret key query for the index position i*.

gl . (gpA)’"(’"“““> 2 equy vt if & # a*,

K, = ~—
r(ry,u) Eée[k] Cy,2,id,

g(ax7u> . (gpgq) otherwise.

Ky = (gpA) W= H(gid)", K3 =g"
If gid # gid*, then the secret keys corresponding to the index i* looks as

K = g<°‘“7u> . (gpgq)r<rz’u> Z:ée[k] W S g = zy=y =n

To simulate the secret key components Ko and K3, the challenger constructs the functions
F,J and K as mentioned in indistinguishability proof of hybrid 2 and hybrid 3. Also, B sets
similar public key parameters ¥’ and 9J;’s. It answers the remaining secret key components
as follows:

Ky = g~ () FE H (gid)”
(P, u)

F g <fF<gid>gJ<gid>)T

)
)

_ f (o, u) f‘F(gld J(gid)

F(gld)

(
:f<¢z (fF(gld I(gid)

— plew (fF(gld J(gid) )
= =" H(gid)"

(g, u) (hz,uw) !

r —

K3 = g g FEH = gri Fad) =g

As in the previous argument, we implicitly set v’ = r — %"é ;;‘;. Therefore, from the

construction of K function, we get K(gid) # 0 for any key query corresponding to the
group identity gid # gid*. This implies the function F(gid) # 0 mod N for any such group
identity (since we assume N > ski, see Lemma 9).

Challenge ciphertext simulation. The challenger B samples the exponents TE Z N and
for the challenge identity gid®, B computes H(gid") = (') [[;cy- ¥i = gp ng = gp i pd;

and H,(gid*)? = 19;6 [Licy- 195714 = ggd; = AP% for some exponents df,ds € Zy. Now B
simulates the challenge ciphertext components as follows.
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¢ Row-specific components: Sample 0,7}, ¢; < Zy forall j € [m] and ey, fz, dg
ZN, Sy  Zn, for all z € [n] and categorize the components according = > x*, & =
¥, x < x* as follows:
For z > x*:

-y et T rdr, Se
1. Linking components: R, ; = gg P Ry = qu o

2. gid-specific component: B, = Ad3Bse
3. Message-embedding components: I, ; = e(A, A)% e(A,A)ﬁo‘f»j;ce(A,A)dlﬁgzwf’f,
A, = APs=,

For ©z = z*:

1. Linking components: Ry ; = C;:M,EIJ- = CreaTd,
2. gid-specific component: By = DU T%
3. Message-embedding components: I, ; = e(g7g)¢ffme(g,g)d%¢’jfz, A, = DT.

For z < z*:

dSzTV]

1. Linking components: R, ; = g Sx9j R:c] =g
2. gid-specific component: B, = g™
3. Message-embedding components: I, ; = e(g,g)fz‘z’fe(g,g)d?d’jfz, A, = g°=.

e Column-specific components: Sample Wy ¢, 0y e < Zy for all y € [n], £ €
[k],b € {0,1} and generate the components as follows:

For all y € [i]: G = Bevtohieomgpo G,y = gives,

Analysis of simulation. For T' = g:fc, B simulates the hybrid 4, otherwise if T is
randomly chosen from the group G, then B simulates the view of hybrid 5. As the target
row ‘= z*’ is indistinguishable from the less than row ‘< z*’. Therefore, if A wins the game
with the advantage €(-) then B breaks the R3DH assumption with the same advantage.

Hybrid 5 ~ Hybrid 6: To prove the hybrid 5 and 6 are indistinguishable, let us consider
(27k+1) sub-hybrid Hy, H~ 7 for (7,0,b) € ([7] x [k] x {0,1}). In this game, the sub-hybrid
Hy corresponds to the hybrid 5 as described above. Now the sub-hybrid H~- is same

as the hybrid Hy except that the column components in the Challenge Clphertext Cy.op
for y < 7 and (y,£,b) € {7} x [ — 1] x {0,1} and for y = §,£ = £,b < b have a random
element in the subgroup G,. The column components are generated as described below in
the Table 5.

Table 5: Computing column components of the ciphertext in sub-hybrid H}]ﬁ

Cyp Cy,eb

(y>y)Vy= y N> f) Ht . pwy.esT o
(y=GAL=ENb>D) y.Lb

(y < :lj) \Y (y = ;l{ V4 <f)\/ Ht o BWu,esT . Vv;g’[’bT gUuh - "\//;g'e'b
(y=gAl=EIAb<Db) vt : :

Now we show that sub-hybrid H~-IS indistinguishable with sub-hybrid H~~ ST 1.4 1) mod 2°
Note that, the sub-hybrid H; 1 1s 1dent1cal to the main hybrid 6. It is also required
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that the sub-hybrid Hy ~ H;;’ 01 and sub-hybrid H;,k, ~ H~ TH110° We now show that
the sub-hybrid H~- and Hy TV 71.(41) mod 2 AT€ indistlngulshable with the similar tech-
niques that are used to prove the indistinguishability of all the consecutive sub-hybrids
for (y,¢,b) € [n] x [k] x {0,1}. By combining all claims of sub-hybrids, our required
indistinguishability between hybrids 5 and 6 will follow.

Sub-hybrid H~ ~ Sub-hybrid H T4 1.(41) mod 2° : Suppose on the contrary, there exist a

PPT adversary A that dlstlngmshes sub-hybrid H~ and sub-hybrid H T T4 mod 2

with the non-negligible advantage e(-). We construct a PPT reduction algorlthm B which
can break the modified-2 D3DH assumption 3 with the same non-negligible advantage as
described above. From the challenger, the reduction algorithm B receives the following
instance as

(BG, gp, 9q, A= g8, B=g5,C =g5,T)

abce

where T' is either g7°¢ or a random element in the subgroup G, of prime-order p. Next, it

receives the challenge tuple (1*, 17, 1%, 18 1 p* gy, gid®) from the adversary A where
y* = n. Now, B generates the master public key using the modified-2 D3DH instance 3 and
sends it to the adversary. Then the adversary can make query for the secret keys corre-
sponding to the distinct indices except that the tuple (i*,id, gid*, u) to the key generation
oracle. In the following, B generates the master public key, secret keys and the challenge
ciphertext. Finally, A4 outputs its guess, which B uses to break the given modified-2 D3DH
assumption 3. Since the reduction plays with the challenger over the subgroup G,, thus it
can choose any elements from the subgroup G, by itself. Now implicitly sets t, = a - b,
h, = B = gp and cp7g7zg =c- ~p71 73 where the exponent ¢ 5T is chosen unlformly
random from Zy. By using these exponents, B simulates the master public key, secret keys
and the group elements T" can be programmed in the challenge ciphertext components C~~ s
Public key simulation. The challenger B chooses random generators hg, fq — Gy

and f, < G, such that h = h,hy, f = fpfq and sets hy = gq,h = Bhy, f = gp gd2 for
some random exponents d,d;,ds € Zy. Now, the challenger B generates the followmg
components:

e General components: Sample 8 < Zy and compute E, = gé’.

e Row-specific components: For all z € [n],j € [ | sample ry ;, 0y 4, Vo j < Ly,

7 <+ Zy and compute Eg xg = gqrr” F, z,j = hﬁwm 1 Goa,j = e(gq,gq)f@ =7, Wz,

= e(gq7gq)6d2wz’jvEI’j =g Fw,j = hTT "J7G30,j - 6(979) 7 7W1,j - (gp7gp)d1wI"J'
e(9q, )™=
q>99

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample
Cytos 00 < Ly Yep < Ly and compute Vi, = g% gp™", Vi = ho00,

(Cgq)ever it (y,£,b) = (7. 0,)
Hyop = ~ .
9pgq)®tt  otherwise.

e gid-specific components: The challenger B samples group elements 0}, +- G, 9 <+
G, and for all i € [k'] chooses ¥, ; <= Gy, 9y, + G4 such that H(gid) = 9,9, [T;cy 9p.i¥q.i
= V' [ey Vi Hq(,gid) = Uy [ [icy Vg where ¥ = 9,0, € G, 9 = (Vi)icppr) =
(9p,i¥q.0)icir) € GF

Using the instance of modified-2 D3DH assumption 3, the challenger B sets the master
public key as
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BG,g = gpglph’ = th,f - gp gq 719, 19 B 197 {19577;}i€[k/]7H7Hq7Eq7

K Eqaf,jv Fq,x,ja qu,j: quj

mpK = 9
Er,jv Fz,j? Gl’»j’ Ww,j S

(z.§)€[n]x[m]

{Hyvab}(y,e,b)e[%’]x[k]x{o;}’ {Vf,b’ Vi (b)e[k]x (0,1}

All the components are generated from the challenge D3DH instance.
Secret key simulation. In the query phase, the adversary A is not allowed to query for

the challenge index ¢* and the group identity gid* together. If gid = gid*, B replies the
secret key to A corresponding to the index i(# i*) as

K — gleww) _g:(rw,u) Z(# itz Jidg (qu)r(m,wc;z; if (y, idz) _ (@Z),
glowml . 9T<m7u> Leeim Svrtise otherwise.

Ky = g% H(gid)", Ks=g"

where 7 < Zx and set r = 7- 7. If gid # gid™, then A can query for the secret for the index
position i*. Then the secret keys are generated as

K gloe) . g T D e (ng)rm’“)% oify=g=nAid=b,
1= ~ ~ _
g<°‘z’"> ) gr(m,u) Zl’.e[k] Cy,0,idy fy—g=nA idz% b,

To simulate the other keys components, the challenger similarly construct the functions
F,J and K as mentioned above indistinguishability proof of hybrid 2 and hybrid 3. Also,
B sets similar public key parameters 9" and ¥;’s. It answers the remaining secret key
components as follows:

(gid)
Ky = g~ ) PG H (gid)”
_f'(pm,u (fF(gld J(gid)

(ha,u)

F(gid) <fF(gid)gJ(gid))r

)
)

_ f (Yo, u ( F(gld J(gld

— fleu (fp<g.d) J(g.d))
= f{¥= " H(gid)"

(P, u) r— (P, w) ’
K3 = g . g Fed) =g Fgid) — gT

As in the previous argument, we implicitly set v’ = r — %z;g. Therefore, from the

construction of K function, it implies that K(gid) # 0 for any key query corresponding
to the group identity gid # gid*. This implies the function F(gid) # 0 mod N for any
such group identities (since we assume N > sk} for reasonable values of N, s and ki, see
Lemma 9).

Challenge ciphertext simulation. The challenger B samples the random exponents

T € Zn,tq < Zy and for the challenge group identity gid®, B computes H(gid") =
d; db . / d;

(9 TLicy 9p,i%.i = 9" 94° Hq(gid")? = 97 T,y 195,1 = gg 2 for some df,d; € Zy.

Now, B simulates the challenge ciphertext components as follows.
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e Row-specific components: Sample ¢;,v;,¢; < Zy forall j € [m] and ey, fz,dy, 5 <
Zy for all z € [n] and categorize the components according = > x*, x < z* as follows:
For z > x*:

SaT

1. Linking components: Ry ; = E* Ez’j =Fer.

ENE
2. gid-specific component: B, = H,(gid")P%ta.

3. Message-embedding components: I, ; = e(gq, 9q)"" - GZ’;"J : W; ;3, A, = E;mt"

For = < z*:

1. Linking components: Ry ; = gsm‘”,éw,j = h%=TVi,
2. gid-specific component: B, = H(gid")%
3. Message-embedding components: I, ; = e(g,g)’=%i - e(f, f)T=%i, A, = g%
e Column-specific components: Sample Wy ¢, vy < Zy for all y € [n],£ €
[k],b € {0,1} and generates the components as follows:
For (y >y) V (y =GAL> D) V(yzﬂAsz/\b >Z):Cy4b —gZ““tthy%”,CN'y’g}b

= A= Cven/T . gWuyeb,

For y=y Al = Z/\ b= g: C%&b = g;y’é’btq hT;;y'e'bTZyvévb, 5%57[, = g{;y'“’.

For (y<@\/(y:§A€<Z)V(yzﬂAKzZAb<g):Cygb7gy“f“h'rwwhg;;y”7

Cy[b*gwy/b

Analysis of simulation. For T = gpbc then A gets the view of the challenge ciphertext
as the sub-hybrid H~~ ST 1.(+1) mod 27 otherwise for any random group element from the

subgroup G, the adversary A gets the view of the sub-hybrid H~- Therefore, if A wins

the with the advantage €(-) then B breaks the modified-2 D3DH assumptlon 3 with the
same advantage €(-).

Hybrid 6 ~ Hybrid 7: Suppose on the contrary, there exists a PPT adversary .4 that
can distinguish between the hybrid 6 and hybrid 7 with non-negligible advantage €(-). Now,
we construct a PPT reduction algorithm B that breaks the DHSD assumption 5 with the
same advantage.

The reduction algorithm B first receives the DHSD challenge instance of assumption 5
from its challenger as

BG, g = 9,94, h = hphg, A= g2, B = h“C:gbgC,D:hb,T
pY9q q a p

where T is either sampled as T = gfll or T = ¢% where d is a random exponent sampled
as d < Zy. Next, B receives the challenge tuple (1*,17,1F 1% 1™ z* y*, gid*) from
the adversary for y* = n. Now, B generates the master public key from the instance of
assumption 5 and sends it to the adversary. The adversary is not allowed to make secret
key queries for the tuple (i*,id, gid*,u). Now B simulates the secret keys and the challenge
ciphertext using the instance of DHSD assumption 5. Finally A outputs its guess which B
uses to break the assumption 5. In this proof, the reduction plays with its challenger in the
subgroup G, thus it chooses any components from the subgroup G, by itself. Let us con-
sider, B ﬁrst 1mp11(:1tly sets the random exponents as 8 = a, g+ 11 = d Sz*41,7Ve6 = C-Ye,b
and dpp =b - + 55 » where the exponents Yebs 5@ p are chosen uniformly random from

Zy. Also B implicitly sets h™ = ¢g” where T be any random exponent from Zy. In this
simulation, the challenge group element 7' can be programmed in the challenge ciphertext
to compute the row components for x = z* + 1.
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Public key simulation. The challenger B chooses random generators hy, f; < G4
and hy, fp < G, such that h = hphg, f = fpfq. Sets fq = gg, for some exponent d’ € Zy.
Now, the challenger B generates the following components:

¢ General components: Compute E, = A.

e Row-specific components: For all « € [n],j € [m] sample ry j, 0y 5, Vs < Zny,
74— Zy and computes Ey , j = A", F, 4 i = B3 Gz = €(A,99) , Wy aj =
e(fqa A)wT'J ) E&U,J = gmﬂm'j ) F:C,] = h"wd 5 G&U,J = e(gv g)am)j ) WGE,J = e(fa g)wTJ .

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample
Cy,é,b;gl,b — ZN,Yep +— Zyp and computes Hyp = gty Vo = goer 0 Vi =
hgz,bDﬂ’;e,b.

e gid-specific components: The challenger B samples random group elements
V0, < Gp, ¥ < G, and for all i € [K'] samples ¥, ; < Gy, ¥, + G, such that
'19/ = ’19;)19:1,19 = (191,’2'19%7;)1' and sets H(gld) = (19;’19;) HiEV ﬂp,iﬁq,i = ’19/ HiEV '192
and H,(gid) = 19:1 [l;cy Yq,i corresponding to any group identity gid. We write

19:1[3 = gq¢ = A¢, 1957i = gy = A% where 0, 0; + Z.

Using the challenge instance of DHSD assumption 5, the challenger B sets the master
public key as

BG?Q = gpg(ph = h’phqaf = fpfq719/719:1ﬁa05 {0§’i}i€[k']aH7HQ7Eqa

K Eq,ryj’ Fq,z,j’ Gq,x,j’ qux,j
mpK = 9
Ezj, Frj, Gajs Waj

(.)€l x[m]
{Hy’z’b}(y%b)e[g]X[k]x{ovl}’ Ve Ve (e,b)e[k]x{0,1}
Secret key simulation. The challenger B answers the adversary’s queried secret keys
corresponding to the tuple (i, id, gid, u).

For gid = gid™, the adversary cannot make any secret key queries for the index position
1*. Therefore, the secret keys corresponding to the index i(# i*) are generated as follows:

~

r{ry,u)

Ky =gt ] Hy.tia . Ko = f¥="H(gid)", Ks;=g"
Le k]

where r = 7-7 and 7 is randomly sampled from Zy. If gid # gid*, the adversary can make
secret key query for the index position ¢*. In that case, B answers the secret key sk, as
follows

~

r(ry,u)

Ky = glo=w. H Hy.q, fz=a"y=y"
Le k]

The other secret keys are similarly generated as the previous hybrid. For gid # gid®,
challenger construct the identity encoding functions F,J and K similarly as the indistin-
guishability proof of hybrid 2 and hybrid 3. Now, B answers the remaining secret keys
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components Ky, K3 that looks as follows:

(gid)

Ky = g~ o) F58 1 gid)

(e i)
<fF(g'd)gJ(g'd))

(bz,u)

( )
:f(#’z’u (fF(gld J(g.d) “Fgd)

:f('(pm,u (fF(gld J(gld)
= [ H(gid)"

Ka=a" _<#’:f¢;§> — 4" FEd —
3=9g g & =g g =g

_ f('(,bw,u fF(gld J(gid)

(Pg,u) ’
T

(g ,u)

As the similar argument, we can implicitly set ' = r — Flgd) -

Challenge ciphertext simulation. The challenger 5 samples the random exponents T €
Zy,t < Zy and for the challenge identity gid*, we have H(gid") = (9,9,) [[;cy» Up,ilq,i =
ggfgg; = g% and H,(gid") = 95 [Liey- Vg = gfj; for some random exponents d*, d;, d; €
Zn. So, H,(gid*)? = A%, Now, B simulates the challenge ciphertext components as
follows.

e Row-specific components: Sample 0;,v;,¢; < Zy forall j € [m]and ez, fz,dg, 52
+ Zy for all x € [n] and categorize the components according x > z* + 1, =
¥+ 1,z < z* 4+ 1 as follows:

For z > z* + 1:

1. Linking components: R, ; = E; . ],E F;’;T’j.
2. gid-specific component: B, = Adisat,
3. Message-embedding components: I ; = e(gq, 9q)% G;;j (fq7A)§Ith.j7 A, =
E:;It
g

For v = z* + 1:

1. Linking components: Ry ; = T;-”wwgém)j — TSaTa T
2. gid-specific component: B, = T st
3. Message;embeddz’ng components: I, ; = e(gq, 94)% - e(T, g)?mam,jt e(f, T)Vwiset,
Ay = Té=t,
For o <a” +1:

1. Linking components: Ry ; = g 73 ij — eV,
2. gid-specific component: B, = H(gid")%
3. Message-embedding components: I, ; = e(g,g)/=% - e(f, f)/=%1, A, = g%

e Column-specific components: Sample wy ¢4, vy0p < Zyn for all y € [n], £ €
[k],b € {0,1} and generates the components as follows:

For all (y,¢,b) € [n] x [k] x {0,1}: Cyep = H;Lb . gwaT,éy,g)b = gWu.ts,

After seeing the challenge ciphertext, B receives a guess bit b’ from A and it simply
forwards that as its guess bit to the challenger of DHSD assumption 5.
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Analysis of simulation. Finally, if T = gg, then B simulates the view of the hy-
brid 6, otherwise, if T" is randomly chosen element from the group G then B simulates
the view same as hybrid 7. Therefore, if A wins with the advantages €(-) then B breaks
the DHSD assumption 5 with the same advantage. Hence proof of the Claim 7.2 is
complete. O

This concludes the proof of index-hiding security. O

Lemma 4. If the modified-1 D3DH assumption 2 holds over the bilinear group BG, then
our EIPL-IBIPFE satisfies selective lower identity-hiding security as per the Definition 6.

Proof. We recall that in the lower identity-hiding security, it is required that no PPT
adversary can distinguish between the special encryption to the index-position-bit tuple
(* = (a*,y*),0*,b*) and (i* = (z*,y*),L,0) with non-negligible advantages. In the
secret key query phase, the adversary is not allowed to secret key query for the tuple
(i* = (z*,y*),id, gid*, u) such that idp- = b*. This proof technique is nearly identical to
that of Claim 7.2. Here, we just exclude the intermediate hybrids as mentioned in the
previous proof. Let (¢* = (z*,y*), £*,b*) be the challenge tuple provided by the adversary
A. Then the hybrid Hy- 3~ corresponds to the exactly same as the lower identity-hiding
game in which the challenge ciphertext is a special encryption to the index-position-bit
tuple (¢* = («*, y*), £*,b*) and similarly the hybrid Hy ; is same as the lower identity-hiding
game for the index-position-bit tuple (i* = (z*,y*), L,0). So the indistinguishability proof
to the tuple (¢* = (z*,y*), L,0) and (i* = (z*,y*),£*,b*) are similar to the Claim 7.2.

In the following, we discuss the secret key simulation where the reduction algorithm B
answers all permissible secret keys corresponding to the tuple (7, id, gid, u) as per the lower
identity-hiding security game. From the security restriction of this game, the adversary
cannot query for the secret key corresponding to the tuple (* = (z*, y*),ide = b*, gid™, u).
So all the key queries are of the form either ¢ # i* or idy # b* or gid # gid™.

for some exponents dj,d5 € Zy. Note that, the adversary is not allowed to query for the
secret key corresponding to the tuple (i*,id, gid*, u) such that idy« = b*.

If gid = gid*, A cannot query for the secret key corresponding to the index ¢* such that
id* = b*. In Table 6, we show how B generates all possible keys corresponding to the tuple
(i,id, gid, u). For gid # gid*, B generates the Ks, K3 secret key components as follows:

We assume that the adversary makes the maximum number of @) secret key queries
corresponding to the challenge group identity gid* and challenge index i*. Now, the
simulator chooses an integer kj < [k'] and sets an integer s = 10Q, a random k’-length
vector z = (z;) < Z¥ | a value 2/ + Z,. Additionally, the simulator also chooses a random
value w’ + Zy and a uniformly random k’-length vector w = (w;) + Z%. All these
values are kept secret to the simulator. Let us consider V* C {1,2,...,k’} be the set
of all ¢ for which the challenge identity gid] = 1. Let V* = {i1,42,...,ix}. Now, we
choose the z; values from z which correspond to the collection of indices V*. Then set
> ey~ % = kys — 2’ for uniformly chosen kj € [k']. Now, we define the function K(gid) as

K(gid) = 0, if2'+3cpyz=0 mods
g = 1, otherwise.

From the above definition of the function K, we can say that K(gid*) = 0 and for all
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Table 6: Simulated secret keys used in the lower identity-hiding game

conditions

sub-conditions

secret keys

on (z, )
Ky K2 K3
9 ez, - (Bdl _fq)<"/)z’u> /r\ ~
(z #z* Ay #y™) . :q)('rz,u> Zle[k] Cy,0,idg (DdT % )”: (Dg,H"
9q . 9q
(;d(i #_i*b)*A)/\ g(az,uf
g ~ ~ dy ¢y (Pa.u) ~ <
d = gid* 0 (B fg)\¥=
(gid = gid™) (% 2% Ay = y*) (DQTQ)<T“L'u> Zz;ﬁe* Cy,L,idy ! e~ (Dl )"
s~ - (D g2
(Bg"0) (T W ey 0% b* ol
q
g(am‘u)‘
~ e, P (B fq) (P> w) ~ ~
(@ =a" ANy #y™) (F.qrq)(rmyu) ZZ#” v bidg *q A~ (D"
TN~ ~ (D1 g2y N
P R B a
q
(i =i*)A _ glox,u). ~ (B gy (W u) ~ -
(idgx # b*)A (z=z*) A (y=1y") -~ i o~ (Dg, )"
(dd < o) (Fg;"%(%m Zle[k] Cunt.idg «<Ddfg;l;r">r Y
(g u)trg(ra,m)  (og,u). i o
(i = i*)A 9 _ “Ip — (o ,u) ng)) (Drga"
(dpxs =b)A | (@=2*) A (y=y%) (rocu) Y ey ridg s 2 )
(gid # gid*) F It - pir,darar )
Ty o 9q 9
gl&z,u (B91 fq)<‘¢'a:~u> ~ ~
(z#a* Ny #y")A ~ i P -~ (Dglayr
gy " Dreip Cutity (0% gy !
(i #£i*)A “ R
(idye’ # b*)n . . ~slee NS e
9 g = ~ ~
(gid = gid*) (w=2"ny#y") (Fgrq)<rz=u> Zle[k] Cy,L,idy (o BTy (Pgg™)
q q
(g u).
9
D (e ¥ _ (BA1 g, ) (Pax,u) ~ ~
(z#z* ANy =y") (Dggq) e ZZ;‘M* Curbiidg d*q d*:q ~ (Dg(;q)r
o~ ~ ~ . 2
(quq)<"'z'">cy,£*,idg* (D7 lgg )"
g
(= i) Sl ) g (ra ) () 2D o ?QT)
(idgx # )N | (z=2%) A (y =) 7~ ~ g A~ <qu w
(gid # gid*) leauy (7o) the[k] CyL,idg plirgdamam | R gD
9p ¢
(o u), (i, u) TED ~
(x # a*) A (y # y*) N <~9 )TZ . g { Iu)lisgli) (DT_q;L”)
@t v S (rpou eyt R (P )
(Dg;’]q) eelk])  Yobide ~Dd17‘9227‘qr Y F(Jgid)
(i # "N . ~~
(idpx = b*)A (ag,u) . — (b, J(gid) ~
(g4  ga*) (2= 2%) A (y £ 9%) ~ ~Te ~ o P T (D717
z=x yF#EY - ("‘:1:»“)2 .1 Cu.Lyidy gy (Yo, u)
(ng(I) L€ (k] g _Ddlrng'qT vg_ F(gid)
(g, u)
~ 9 o J (gid) ~~~
-~ . —(Yz,u) . TqT
@rEaAw=v) | (gt ™ Dvger it |9 T TED <D§iqq )
40~ ~ ~ d*r d;rqr — ¥z,
(B rq)<'r;,;,u>cy £% b ‘D71 g, .g Fgid)
9q £
ag,u)
~ 20 = () D .
(x# 2*) A (y = y*) (quq)ﬁ“mvu) Zz#z* Cy,L,idg g Fleid) (D7<‘gq“ )>
99°) T2 ~ g  (Pzau
o T ey o BoL e AL I )
(i # i)A (Pag™) o !
(idgx # b*)A J(gid ~
(gid # gid*) _ PICTRION _ — (g u) F(é'id% (Drg"T)
(e #2") A (y#) e S, ey T~ ;:
gy re(k] v Lidg reron B <g;(zgi,dq;>
9q . o i
J (gid) ~
(@=2a") Ay #y") o g<°‘§>~ < o P EED LA
ree vry g (T Cy,t,id Pl g (g )
(F_q;q) eelk] “YoLide -Ddlrg;i;TqT o F(lgid>
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gid # gid™ it becomes non-zero. Additionally, we set two functions as F(gid) = N — sk} +

2+ ey zi and J(gid) = w' + 37, ), w;. The simulator assigns the public parameters
N ’ ’ d. d . . L.

9 = fN-kste gt — g rg.? and O; = frigWi = ggp”g;iq’l. Now B answers remaining

secret key components as

J(gid)

3 . e
K2 =g (Ya,u) F(gd) . Ddlrgq27"q7"

— g_<'¢'mau> i:]‘((il‘i)) H(gld)r
(P ,w) ’

— W) (fF(gid)gJ(giol))T'_W = ) <fF(gid)gJ(gid))r = f(¥= " H(gid)"

~ (Po,u) (Yo ,u) ,
T Ter = ; r— ; r
K3 = (D gqq ) g FED =g Fd =g

(y,u)
F(gid)
for any key query corresponding to the group identity gid # gid*. This implies that the
function F(gid) #0 mod N for any such group identity (since we assume N > skj for any
reasonable value of N, s and %/, see Lemma 9).

Thus the above shows that the reduction algorithm can perfectly simulate the lower
identity-hiding game. This implies that the scheme satisfy lower identity-hiding security,
assuming that the modified-1 D3DH assumption 2 holds. O

Lemma 5. If the assumptions 2,5,6 and 7 hold over the bilinear group BG, then our
EIPL-IBIPFE satisfies selective upper identity-hiding security as per the Definition 7.

We implicitly set v’ = r— . So from the construction of K function, we get K(gid) # 0

Proof. The upper identity-hiding security requires that no PPT adversary can distinguish
between the special encryption to the index-position-bit tuple (¢*, £*,b*) and (i* + 1, L,0)
with a non-negligible advantage. In the security experiment, the adversary makes only
one secret key query for some index position and it is not allowed to make only key query
for the tuple (¢*,id, gid", u) such that id;~ = 1 — b*. To prove the Lemma 5, we consider a
sequence of hybrid games as discuss below.

Hyb, : This hybrid corresponding to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (z*, y*), £*,b*).

Hyb, : This hybrid is similar to the Hyb; except that the column components as in the
table below.

Table 7: Computing column components for (y,¢,b) € [n] x [k] x {0,1}

Cy,ep Cy.ep
(y>y)Vy=y AL#L) Hy gy h"ve? grrty
(Y <y )V (5, 0) = (Y, 7)) | H gy BOwen™ - VTwnr | gvee  Juer

In words, we can say that the ciphertext component Cy= ¢« 1_p+ also includes random
elements from the subgroup G, whereas in Hyb; only Cy- ¢« 3= for the index position ¢*
include a random element from the subgroup G,,.

Hyb, ;- where (¢,b) € [k] x {0,1}: This hybrid is the same as Hyby except that the
column components in the challenge ciphertext are computed as in Table 8. In words,
we can say that the challenge ciphertext ciphertext components Cy« ¢ for £ < ¢, or £ =
¢ and b < b include a random element from Gp.

Hyb, : This hybrid is similar to the previous sub-hybrid Hybs ;. 1 except that the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* = (z*,y* + 1), L,0).
Here y* = n could be equal to n. In that case, the special-encryption algorithm can be
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Table 8: Computing column components for the sub-hybrid Hyb

by 75
Cy,é,b Cy,é,b
(y>y" )V
(y=y*Nl¢ [ ] U {e }) HZ,Z,bhwy’E’bT guved
(y=y* AL=ELNb>Db)
(y <y")V
(y=y" ACE[L—TULENV | Hygyhonts VI | gones
(y=y*ANL=LAb<D)

directly extended to the encryption of such position.

Hyb;. This hybrid corresponds to the upper identity-hiding game in which the challenge
ciphertext is a special encryption to the index-position-bit tuple (i* + 1, 1,0). Note that
if y* # m, then the hybrids 4 and 5 are already identical.

Next, we discuss about the indistinguishability of the above hybrids.

Hyb, =~ Hyb,: The indistinguishability proof of the hybrids Hyb; and Hybs is identical

to Claim 7.2 and Lemma 4.

Hbe i Hyb3 T 1.341) mod 2° : If the modified-1 D3DH assumption 2 holds then there

does not exist any PPT adversary that can distinguish between the sub-hybrid Hyb

and the sub-hybrid Hyb, - T 1.{41) mod 2
Ifl = £*, sub-hybrid Hyb 7718 identically equals to sub-hybrid Hyb3 T 1.@41) mod 2

otherwise there have two cases dependmg on the secret key query phase

3,65
with non-negligible advantage.

Case 1. Adversary makes a key query for index tuple (j,id, gid, u) such that j = i* A idf[:
b Agid = gid*.

Suppose on contrary, there exists a PPT adversary A which can distinguish between
the sub-hybrids Hyb, -+ and Hyb3 T E-154+1 mod 2 with non-negligible advantage €(-). We

construct a PPT reductlon algorlthm B which breaks the modified-1 D3DH assumption 2
with the same non-negligible advantage as

2 2 3 4 3
(BG7gpagq7A:gng:gzaC:g;;D:gz aE:gZ CaF:gz 7G:gg aH:g]l; CvT)

where T is either g“bc or an uniformly random element from the sub-group G,. Next, B

receives a challenge tuple (1}, 17, 1%, 1% 1m, (3%, 0*,b*),gid™) from A. Then, B generates
the master public key and sends it to A. After seeing mpk, the adversary makes polynomial
numbers of secret keys for the distinct index positions ¢ under some admissible conditions.
Then B simulates the public keys, secret keys and the challenge ciphertext and sends it to
A. Finally, the adversary outputs a bit b’ as guess which B uses to breaks the assumption
2. As the reduction plays the game with its challenger in the subgroup G, so everything it
can choose from the subgroup G, by itself. Let us implicitly set the exponents as below

— ab b — e 2
p = b Tpar =0 Tpar i Cpyrebr = C A Cpyr e pe; Ty = 7,
Spar = Spu= /b Coy T3 = € +c o T8

where 7p 5+ j, sp % c ~+ and ¢p 4+ ¢~ p= are the random exponents. Also, we implicitly

D,y* Z b
set h, = B = gp and f, = B% for dy uniformly chosen from Zy. Setting the exponents
allows to simulate the public key, secret key exactly as well as the challenge group elements

T, that can be programmed in the challenge ciphertext components, Cy* xS
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Public key simulation. The challenger B chooses random generators hg, f; < G4 such
that h = hyhg = Bhg, [ = fpfq = BY fq. Sets hy = g2, fy = gg/ for some exponents
d,d" € Zn. Now, the challenger B generates the following components:

e General component: Sample 3 < Zxy and compute F,; = g?.

¢ Row-specific components: For all « € [n],j € [m] sample 7 j, 0y j, Vs j < Zp,

Ty = Zy and computes Eq, ; = ggrqrm'ijq,w,j = hgrqrm'jv Gyj = €(9q> 99)7,
Wi = e(fq:9¢)7"7,

~ ~

(Dgg")=  if & # a7, (Fhio)red if o # o*
E-ij: T 7F.’1¢,j: e y
(Fgq")™=7  otherwise. (Ghg*)™=3  otherwise.

Waj; = e(ngp)dlwm'je(fqagq)d}m Va
Gaj=¢e(g,9)* Vu

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample
1/ .

Cytby Ot < LN, Ve < Ly and computes Vpp = g0 gt Vi, = hote,
Cgonteif (y,£,b) = (y7, £, b°)

Hyop = C~lgoe if(y,0,b) = (y*,4,b)

gevtb otherwise.

e gid-specific components: The challenger B samples random group elements
9, + Gy, 9, < G4 and for all i € [K'] samples ¥, ; < Gp, 9, + G, such that
9 = 19;’[9:1, I = (79p,i79q,i)ie[k’]- The challenger B sets H(gld) = (191/019:1) HiGV ﬁp’iﬁq)i =
V' [[;ey Vi and Hy(gid) = 97, [ [,y Uq,i corresponding to any group identity gid.

Using the modified-1 D3DH instance, the challenger B sets the master public key as

BG, g = gpgq, h = Bhg, f = B4 fo, 0, 9.8 ,9, (9" Yiepw), . Hy, By,

Eq,x,aﬁ Fq,zm Gq,m,j? Wq,:r,j

mpk = F |
E, iy L'x,gs Gw j 2 W n
g Fa,j J J (z,§)E[n]x[m]

{Hy,&b}(y,e,b)e[’ﬁ]x[k]x{o,1}v{fo;b,v&b (6.0) K] x {0,1}
Secret key simulation. To answer the secret key sk, corresponding to the tuple
(i,id, gid, u), B samples a random value 7 < Zy and sets r = 7- 7. For the challenge group
identity gid*, it computes H(gid") = ggigg; where dj,d5 <~ Zy. In the secret key query
phase, A is not allowed to secret key query corresponding to the tuple (i*,id, gid*, ) such
that idg« # b*. Now, B simulates the secret key corresponding to the tuple (7, id, gid, u) as
the Table 9.

To simulate the secret key components K, and K3 for the case gid # gid*, we assume
that the adversary makes the maximum number of () secret key queries corresponding to
the the challenge group identity gid* and challenge index i*. Now, the simulator chooses
an integer k| « [k'], sets an integer s = 10Q, a random k’-length vector z = (z;) « Z¥
and a value 2’ + Z,. Additionally, the simulator also chooses a random value w’ < Zy
and a uniformly random k’-length vector w = (w;) + Z%. All these values are kept secret
to the simulator.
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Table 9: Simulated secret keys used in upper identity-hiding game

sub-conditions

secret keys

conditions on (z,y) & idw
b
Ky Ko K3
g(oz,w). (B91 fq)(Pa-w) ~
(@ #2*) A (y # y™) ~ P .~ Tq .y
(i # i*)A (D.q;q)( > >Zz€[’“] wiLide (%1 932 4Hr (Pgq™)
idpx = b*)A
(‘(ge?d = gid*)) _glemm (B pq) (b w) ~ ~
(@ =a*) A (y # y™*) ) o 0 * iy T Dgl T
(Fap®) Zze[k] y,6idg (0% g2 T (Pgg™)
(@ #2*) A (y= y*)A J(oxa) g7‘q<7'g;,'u.) Zee[k] Cy,L,idy (Bdlfq)w/f,u) ~
(id~ b) { ~ ax dirq (Dgp )T
Coy 0 ~ . 14 2 9yr q
‘ P DAL TN (0 Teg™ )
(@ # a*) A (y = y*)A _gleww) (Bdlfq)<¢/~’f'u> ~
id~= - T c i * d¥p, Tqyr
(wZ b) (Dg;q)<r u) Zze[k] y,€,idy -(Ddl g;iQ rq),r, (Dggh)
glaa,u). (B fq) Pz w) —
(z # 2*) A (y # y*) s P . g~ rq\r
(i # i*)A (Dygq)<rl h Z"E[k] “u.tiidg (0% 922 Hr (Pgg™)
(idyx # b*)A
(& — gid*) _ g<a§>_ _ (B4 fo) (b w) ~
(e =2") Ay #y") ~ (o) o Y~ ra
” , .1 Sy boidg dr dyrq. . (Dgg™)
(Fgg?) £tk (DT g 2 ) a
(x # a*) A (= YA RO -grq('rz-,u) Zle[k] Cy,L,idy (B9 fq)<1p/i,;,u) ~
(id~= b) d ~ @ dirg (Dg"OyT
Y i ~ (D%1g,2 T q
) «E*pzfe{k] Y (rg ) (P hog™ )
(m#x*)/\(yv: y*IA ~g<am‘u>- . (Bdlfq)ﬁl’jvu) P
s (Dgf0y " D repn) vt (ol BTy | (Pea)T
g
(i = i*)A (z = 2*) A (y = y*)A ~g(am,u . N (Bdlfq)<""~’ﬂvu> ~
(idgx # b*)A ide o b) -~ u Cy g . g~ Tq\r
(g4 = ga”) = (Fg;.q)m, )2 e vt ie (0% gg2" ) (Paq )
(i = i*)A (x=a2%) A (y = y™)A _glewm (BN fg) (b, u) —
(idgx = b*)A L ~ ‘ ) . R~ r
(sid = gid”) (=" gty Drep “vte (%1 g2 0y (Pgg)”
q
. J(gid) ~
(i = i*)A (z =) A (y=9y")A o~ g<a§). _ g_<wm’u)F(gid) (DTg;‘IT)
id)x = b*)A (id~= b) o (rg,u) Cy.0,id FadpTmnt (o, u)
(‘(glid b gid*)) P’ (ngq) eelk] Yoo -Ddlrgj2 TqT ‘g* F(gid)
g (e Py J (gid) ~~
@=a") A =vIN | (agu), a(raw) Zee[k] yibidg o~ e Fga (Drgia™)
(id~# b) T~ " g sy _ (p )
‘ (pLetelk] Cy,L,idg i) D 1"g 2 g Flgid)
(o u) — (i u) ED ~
~9 ~ F(gd) . r,Tq
(@ # 3 A (y# y*) ORCTD Cy.eidy ¢~ *A(g') e <quzyu>>
(i # i*)A “(Pgp?) felk] DdlfgsZ“‘r g F(gd)
(idps # b*)A - ~
(gid # gd™) g(am,u) —(Yz,u) 1:1((g'i)) : :‘\qr
(z=a*) A (y # y™) ) E :/y‘é o g ~ *Ag~ S <iquu)>
.(FQPQ) Le(k] _Ddlrrg‘qig"'qr g Fl@d
o (s P 3 (gid) ~
(= # &%) A (Y= y*)A oo u) a(raw) Zee[k] Y, biidg o~ e Figa) (Drgra™)
(id~ = b) ¢~ - g Sy _ (g, w)
b (pLtelk] Ve po1 (g ) D 17,2 g Fl@d
J(gid) ~
(z # ) A (y=9y")A o~ g<a§) _ g—(ww,u)F(gid) (DTg;qT)
(id~ # b) o ra,u) Cy.0,id NadpT N (P, u)
b (D)) S R plirgdzrem |~ F
gle ) — (i u) PED) ~
~9 ~ F(gid) . r,Tq
(2 #2*) A (y #y*) T (rpu) Z Cy.b.idy g ~ *A(EN) (D (quz,u))
(i # i*)A “(Dgp") ekl Ddﬂ‘gsZ“?r R )
(idpx = b*)A
(84 # gid*) g _ J (gid) ~~
gloa,u) (P, u) F(gd) (D" rqT
(2 =a*) A (v # y™*) R D O <i?£,u)>
.(FQPQ) Le(k] _Dd1'r>g;12"'q7' S )
J(gid) ~ o~
(z #a*) A (y =y") R Ng(agf B g—(wm,u)F(gid) (DTg;qT)
Alid~ = b) rq (T2 w) Cy,2,id Mgl g (b ,u)
b (Dgpq) te(k] ¥t _Ddlrgj?rqr o F(ghx
g (e P J (gid) ~~
(@ # 2) A (y=y") glew ) alraw) Zee[k] y.bidg o~ e R (Drgla™)
Alid~ # b) » - - Pndt sy _(brw)
b (pLtelk] YV EEL | g (re u) DT g2 g Fl@d)
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Let us consider V* C {1,2,...,k’} be the set of all ¢ for which the challenge identity
gid? = 1. Let V* = {41,142,...,ix . Now, we choose the z; values from z which correspond
to the collection of indices V*. Then set }_,,,. z; = kys — 2’ for uniformly chosen k] € [£'].
Now, we define the function K(gid) as

K (gid) 0, if 2+ Ziev'zi =0 mod s

1, otherwise
So, from the above definition of the function K, we can say that K(gid*) = 0 and for
all gid # gid® it becomes non-zero. Additionally, we set two functions as F(gid) =
N — ski + 2/ + > ,c 2z and J(gid) = w: + > iy wi- The simulator assigns the public
parameters o/ = fN-kis+z" . g’ — gz”gjq and ¥; = frigWi = gg”’iggq’7'. Now B answers
remaining secret key components as

J(gid)
F (gid)
J(gi

Ky = 97<wz’u>
_ gfw,z,u)ﬁH(gid)r

. Dd;?gg; Tq:

_ (e ,
— f(Ya,u) [ (F(gid) J(gid)) FED F(gid) ,J(gid)
f 8% 8%

(P, u)

— f('zpz,u> (fF(gid)gJ(gid))Tf F (gid)

’

— flwesu) ( P& gJ<gid>)
— ) H(gid)"

~ (hp,u) (hz,uw) ’

K3 = (DTg;;qr) . g_W = gr_ F(gid) — gr

We implicitly set v’ = r— %”é IZ;?. So from the construction of K function, we get K(gid) # 0

for any key query corresponding to the group identity gid # gid*. This implies that the
function F(gid) # 0 mod N for any such group identity (since we assume N > sk for
reasonable values of N, s and kj. We prove this in Lemma 9).
There have some restrictions over the key queries to the key generation oracle i.e.,
— Adversary A can not query for the tuple (i,id, gid, w) such that i = i* Aidp #
b* A gid = gid™.
— In Case 1, the adversary can make a query for the tuple (i,id, gid, u) where i =
it Aidy= bA gid = gid". If the adversary makes a key query for the challenge index

position * with idzyé b and gid = gid", then the challenger B aborts.

Ciphertext simulation. The challenger B samples the random exponents 7 € Zy, t, <

dr d:
Zy and for the challenge group identity gid*, B computes H(gid") = 9" [];c\- Vi = 95" 94"
and H,(gid")? = 19:15 [Licy- 195714 = gff‘* for some random exponents dy,dy € Zy. Now, B
simulates the challenge ciphertext components as follows.

¢ Row-specific components: Sample 0;,v;,¢; < Zy forall j € [m] and ey, fz, dy, Sz
+ Zpy for all x € [n] and categorize the components according = > x*,x = z*,x < z*
as follows:

For z > z*:

RTJ — FSmT

1. Linking components: Ry ; = E>* praPs

q,%,5°

2. gid-specific component: B, = Hq(gid*)ﬁgﬂtk
3. Message-embedding components: I, ; = e(gq,9q)" GZ’;’QJ Wyw i, Ay =

t
sate,
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For z = z*:

1. Linking components: R, ; = (Dgy" );’”avﬂ',ﬁz,j = (Fhy* )FSVJH'T.

d(’;sxtq

2. gid-specific component: B, = Adfgz’gq
3. Message-embedding components: I j = e(gq)gq)uje(g,Agéq );Nw-e(B7A)dfwz‘j§$
e(fqr9q) V795, Ay = (Agg')*.
For oz < a*:
1. Linking components: Ry ; = gﬂsvszjvﬁmyj — etV
2. gid-specific component: B, = H(gid*)dw_
3. Message-embedding components: I, ; = elg,9)f=% - e(f, f)f=%1, A, = g°=.

e Column-specific components: Sample Wy ¢, vy < Zy for all y € [n],£ €
[k],b € {0,1} and generates the components as follows:

For (y>~y*)\/(y:y*/\€>z)\/(y:y*/\€§é[Q”V]U{E*})\/(y:y*/\ﬁzz”v/\b>~):

. t -~ ~ _""
Cy,@,b — g;y,l,b q hwy‘[’b‘racy,é,b — A Cy,l,b/"-gwy,l,b.

For y=y* AN/l = (AL = b Cyep = ggy”*btq Tyt ST, éyyg,b = A*ng’f’b/Tgayv“.
For (y <y*)V (y=vy* /\€<Z)\/(y:y*/\fe ([Z, 1] U{E*})Ab<g): Cyrp =

Wy, e,b

Cy,e,vtq 10, b VU b Y —
9q A G

After seeing the challenge ciphertext, the adversary guesses a bit b’ and it forwards to the
modified-1 D3DH challenger of assumption 2.

Analysis of simulation. If T = ggbc then B simulates the view of Hbe,ZJr,l‘;—l;g *1 mod 2
otherwise if 7" is a random group element from the subgroup G, then B simulates the view

of sub-hybrid Hyb, > Therefore, if the adversary .A wins the game with an advantage (-)
then B breaks the assumption 2 with same €(-) advantage.

Case 2. (otherwise) The proof technique is similar to the proof of Claim 7.2 and
Lemma 4.

In this case, we use the same proof strategy as used in Claim 7.2 and Lemma 4, where the

~
r{Pyx,u)c  ~~

reduction algorithm does not need to know the value of the group element g v*.eb
for answering the key queries.

Hybs; ~ Hyb, : The proof of the above indistinguishability of hybrids Hybs and Hyb,
are identical. No adversary can not distinguish between these hybrids with non-negligible
advantage.

Hyb, ~ Hybs : The indistinguishable of the hybrids Hybs; and Hybs can be classified
into two cases.

Case 1. If y* # n, then both the hybrids Hyb, and Hybjs are identical.

Case 2. For y* = n then the indistinguishability follows from the sequence of hybrid
games which is similar to the claim 7.2. In particular, Hyb, as described above is similar
to the hybrid 2 and Hybj is identical with the hybrid 7 as described in the claim 7.2. Thus
this indistinguishable follows from the claim 7.2.

This concludes the upper identity-hiding security game. O

Lemma 6. If the D3DH assumption 1 holds over the bilinear group BG, then our EIPL-
IBIPFE satisfies selective message-hiding security as per Definition 8.
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Proof. Suppose the adversary A is a PPT adversary against the message-hiding security
of the our EIPL-IBIPFE scheme. We construct an algorithm B for breaking the D3DH
assumption 1 that uses A as a subroutine. To prove the message-hiding security, we
consider two hybrid games. The first hybrid is the same as the original message-hiding
security experiment as in definition 8. In the next hybrid, we change the distribution of
the master public key, secret key and the challenge ciphertext, where we first sample a
random vector 1, and set ¥, = F' 1, for some z € [n]. The matrix F is a full rank
matrix chosen such that F(v(o) — v(l)) = e; where v(9), v(1) are the challenge message
vectors submitted by the A and e; denotes a m length vector as (1,0,...,0)". Assuming
the D3DH assumption holds over the bilinear group BG, we show that the adversary can
distinguish between the challenge ciphertexts with negligible probability.

Hybrid 0: This hybrid is the same as the message-hiding security experiment as per
Definition 8.

Hybrid 1: The hybrid is identical to the previous hybrid except for each identity gid, the
challenger samples the master secret key msk as follows:

(a) Samples uniformly random vector ibv:c = (7:/;%1, JxQ, e ,@Zm,m) for all 7:/;%]4 € Zy and
x € [n].

(b) Samples a uniformly chosen full rank matrix F € Z*™ satisfying the relation
F(v(® — v(l)) = e; where v(9), v() are the challenge messages vectors of length m.

(c) Sets ¥, = FT{#VQC instead of sampling uniformly random as in Hybrid 0.

In the adversary’s view, the master public key mpk, the secret key associated with the
tuple (i, id, gid, ) where ¢ > ¢* and the challenge ciphertext ct, ) is simulated as below.

Public key: All the components of mpk are generated similarly as Hybrid 0 except
Wz = (e(fq,9¢)PF¥=); and W, ; = (e(f, g)¥¥=); where (g); represents the j-th group
element from the vector g = (91,92, -- -, gm)-

Secret key: We consider V C {1,2,...,k'} be the set of all ¢ for which the i-th component
of queried group identity is non-zero i.e., gid; = 1. The secret key sk, components
corresponding to the tuple (7,id, gid, u) are set as

Ky = g% (] Hyia) ™, Ky = fPFH(gid)", Ky =g
Le[k]

where r =7 -7 with 7 < Zx.

Challenge ciphertext: For the challenge group identity gid*, consider V* C {1,...,k'} be

the set of all ¢ such that gid; = 1. All the components of the ciphertext except A, By, Iy ;
for z > z* and x = x* are similarly generated as Hybrid 0.

Table 10: Computing row components of the ciphertext for x € 1]

vaj Rw:j Ay B, IIJ-
T Fo0) (20 _5(D s
(e(gq,gq)F (Fv b (v vy e(gq,gq)ﬁ ztog
x>a* | B | FSET | gftee | H,(gid*)tewh T~
I o -e(gq, fq)P"7F W)J-
T (Fo0) _p (00 _o(D
* E® FeaT ts H(gid*)"** (e(gq’g“)F o o v elg gyt
r=x ow o greT gid™)*s= T~
)
w<at | gt | AT gt | H(gid") " e(g, )% - e(f, ))f= %

Since, F € Z'}*™ is an orthogonal matrix, then the following two distributions are
equivalent.

(o : 9o Zi, @ € [Al} = {F by : P Z}, @ € [A]}



Subhranil Dutta, Tapas Pal, Amit Kumar Singh, Sourav Mukhopadhyay 53

Suppose on the contrary, there exist a PPT adversary A that can distinguish between
the Hybrid 0 and Hybrid 1 with non-negligible advantage e(-). Then we construct a PPT
adversary B that breaks the D3DH assumption 1 with the same non-negligible advantage as
follow. The reduction algorithm B first receives the bilinear challenge from the challenger
as

(BG,A(] = g;qu = ggacq :g;aT)

of the D3DH assumption 1, where BG = (p,q, N, G, Gr, g, e(+,-)) is a group description.
The elements a,d, ¢ < Z, are random integers and the element T' = g7 is either ggdc or
random group element from the subgroup G4. The algorithm B works as follows:

The adversary B implicitly sets the following vector of length m as

a; =(a,6z2,...,0;.m); d=(d,...,d); c=(c,...,c)

where it random samples az 2, ..., Gz m < Zxn. We define the notion u ® v by component
wise multiplication of the vectors u and v. In this case, a ©d = (ad, az 2d, ..., az,d) = da.

To generate the public key, we implicitly set 1Zq7x =ag, fq=Dgand t; =c.

Public key simulation: Without loss of generality, we assume that the adversary
makes the maximum number of ) queries and the challenge group identity gid® and
challenge index i*. Now, the simulator chooses an integer kj < [k'], sets an integer
s = 10Q, a random k’-length vector z = (z;) + Z’;/ and a value 2’ < Z. Additionally, the
simulator also chooses a random value w’ < Zy and a uniformly random k’-length vector
w = (w;) + Z’f\;. All these values are kept secret to the simulator.

Let us consider V* C {1,2,...,k’} be the set of all i for which the challenge identity
gid; = 1. Let V* = {i1,142,...,1x}. Now, we choose the z; values from z which correspond
to the index set V* and then set ) ;... z; = kjs — 2’ for uniformly chosen k7 € [£']. Now,
we define the function K(gid) as

K (gid) — 0, if2/+3>,c,2=0 mods
eI = 1, elsewhere

So, from the above definition of the function K, we can say that K(gid*) = 0 and for
all gid # gid® it becomes non-zero. Additionally, we set two functions as F(gid) =
N —sky + 2" + 3 ey 2z and J(gid) = w' + >, ), w;. The simulator assigns the public

’ ’ d. d . )
parameters ¥ = fN7kistZ g — grg9 and ¥; = frigV = gz””gqu’l. From the

adversarial perspective, the distribution of the public parameters are identical to the real
construction.

The challenger B chooses random generators h, < G4 and hy, f, < G, such that
h = hphg, [ = fpfq. As mentioned previously, we implicitly set f, = Dy. Now, the
challenger B generates the following components:

’
w

¢ General components: Sample 8 < Zy and compute E, = gg.

e Row-specific components: For all x € [n],j € [m] sample ?w,j,aw,j,lzx)j — Zn,

7" ¢ Zy and computes Eq , j = gflilrm’jv a@,j = hqB:T‘z'j ,Goag = €(94:90)°%7, Wyai
= (E(D(pggF az))JvET,] = grrz']vFr,j = hTrz’JvG.”I:,j = e(gvg)az’]aWr,j ==

Tas Fltbpo
(e(prqagg “9p ))]

e Column-specific components: For all y € [n],¢ € [k],b € {0,1}, sample
Cyt.0y00p < ZN,Yep <+ Zp and computes Hypp = goutt, Vo = g0 gy Vi =
hoeo,
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e gid-specific components: The challenger B samples random group elements
19’ — Gp,ﬁ +— G4 and for all ¢ € [K] samples ¥p,; < G,, Y, < G, such that
19’ 9,0y, 19 (U, 19q i)ick]- The challenger B sets H(gid) = (9,9,) [[;ey Up.i¥q: =
V' [];cp ¥ and H (gld) 19’ Hiev ¥4.: corresponding to any group identity gid.

Using the D3DH instance, the challenger B sets the master public key as

BG?Q = gpgqah = hphqaf = pr 19/,19(1/3’19’ {ﬂqﬁ,i}ie[k’]aHquaEqa

y Eq s Fow5, Gawir Waa,
mp = bl
E,: F,: G, W N
iy (.)€ x[m]

{Hy)&b}(y,e,b)e[’ﬁ]x[k]x{o,1}7{Vf,b,vﬂ,b (6.0)E[K]x {0,1}

Here, the exponent gg= is computed as

(99,9972 -+, 9g"™) = g *"

Ay

9q

Secret key simulation: B answers the secret key sk, associated to the tuple (3, id, gid, u)
as describe below. We consider two cases. Before going further, we consider V C {1,...,k'}
be the set of all j such that gid; = 1. Let i = (z,y) be the row wise representation with
7>,

Case 1. If the group identity gid # gid®, B simulates the secret key as follows:

;\(rz,u)
Ky =gl | 1] Hytia,

J (gid)

F(gid) Hq(gid)r

e amv u)
Ky = fzgww,p, ( fr (gid) ,J 7 (gid)) " g
(az,Fu)

b, i i a u) i i " i i T F@Ed
:fpg%,p, (ngcn J(gid) f< . F (f§<gd)gg<gd)) (f§<gd)gg<gd)> g

_ (ag,Fu)
F (gid)

)"

)"
- fﬁz,p, (fF gid) Jgud)) fla=Fu) <qu<gid>gg<gid>)
_ f{Pen T ( FrE) Jgud)) flas P ( f§<gid)gg<gid))T3

op Fu) flag , Fu) [ (F(gid J i \"? [ F(gid) J(gid)) "
:f’g«p, >fq< ><f (gid) (e )) (fq<€ >gq<g ))
= fipenF floe FOR(gid)” = £ H(gid)”

r’ —((a,az,2,..., ag,m),Fu)- F(gid)

K3 = Qp Qq
= gppgqq =g
We implicitly set 7, = r — % and 7y, is randomly chosen. So from the construction

of K function, it can conclude that K(gid) # 0 for any key query corresponding to the
group identity gid # gid*. This implies that the function F(gid) #0 mod N for any such
group identities (as we assume N > skj for reasonable values of N, s and %/, see Lemma 9.
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Case 2. If gid = gid™, B responds the secret keys as follows:

~
r{ry,u)

Ky =g | 1] Hyeia,
Le k]

Ko = gy fiore ) ((7RE0 g E0))

— géade,Fu)fzglpp,z,Fu) ((fF(gid*)gJ(gid*))r>

— fé(a,azyz,.“,ax,m),Fu>fzg'lfpvp,z,Fu) ((fF(gid*)gJ(gid*))T.)

_ f;az,meéwp,m,Fu) ((fF(gid*)gJ(gid*))r)

= f<17’/z7Fu>H(gid*)7'
Ky=g"

where the second equality follows from the fact that (a, © d,Fu) = dp with p € Zy is
known to the challenger B. So from the formation of the matrix F, we have F(v(®) —v(1)) =
e; and for gid = gid*, the queried secret key associated with the vector u satisfies
the condition (v(® — v u) = 0. Therefore, we have (e;, Fu) = 0 which implies that
(az ©d,Fu) = ((ad, az,2d, ag 3d, ..., agmd), Fu) = dp for some p € Zy.

Challenge ciphertext simulation: The challenger B samples the random exponents
T € Zn,t, < Zn and simulates the challenge ciphertext components as follows.

¢ Row-specific components: Sample 0;,v;,¢; < Zy forall j € [m] and ey, fz, dy, Sz
+ Zy for all x € [n] and categorize the components according = > x*, 2 = z*,x < z*
as follows:

For z > z*:

.. . _ 18a D ISaT
1. Linking components: Ry j = E.% . Ry j = F %

2. gid-specific component: B, = Cgs””JQ(gid*). Since, N —kjs + 2 + > ,cp.2i =
N = pq, this implies fé\' = 1. Therefore B, = H,(gid*) =t = Cfsqu(g'd ),

3. Message-embedding components: A, = C’fsw,

)FT(FvWLbel)e(

9a-9¢)75 7 e(gq, 9

.
Log =115 = (elo0- (o))

FT(va)—bel)e( ﬁsmchT(a,am,z,...,am,m))

- (e(9q>gq) 9a+94)"°* % e(gq. 9q)
= (elgar 9a)™ 0 elgy, 9,) 0 elgy, ) F (et

T 0) _ T~
= (e(gq,gq)F (Fv bel)e(gq’gq)ﬁsztaze(gq’fq)ﬁsItF 1/;1)

J
J
J

For x = z*:

D 1SaT

R, ;= Fm,j .

1. Linking components: Ry ; = E;Tr

2. gid-specific component: B, = (Cygy”)*" €47,
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3. Message-embedding components: A, = (C'qg,t,”)sz,

2 FT(Fv(0) —p
Log =12, = (e(90, 907 T 7°Ve(gq,90)7 " e(gp, 9p) " 7"
2dF | (a,ag 2, . T
e(gq,g; (a,ay o az,?n))sme(gp’fp)smtpl‘“ ¢p,m)j
F(Fu(0) _p szpe
= (E(gq,gq) e el)e(gqvgq)gwragc

T T
e(gp, 9p)°* P T e(gq, gg) "* I (M2t e (g, gy )0 R F ”’W)j

FT(Fv(©) —p sgcor
= (E(Qq,gq) e el)e(gqv gq)qmcat
. T . T
€0 99)7 PV (g, £ F G vn ey, ) )

FT(Fv(O)—bel) )swtqaw sptpog

= (e(gmgq) e(9q: 9q e(9ps gp)

wtgF T b, wtpF T o
€(gar fa) 10T P elgy, )T )

For z < z*:

TV .

1. Linking components: R, ; = gsmgi,ﬁw,j = h%
2. gid-specific component: B, = H(gid")%.
3. Message-embedding components: I, ; = e(g,g)/=% - e(f, f)/=%1, A, = g°.

e Column-specific components: Sample wy ¢,vy0p < Zy for all y € [n],£ €
[k],b € {0,1} and generates the components as follows:

For (y > y*) V (y=y* A (£,b) # (£*,0*)): Cyrp = (C'qg;tf)cy’@*b : hwy*e’”,éy,e,b =
gwy,l’«,b.
For (y <y )V ((y7£7b) = (y", 0, b*)): Cy,f,b = (Oqg;’p)cy’e'b'hwy'l’bT'VZ?MT’ Cy»fab =

17 Vy,0,b
grenn Vi

)

Guess. If A guesses the challenge bit b + {0, 1} correctly, then B returns 1 otherwise it
outputs 0. We consider w, = dc(a,az2,...,0z,m) = (T,dcag 2, . .., dcag,m) where gg are
the challenge elements. If 7 = adc, then all the secret key and the challenge ciphertext is
properly distributed. In particular, the challenge ciphertext is an encryption of message
vector v(®). Therefore, in this case, A outputs b = b’ with advantages % + negl(\) where
negl(\) is the advantage of A in the message-hiding security game of the EIPL-IBIPFE.
Otherwise, if 7 is randomly generated from Z, then the challenge ciphertext components
I, ; uniform element from the target group Gr. So the A can not get any information
about the challenge bit b from this component. So, A wins the game with the probability
%. Hence, from the hardness of assumption 1, it can conclude that A has a non-negligible
advantage against the proposed EIPL-IBIPFE scheme achieves the selective security. This
completes the message-hiding security. O
Therefore, it concludes the security of our EIPL-IBIPFE. O

EI-TIBIPFE from Pairing. Combining Theorem 4 and 3, we obtain the following
corollary.

Corollary 1. If the assumptions 1, 2, 3, 5, 6 and 7 hold over a bilinear group BG, there
exists a selectively secure EI-TIBIPFE with the following properties:

o The size of the master public key is m.v/n - k - poly(\)
o The size of the secret key is logn + k + k' + poly(\)
o The size of the ciphertext is m.v/n -k - poly(X\)

where n denotes the number of users in the system, m is the length of input vector and
k,k' are the parameters of user identity and group identity spaces respectively.
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A Additional Preliminaries

A.1 Bilinear Groups

A bilinear group BG = (p,q, N =p-q,G,Gr,g,e(-,-)) consists of the two primes p, ¢, two
multiplicative (source and target) groups G, G (respectively) with the order |G| = |Gr| =
N, g as the generator of the group G and a bilinear map e : G x G — Gp. It satisfies the
following:

— bilinearity: (g%, g*) = e(g,g)® for all g € G, a,b € Zy and
— non-degeneracy: e(g,g) is a generator of Gr.

A bilinear group generator Ggg.gen(1”) takes input the security parameter A and outputs a
bilinear group BG = (p,q, N, G,Gr, g, e(+,-)) with a A-bit composite integer N = p-q. We
consider G, and G4 as the subgroups of G and their orders p and g respectively.

A.2 Identity-Based Inner Product Functional Encryption

An IBIPFE scheme for a identity space' GID = {{0,1}*" : k' € N} and a message/key
space Z™ consists of four PPT algorithms IBIPFE = (Setup, KeyGen,Enc, Dec). The details
about these algorithms are given below.

e Setup(1?, 1%, 1™) — (msk, mpk): On input the security parameter A, a length k' of
identities and a vector length m (as unary), the trusted authority generates a master secret
key msk and a master public key mpk.

o KeyGen(msk, gid, u) — sk,,: The trusted authority takes as input the master secret key
msk, an identity gid € {0, l}k/, a vector u € Z™, and outputs a secret key sky,.

e Enc(mpk, gid’, v) — ct,: The encryption algorithm takes as input the master public key
mpk, an identity gid’ € {0, 1}k/ and a message vector v € Z™. It outputs a ciphertext ct,,.
e Dec(sky,cty) = ¢/L: The decryption algorithm uses a secret key sk, to decrypt the
ciphertext ct,. It either outputs a decrypted value ¢ on successful decryption or a symbol
1 indicating decryption failure.

e Correctness. An IBIPFE = (Setup, KeyGen, Enc, Dec) scheme is said to be correct if for
all \,k,m € N, u,v € Z™, identity gid € {0, 1}"3/, there exists a negligible function negl
such that the following holds

(msk, mpk) < Setup(1*, 1%, 1)
Pr | Dec(sky,cty) = (u,v) : sk, < KeyGen(msk, gid, u) > 1 —negl()),
cty, < Enc(mpk, gid, v)

where the probability is taken over the random coins of Setup, KeyGen and Enc of IBIPFE.

e Security. We consider selective security notions of IBIPFE. We build a selectively secure
IBIPFE scheme based on a target-group-based assumption (Appendix C).

Definition 9 (Selective security of IBIPFE). An IBIPFE is said to satisfy selective
indistinguishable-based (Sel-IND-CPA) security if for any security parameter A € N, any
PPT adversary A, there exists a negligible function negl such that the following holds:

1
PT[EXP’EIE,ISPSEND-CPA(/\) =1] < 3 + negl(\)

INote that, in existing work [ACGU20], the identity is usually denoted by id. However, for the shake
of consistency, we use gid instead of id in this paper.
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where the experiment Exptfjgs_E,ND_cpA()\) is defined as follows:

(gid*, v, v(M) « A1)

(msk, mpk) « Setup(1*, 1%, 1™)
b+ {0,1}

Cty () < Enc(mpk, gid*, v(®))

b’ (7AKeyGen(msk,-,-)(ctv(b))
Output 1 if b = b’ else 0.

SOtk

Figure 10: Exptls cg'inp-cpa (V)

In the experiment, all the key queries of A to the KeyGen oracle should be of form
(gid, u) satisfying (u,v(®)) = (u,v(V) if gid = gid*.

Remark 4 (IPFE). If we omit the identity from the above syntax of IBIPFE, then it yields
the primitive of inner product functional encryption (IPFE).

B Security Analysis of EI-TIBIPFE from EIPL-IBIPFE

In the following theorem, we show that the above transformation yields an EI-TIBIPFE
scheme with the same security level as in the underlying EIPL-IBIPFE scheme.

Theorem 4. If our EIPL-IBIPFE scheme is 1-query secure as per Definitions 4 to 8 (in the
adaptive/selective model), then the above EI-TIBIPFE scheme is secure as per Definitions 2
and 3 (in the adaptive/selective model).

Proof. We prove the Theorem 4 by combining the following Theorem 5 and Theorem 6 in
the adaptive model and the proof in selective setting will follows similarly.

Theorem 5 (Security of indistinguishability). If our EIPL-IBIPFE be an adaptively 0-query
secure as per Definitions 4 to 8, then our EI-TIBIPFE scheme is adaptively secure as per
Definition 2.

Proof. We would like to point out that the scheme EI-TIBIPFE is IND-CPA secure even
if the EIPL-IBIPFE scheme satisfies only O-query security. Let us assume that 7 is the
least integer index queried by the adversary of EI-TIBIPFE to the KeyGen oracle and
(gid*,'v(o),v(l)) be the adversary’s challenge tuple. As per Definition 2, all secret key
queries of A to the KeyGen oracle is of the form (j,id, gid, u) where j > 7 and satisfying
the relation (u,v®) = (u,v")) whenever gid = gid*. Further all the secret keys are
associated with distinct indices.

We construct a sequence of 27 4+ 3 hybrid experiments to prove the theorem. The
sequence of hybrids starts with the hybrid Hy and ends with hybrid H, which are exactly
the same as IND-CPA game of EI-TIBIPFE where the challenger encrypts v(®) and v
respectively. For any PPT adversary A, let p4 . () be a function of A that denotes the
probability of A outputting the challenge bit in Hybrid H,. It is sufficient to show that
|pA0 — Pa,2| is negligible in A.

Hybrid Hj: It is the real IND-CPA game where the challenger computes the ciphertext
Cty©)  EIPL-IBIPFE.Enc (mpk, gid*, v(?) and sends it to A.

Hybrid H,¢(for ¢« € [r]): This hybrid is identical to the previous hybrid, except that
the challenge ciphertext is a special encryption of v(®) to the tuple (i, 1,0), i.e., ctyo
EIPL-IBIPFE.SplEnc(key, gid*, v(?), (i, L, 0)).
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Since the indices associate to the queried secret keys are all distinct, the normal-hiding se-
curity of EIPL-IBIPFE guarantees that EIPL-IBIPFE.Enc(mpk,gid®, v(o)) and
EIPL-IBIPFE.SplEnc(key, gid*, v(?), (1, L,0)) are computationally indistinguishable except
with a negligible advantage. Therefore, for any PPT adversary A, it holds that [pao —
pa10| < negl(A).

For i € [T —1], by index-hiding security, the distributions EIPL-IBIPFE.SplEnc (key, gid*,
v (i, 1,0)) and EIPL-IBIPFE.SplEnc(key, gid*, v, (i + 1, 1,0)) are computationally in-
distinguishable since the A is not allowed to query a secret key with j = i. Therefore, we
have [pai0—pait1,0] < negl(A) for i € [t —1] and by the property of triangular inequality,
it holds that [pa,0 — pa.rol < negl(N).

Hybrid H;: This hybrid is identical to the hybrid H, o except that the challenge ciphertext
is generated as ct,), < EIPL-IBIPFE.SplEnc(key, gid*, v(*), (7, 1, 0)).

Observe that, for the index 7, the adversary may obtain some secret keys generated
for gid* to decrypt the ciphertext of hybrids H, o and H;. However, by the restriction on
such secret key queries, we have (u,v(®) = (u,v(M)). Hence, the message-hiding security
of EIPL-IBIPFE ensures that |[pa1 — pa.ro| < negl()).

Hybrid H,_;;1 1(for ¢ € [7]): This experiment is identical to the previous hybrid H; except
that the adversary gets the challenge ciphertext ct,,a) < EIPL-IBIPFE.SplEnc(key, gid™, v,
(r—i+1,1,0)) corresponding to the index-position-bit tuple (1 —i+ 1, 1,0). For i =1,
the hybrid H; ; is exactly identical with the hybrid H;.
Also as before, the index-hiding security of EIPL-IBIPFE ensures that |pa,—it11 —
par—i1| < negl(A) for each i € [7 —1].
Hybrid Hy: This hybrid is similar to hybrid H;; expect the challenge ciphertext is of
the form ct, ) + EIPL-IBIPFE.Enc(mpk, gid*, »!)). Again, by the normal-hiding security
of EIPL-IBIPFE, we have |[pa,1,1 — pa,2| < negl(X).

Finally, combining the above claims and using the triangular inequality, we conclude
the proof. O

Theorem 6 (Security of Tracing). If our EIPL-IBIPFE scheme is an adaptively 1-query
secure as per the Definitions 4 to 8, then our EI-TIBIPFE is adaptively secure as per the
Definition 3.

Proof. Correctness of Tracing. Next, we show that the false trace probability is bounded
by a negligible function and the correct trace probability is close to the probability of A
outputting an e-successful decoding box for some non-negligible €(-). This proof technique
is inspired from the Goyal et al. [GKW19] tracing mechanism.

Let us consider the following notations for the further proof of this Theorem. Given
any pirate decoder box D, with a key vector u and message vectors pair v(?, v for all
i € [n+1],¢ € [k], suppose

Ctye) < EIPL-IBIPFE.SplEnc(key, gid, v(*), (i, L, 0)),
prt =Pr| Dylctyw)="b :
b+« {0,1}

ct, ) < EIPL-IBIPFE.SplEnc(key, id, v(® (3, ¢,0)),
pP¢ =Pr |Dulctyw)=b: " plEnc(key, g (i,£,0))
7 b+« {0,1}

Cty(e) < EIPL-IBIPFE.Enc(mpk, gid, v(®)),

D
Py = Pr | Dy(ctyw) =b:
' K b+ {0,1}

The above probabilities are computed over the random coins of the decoder D,, as well as
the randomness used in the encryption algorithm.
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False Trace Probability. Now we prove that probability of the false tracing by the Trace
algorithm is negligible. Now, we prove the following Lemma.

Lemma 7. If the scheme EIPL-IBIPFE is an adaptively 1-query secure as per Definitions
4 to 8, then for every PPT adversary A, polynomial q(-) and non-negligible function €(-),
there exists a negligible function negl(-) such that for all X\ € N satisfying e(\) > 1/q(N),

Pr-Fal-Tr4,¢(A) < negl(X)
where Pr-Fal-Tr 4 ((-) is defined in Definition 3.
Proof. Let S C [n] x {0,1}* be the set of index-identity query tuples by the adversary A
for secret keys and Sihgex be the set of indices queried by the adversary A for secret keys

and let D,, be the decoder box output by A. For i € [n], £ € [k] and gid = gid*, we define
events

Doy . ) Du Do
A; .pivL—pi+17L>e/8n

BPx :pfﬁ —pfg‘ > ¢/16n

¢, lwr

D’I.L . D’Ll. D’I.L
Cidhupr Pid —Piyy 1 > €/16n
H Dau . Do Do Do,
Diff-Adv™™ : \/ A \ B, \V Citupr
1€ [n]\ Sindex (i,id)eS,Le[k] s.t. ide=1 (i,id)eS,Le[k] s.t. idg=0

For simplicity of notations, we will drop dependence on decoder D,, whenever clear from
context. Next, note that the probability of the event false trace can be rewritten (using
union bound) as follows by conditioning on the events defined above

Pr[Fal-Tr] < Pr[Fal-Tr|Diff-Adv] + Z Pr[i ¢ Sindex N Ai]

i€[n]

Y Pr[Ede {01} st (id) € S A (Bt Ade = 1)V (Copage Aide = 0)) ]
(2,0)€[n] x [k]

The following claims show that a negligible function bounds each term.

Claim. For every PPT adversary A, there exists a negligible function negl,(-) such that

for all X € N, Pr[Fal-Tr|Diff-Adv] < negl; (A).

Proof. Here we give a high level sketch of proof. The proof follows from Chernoff bounds
and similar to Lemma 4.4 of [GKW18], and Lemma 5.3 of [GKRW18]. Note that the
tracing algorithm outputs a user identity which was not allowed to key query by the
adversary iff the event Fal-Tr occurs. As discussed before, the tracing mechanism first trace
the indices of the corrupted keys then trace their corresponding identities. There are two
sources of error in incorrect tracing. First, during step one of tracing the algorithm (i.e.,
in Index-Trace) might incorrectly include some index ¢ ¢ Sjgex in the traitor’s index-set
T™ndex In the second phase of the tracing procedure (i.e., in ID-Trace), it may happen that
this outputs a non-corrupt identity id for some index ¢ € Sipgex, that is for some i € Sjpgex
the ID-Trace algorithm traces the id incorrectly at least one bit position. By using the
union bound, we can represent it as follows: (recall that T and T™¥* are introduced in
the description of Trace algorithm)

Pr[Fal-Tr|Diff-Adv] < > Pr[Fal-Tr Ai ¢ Sindex A (3p, ¢ : (i,p,q) € T™)|Diff-Adv]
1€[n]

+ Y PrfFakTrAdid,id: (i,id) € S Aid € T Aidy # id,[Diff-Adv].
(i-)€[n] x [K]
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In the above inequality, the first term on the right side bounds the type 1 error (i.e.,
faulty step one tracing) and the second term bounds the type 2 error (i.e., faulty step two
tracing). Now we explictly discuss about the first term. Note that, if event

Diff-Adv occurs == Vi ¢ Singex, A; occurred
Therefore, for every i € [n]
Prli & Sindex A (3p,q : (i, p,q) € T™)|Diff-Adv] < 200,

Using Chernoff bound, we can argue that A; provides Dil — Dit1,1 < €/8n and
event (3p,q : (i,p,q) € TM) implies that p; | — Piy1,1 > €/4n where p denotes the
corresponding estimate computed by the tracing algorithm.

We now concentrate the second term. For a fixed index-position pair (4, ¢) corresponding
a particular event where the ID-Trace algorithm outputs a traitor identity id such that
id¢( idy) for the secret key queries corresponding to the index-identity pair (7,id). Note
that, in each index position .4 is allowed to ask at most one secret key query. Therefore,
by conditioning on the event Diff-Adv we get that for every (i,id) € S, ¢ € [k], event B; ¢ jwr
occurs if idg = 1 else event C; ¢ pr OCCUTS.

Therefore, for all (i,id) € S, ¢ € [k] the following probability always satisfy:

Pr[3id,id : (i,id) € S Aid € T Aidy # id|Diff-Adv] < 2790,

If we assume that (4,id, ¢) and let idy = 1. From the Chernoff bound the above inequality
holds as since we know that the event B; occurs thus we have Di,L — Die < €/16m and the
event id € T A i?l'e = 0 suggests that p; | — pi¢ > €¢/8n. Therefore, combining all the above
inclusion we get that

Pr[Fal-Tr|Diff-Adv] <7 - 279N 40 k- 2790 = negl; (\)
O

Claim. If our EIPL-IBIPFE is an adaptively 1-query index-hiding secure as per Definition
5, then for every PPT adversary A, polynomial q(-) and non-negligible function €(-), there
exists a negligible function negly(+) such that for all X € N satisfying e(\) > 1/q(\) and
i€ [n],

PI‘[Z ¢ Sindex A Al] < neng()‘)a

where n 1s the index bound chosen, and Sindex 1S the set of indices queried by A.

Proof. The proof of this claim follows from the Lemma 4.5 of [GKW18] and Lemma 5.4 of
[GKRW18]. O

Claim. If our EIPL-IBIPFE scheme is an adaptively 1-query lower and upper identity-hiding
secure as per Definitions 6 and 7, then for every PPT adversary A, polynomial q(-) and
non-negligible function e(-), there exists a negligible function negls(-) such that for all
X € N satisfying e(A) > 1/q(N\) and i € [n], £ € [k],

Pr [Jid € {0,1}* s.t. (i,id) € S A ((Bi,é,lwr/\ ide = 1) V (Ci0,upr Nide = 0))] < neglz(A).

where n is the index bound chosen, and S is the set of all (i,id) pairs queried by the
adversary A.
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Proof. Suppose there exists a PPT adversary A, polynomial ¢(-) and non-negligible function
€(+), 6(-) such that for all A € N satisfying ¢(A) > 1/q(A) and there exists ¢’ € [n], ' € [k],

PI' Elld S {0, l}k s.t. (7:/, |d> S S/\ ((Bi’,E’JWr A idel = 1) Vv (Ci’,[’,upr A id@/ = 0)) :| 2 5(}\)

Then we can use A to build a PPT reduction algorithm B that breaks the upper/lower
identity hiding security property of EIPL-IBIPFE. The reduction algorithm B first receives
17,15 1% 1™ from the adversary. It chooses a index i < [n], position ¢ € [k], and bit
b € {0,1}, and sends the challenge index-position-bit tuple (i,£,0) and (17,1 1% 1™)
to the EIPL-IBIPFE challenger. Note that if the reduction algorithm randomly guesses
(#',¢") if b = 0 then it interacts with the EIPL-IBIPFE lower-identity-hiding challenger,
else for b = 1, it interacts with EIPL-IBIPFE upper identity-hiding challenger. It then
receives the EIPL-IBIPFE public key mpk from the challenger, which it sends to A. Then
A makes secret key queries for the tuple (j,id, gid, w), if j = ¢, id; = b then B aborts and
sends a random bit as guess bit to the EIPL-IBIPFE challenger. Else, on key query for
(4,id, gid, u) from A, the reduction algorithm B forwards (j,id, gid, ) to the EIPL-IBIPFE
challenger, EIPL-IBIPFE’s challenger generates his response and sends it to B then it
forwards the challengers response to the adversary. The adversary outputs the challenge
tuple (gid™, 00, v(l)) with a decoding box D,, to B and then B chooses two random bits
a, f + {0,1}. Then, B sends message vector v(® as its challenge message, and receives
challenge ciphertext ct* from EIPL-IBIPFE challenger. It also queries the EIPL-IBIPFE
challenger for a special-encryption of (%) to the index-position-bit tuple (i,£,0) if 8 = 0,
else for (i + b, L,0). Let ct be the challenger’s response. Finally, B runs decoder box D,,
on ct and ct* independently, and if D, (ct) = Dy, (ct*), it outputs ¥’ = S, else it outputs
b =1— [ as it guess. In the upper identity/lower identity-hiding security, consider B
is an admissible adversary. In other words if b = 0 then B is admissible adversary of
lower identity-hiding else it upper identity-hiding security respectively. As B does not
query for the secret key corresponding to the tuple (7, id, gid, w) such that j =d,id; = b
and gid = gid*. Also, B can make only one query to the special encryption oracle to the
index-position-bit tuple (4,¢,0) and (i + b, L,0). Therefore, from the Lemma 4.1 and 4.5
of [GKW18] and Lemma 5.4 of [GKRW18], we compute the advantage of the reduction

algorithm is at least ﬁ - (1&-)%. Thus the claim follows. O
Therefore, it follows that the probability of the false trace is at most negl; (A) +n-negly(A) +
nk - negls (). O

Correct trace probability. In the following, we show that if the adversary outputs
a good decoder, then the tracing algorithm outputs a non-empty set T" with negligible
probability. Combining this with Lemma 7 leads to the conclusion that the tracing is
correct. We provide a formal reduction for the correct trace in the following.

Lemma 8. If our EIPL-IBIPFE is an adaptively 1-query secure as per Definitions 4 to
8, then for every PPT adversary A, polynomial q(-), there exist a negligible function negl
such that A € N, e(A) > 1/q(X\) such that

Pr-Cor-Tra,e(A) > Pr-G-D 4 (\) — negl(X)
where Pr-Cor-Tr 4 () and Pr-G-D 4 ¢(X) are defined in Definition 3.

Proof. First we analysis that the tracing algorithm outputs a non-empty index set T.
As it is known that when the event Good-Decoder occurs, then pg;l(A) > 1/2 + € for
some non-negligible function €(-). Let Sindex C [1] be the set of indices i € [n] such that
pfjj — pg_”l)J_ > ¢/2n. Similar to Claim B, for all i € Sigex We have

1
Pr[ﬁfﬁ 7151‘D+u1,¢ < ﬁ] < 2000 = negl, (A) [using Chernoff bound] (19)
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where p represents the corresponding estimate evaluated by tracing algorithm. The goal is
to show that Sjhgex 1S non-empty when the Good-Decoder event occurs. To show this, we
apply normal-hiding and message-hiding security.

From the 1-query normal-hiding security, we have

Du Dut
Pormi 7p1,L < n6g|2(>‘)

for some negligible function negly (). Now, we apply the message-hiding security for i* = n+
1 (see Definition 8). The security experiment produces ct, @ < SplEnc(-,-,v(®, (i*, L,0))
and it says that an adversary is admissible if all secret key queries (i € [n],id, gid™, u) of the
adversary must satisfy the condition (u,v®) = (u,v™) only for i > i*. This implies that
for i* = n + 1 there is no index i € [n] such that ¢ > ¢*. Thus, we do not essentially need
the condition (u,v(®)) = (u,v(M) for such an adversary who selects i* = n 4 1. Therefore,
for some negligible function negls(-), we can write

pf—tl,i < 1/2+ neglz(A).

For some negligible functions negl,, negl;. Therefore, we can write

p?]‘_ fpfﬁm_ > € — negly(A\) — negls(A) > €/2.

Given this we can conclude that the set Sihgex 7 ¢ Whenever the event Good-Decoder
occurs. So from the above Equation 19, it can be concluded that whenever Good-Decoder
occurs then with all-but-negligible probability

T £ A [V(i,p,q) € T 1 p— q > €/4n]

From Fig. 9, we observe that for every (¢, p, q) tuple, from ID-Trace algorithm, it outputs
some identity id. Since for all £ € [k], either plp,}‘ > (p+q)/2 then the algorithm put id, = 1

otherwise, it sets idy = 0. Therefore, T4 £ ¢ —> T # ¢. Hence, it follows that
PrT # 6] > (1— n- negl, (\)) - Pr-G-Da.(A) > Pr-G-Da.(A) — negl(\).
From Lemma 7, we conclude that
Pr-Cor-Tr4.(A) > Pr-G-D 4 (\) — negl(X)

This conclude the proof. O
The concludes the proof of EI-TIBIPFE security Theorem 4. O

C IBIPFE from DBDH

In this section, we present our construction of IBIPFE from the DBDH assumption. Techni-

cally, we extend the framework of Water’s IBE [Wat05] and add inner product functionality

into it for building our IBIPFE. Similar to all previous group-based IPFE constructions,

we assume that the inner product value (x,y) belongs to a polynomial range so that the

decryptor can efficiently recover (x,vy) via a discrete log computation. In the following, we

describe our IBIPFE = (Setup, KeyGen, Enc, Dec) scheme based on pairings.

e Setup(1?, 1+ 1™): The setup algorithm performs as follows:

— Consider a bilinear group BG ¢ Ggg.gen(1*) where BG = (p, 9,G,Gr,e(-,-)) and G is a
prime-order group with order p.

— Choose a random generator g € G and a random group element g, from the group G.

— Set g1, = g% and go; = gg’ ‘ for all ¢ € [m], where 1;’s are the random exponents chosen
from Z,.
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— Additionally, the authority chooses a random group element v € G and a random
k'-length vector w = (u;) € G* whose elements are chosen at random from G.

— Output the master public key mpk = ({g1,:}/™1, 92,%, u, g) and the master secret key
mek = ({92,171 ).

KeyGen(msk, gid, ): The key generation algorithm executes the following steps:

— Let gid be an k’-bit string representing an identity, where gid; denotes the i-th bit of
gid and V C {1,2,...,k'} be set of all ¢ for which gid, = 1. We consider an identity
encoding function H : GID — G be defined as H(gid) = v’ [y, u; for gid € GID
where GZD be the set of identities.

Sample r < Z,,.

— Output the secret key sk, = (di, d2) where dy = g§¢’y>H(gid)T, do =g".

Enc(mpk, gid’, ): The encryption algorithm works as follows:

Sample a random value ¢ from Z,,.

— Output the ciphertext ct, as

cty = (C1 = e(g, 92)¥"™,Cs = ¢, C5 = H(gid")")

o Dec(sky, cty): The decryptor uses the secret key sk, to decrypt the ciphertext ctg. It
outputs either ¢ = log,, 4,y 7 Where

n= <Cl,y>'m

or outputs L.

C.1 Correctness
If gid = gid’, then we have

e(anC?))
=(C,y) —2 =22
K < ! y) 6(d1702)
ey oL’ H(gid)")
e(9s¥ H(gid)", g')

— t(p,y) | (z,y) . e(g7H(g|d))rt
e(g, 92) e(9, 92) e(g2,9) ¥V e(H(gid), )"

- 6(9792

= e(g,92) ™Y

Therefore, the correctness follows.

C.2 Security Analysis
We prove the security of our IBIPFE scheme below.

Theorem 7. If the plain DBDH assumption 4 holds over the bilinear group BG, then our
IBIPFE scheme is selectively secure as per the Definition 9.

Proof. Suppose A be a PPT adversary against the selective security of our IBIPFE scheme.
We construct an algorithm B for breaking the DBDH assumption that uses A as a subrou-
tine. To prove Theorem 7, we consider two hybrid games. The first hybrid is the same
as the original selective security experiment of IBIPFE as per Definition 9. In the next
hybrid, we change the distribution of the master public key, secret keys, and the challenge
ciphertext where we first sample a random vector ¥ and set ¥ = FT’(,[J. The matrix F is
a full rank matrix chosen such that F(z(®) — ™M) = (1,0,--- ,0)T where 2(®), (1) are
the challenge message vectors submitted by the A. Assuming DBDH holds in the bilinear
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group BG, we show that the adversary has a negligible advantage in distinguishing between
the challenge ciphertexts.

Hybrid 0: This hybrid is exactly same as selective security experiment of IBIPFE.

Hybrid 1: This hybrid is same as Hybrid 0 except for each identity, the challenger
samples the master secret key msk as follows: _ _

(a) Sample uniformly random vector 1 = (¢1, 19, - , 1., for each ¢; € Z.

(b) Sample a full rank matrix F € Z"*™ satisfying the relation F(z(®) — xM) =

(1,0,---,0) " where () 21 are the challenge message vectors of length m.

(c) Set ¥ = FT{/JV instead of sampling uniformly random as in Hybrid 0.
In adversary’s view, the master public key mpk, the secret key sk, is associated with a key
vector y with an identity gid and the challenge ciphertext ctyw) < Enc(mpk, gid*, z(*))
are simulated as follows:

Public key: mpk = gFT’Z.
Secret key: For the secret key query corresponding to the identity gid and key vector v,
we consider ¥V C {1,--- ,k’} be the set of all i for which gid, = 1. Then, the secret key

sky = (gé”b’FwH(gid)",gr)

Challenge ciphertext: For challenge identity gid*, let V* C {1,--- ,k’} be the set of all
¢ for which gid] = 1.

W) _5®) 4 £®
Cy = e(g, go) ¥ Ho@ @ Fe Co=¢'

T (dbt—be 2(0) .k
= e(QaQQ)F (¥t-ber+F ) C3 :H(gld )t

Since, F € Z;"*™ is an orthogonal matrix, then the following two distributions are identical.

(g Zy = {FTep: o+ 2"}

Therefore, the advantage of any PPT adversary A in distinguishing between Hybrid 0 and
Hybrid 1 is negligible in the security parameter .

Without loss of generality, we assume that the adversary makes maximum ) number
of secret keys queries and the challenge identity gid”. In this case, the simulator chooses a
random integer k < [k’] and sets an integer s = 10Q). Then, it chooses a random k’-length
vector z = (z;) + Z]s“/ and a value 2z’ < Z. Additionally, simulator also chooses a random
value w’ < Z, and a random k’-length vector w = (w;) Z’;/. All these values are kept
secret to the simulator.

Let us consider V* C {1,2,...,k’} be the set of all i for which the challenge identity
gid; = 1. Let V* = {iy,42,...,9x}. Now, we choose the z; values from z corresponding to
the collection of indices V*. Sets ;.. 2i = ks — 2’ for uniformly chosen k € [k]. Now,
we define the function K(gid) as

K(gid) = {

So, from the above definition of the function K, we can say that K(gid*) = 0 and
for all gid(# gid™) it becomes non-zero. Additionally, we set another two functions as
F(gid) = p—sk + 2 + > ;. 2z and J(gid) = w' + >, ., w;. The simulator assigns the
—/k\s-‘rz/ .

0, if2"+>,cp2z=0 mods
1, elsewhere

public parameters v’ = gb gw/ and u; = g5' - g*i. From the adversarial perspective,
the distribution of the public parameter is identical to real construction.

We construct a PPT reduction B which breaks the DBDH assumption 4 with non-
negligible advantage. The reduction algorithm B first receives DBDH challenge instance
from the challenger as (BG, g%, g%, g%, e(g,9)7) where BG = (p, g9, G, Gr,e(-,-)) is a group
description with a,b, ¢ + Z, and the element e(g, g)” € Gr is either e(g, g)**° or a random
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group element from the target group Gr. In the following, we discuss about the simulation
of the master public key, queried secret keys and the challenge ciphertext. The algorithm
B works as follows:

Public key simulation: The adversary B implicitly sets the following vectors of length
m as
a=(a,aa,...,am),b=(b,b,...,b),c=(cc,...,c)

where it randomly samples as,...,an ¢ Z,. Let us consider the notation u ® v by
component wise multiplication of the vectors u and v. In this case, the notation a © b =
(ab,agd, ..., amb) = ba. To generate the public key, B implicitly set ¢» = a and returns
the master public key as

-
mpk = (gF * g2 = gb,U',g)
where the exponent g% is computed as follows:

9* = (9% 9",....g"") =g
Note that, ag, ..., a,, are distributed uniformly over Z, and hence the public key compo-
nents are properly simulated by using the DBDH instance.

Challenge ciphertext simulation. To generate the challenge ciphertext, B chooses
the random exponent ¢ < Z, and implicitly sets ¢ = {. We now show that how does B
simulate the challenge ciphertext by using the DBDH instance.

= e(g, )F be(a,az,....am) . e(g,g)FT(fbbel+me(0)) g g
— ¢(g, go)F | (c(@:az,am)—ber+Fa() o gy
— e(g, go)F | (02,00 am)—ber +Fa(®)

= e(g, 92)FT(1Zt—be1+Fm(0))

Secret key simulation. B answers the secret key sk, associated with an identity gid and
a predicate vector y as described below.

We consider two different cases based on queried identity gid. For an identity gid,
consider V C {1,...,k'} be the set of all ¢ for which gid;, = 1.

Case 1: If gid # gid™, B simulates the secret key as follows:

By using the technique of Boneh and Boyen [BB04] and Waters IBE [Wat05] scheme,
B randomly chooses r < Z,, then it simulates the secret key sk, = (d1,d2) corresponding
to an identity gid and a vector u as

dy = g~ e @F9 (o T i)

eV

= gi™ ™ (g5 g @) T (GEED 3gid)yr
Fy

_ gé¢,Fy>(g2 (gid) J(gld)) *Wm)

= gV H (gid) T FH
dQ — grg_<(a’a2""’am)’Fy>m
_ gv"—(ava>m
= g FY

We implicitly set ' =r — <¢7 Fy) (gld) So, from the construction of K function, we can

conclude that K(gid) # 0 for any key query corresponding to the identity gid. This implies
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that the function F(gid) # 0 mod N for a particular identity (as p > sn for any rea-
sonable values of p, n and s). To prove the above conclusion, we need the following Lemma 9.

Case 2: If gid = gid", B responds the secret key sk,, as follows:
dy = gblt(gg(gid*)gJ(gid)*)r
= g<a@b,Fy> (gg(gid*)gJ(gid*))r
- g<b(a,az,~~’am),Fy> (gg(gid*)gJ(gid*))r
— é(a’azw,am)’Fy>(ng(gid*)gJ(gid*))r

a,as,..., am),F F(gid* id*
:gé( 2 ) ’.U>(g2(g )gJ(gd ))r

a,F F(gid* A )\
gé y>(92(g )gJ(gd ))

g5 TV H(gid")"
doy=g"

where the second equality follows from the fact that (@ © b,Fy) = bu and p € Z,, is
known to the challenger B. From the formation of F, we have the relation F(z(®) — (1)) =
(1,0,...,0)T = e;. Since in this case, gid = gid* so, the queried secret key vector y should
satisfy the relation (x(®) —x() y) = 0. Therefore, we have (e;, Fy) = 0 which implies
that ((a ®b),Fy) = ((ab, asb,...,anb), Fy) = bu for any p € Z,.

Guess. If A guesses the challenge bit b < {0,1} correctly then B returns 1, other-
wise, it outputs 0. We consider w = bc(a, ag, . .., ay) = (7, bcas, . . ., bea,,) where e(g,g)™
is the challenge element. If 7 = abc, then all the secret keys and challenge ciphertext
are properly distributed. In particular, the challenge ciphertext is an encryption of the
message vector (%), Therefore, in this case, A outputs b’ = b with advantages 3 + negl()\)
where % + negl()) is the advantage of A in the selective security experiment of the IBIPFE.
Otherwise, if 7 is randomly generated from Z, then the challenge ciphertext component
C uniform element from the target group Gp. So, A can not get any information about
the challenge bit b from this component. So, A wins the experiment with the probability %
Hence, from the hardness of DBDH assumption, it can conclude that A has a non-negligible
advantages against the proposed IBIPFE scheme which achieves the selective security. This
completes the proof. O

Lemma 9. For any Q-secret key query corresponding to the identities gid(l),gid(z)7
..,gid(Q) to the key generation oracle, the probabilities of K(gid(e)) = 1 with 2’ +
Y icv Zi = ks is non-negligible for all £.

Proof. For any set of Q-queries corresponding to the identities gid(l)7 gid(2)7 . ,gid(Q) and
the challenge identity gid*, we compute the following probability.

/\ gldé)_l z—&—Zzlzs]

/=1 eV

Q

/\ K(gid®) = 1|K(gid*) = O)]

{=1

= (1—Pr

—Qr id®) = id*) = ): _9)
2<1 HP [(K(gd ) = 0)|K(gid*) 0)} <1 ) 0.9

S

<o

(K(gid“) = 0)[K(gid*) = O)D

£

1
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We can optimize the last equation by setting s = 10Q (as we did in the simulation),
where @ is the maximum number of queries. This above result shows that for all queried
identities in the key generation oracle except the challenge identity gid, the K values should
be equals to 1 with overwhelming probability. O
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