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Almost pairwise independence and resilience to
deep learning attacks
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Abstract. Almost pairwise independence (API) is a quantitative property of a class of
functions that is desirable in many cryptographic applications. This property is satis-
fied by Learning with errors (LWE)-mappings and by special Substitution-Permutation
Networks (SPN). API block ciphers are known to be resilient to differential and linear
cryptanalysis attacks. Recently, security of protocols against neural network-based
attacks became a major trend in cryptographic studies. Therefore, it is relevant to
study the hardness of learning a target function from an API class of functions by
gradient-based methods.

We propose a theoretical analysis based on the study of the variance of the gradient
of a general machine learning objective with respect to a random choice of target
function from a class. We prove an upper bound and verify that, indeed, such a
variance is extremely small for API classes of functions. This implies the resilience
of actual LWE-based primitives against deep learning attacks, and to some extent,
the security of SPNs. The hardness of learning reveals itself in the form of the
barren plateau phenomenon during the training process, or in other words, in a low
information content of the gradient about the target function. Yet, we emphasize
that our bounds hold for the case of a regular parameterization of a neural network
and the gradient may become informative if a class is mildly pairwise independent
and a parameterization is non-regular. We demonstrate our theory in experiments on
the learnability of LWE mappings.

Keywords: pairwise independence - decorrelation theory - Learning With Errors

(LWE) - Substitution-Permutations Networks (SPN) - barren plateau phenomenon
- information content of the gradient - hardness of learning

1 Introduction

The gradient-based learning is a paradigm that proved to be highly successful in such
diverse areas as language modeling [Ope22], protein folding prediction [JEP*21], game
playing [SHM™16], quantum chemistry [PSMF20] etc. Cryptography is a field that is
tightly connected with machine learning (ML), yet ML methods rarely lead to success
in this area. This is due to a fundamental difference in goals between these two areas,
the goal of cryptography being to design primitives that are hard for learning methods
by construction [KV94]. Nonetheless, recently neural network (NN)-based approaches
have attracted some attention from cryptographers. This is aligned with a general rise
of interest towards using gradient-based methods to tackle problems of combinatorial
nature [LCK18, KvHW19, SLB"19]. In our paper we find that it is unlikely that such an
approach will succeed in a typical cryptographical application. We study the nature of
difficulties that a gradient-based method faces when it learns a target function that is
sampled from a set of functions that satisfies an almost pairwise independence assumption.
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2 Almost pairwise independence

Pairwise independence is a natural property of collections of functions, H, between
two finite domains, X and ). This property states that for any two distinct elements
x,y € X, and a random function h € H, an image [h(x), h(y)] is a random variable uniformly
distributed on V2. The notion was introduced in cryptography [CW79, WC81] and has
found applications in message authentification [BHK"99] and derandomization [LWO06]. In
a soft version of its definition, we only require that the total variation distance between a
distribution of the random variable [h(z), h(y)] and a purely uniform distribution, with an
additional averaging over z, is O(€) for some negligible parameter e. We call such classes
of functions almost pairwise independent. Exact definitions can be found in Section 2.

Gradient-based learning is a general term that encompasses all learning algorithms
based on the minimization of a certain objective function using access to the approximate
gradient of the function at points of interest. The latter formulation includes well-known
deep learning optimization methods, such as Stochastic Gradient Descent (SGD), RMSProp,
Nesterov Momentum, Adam, etc. A framework that captures such methods was suggested
in [Shal8] and it allows to describe the phenomenon of a low information content of the
gradient. Tt was noted in [SSS17] that when learning a class of functions containing many
nearly uncorrelated or almost orthogonal functions with respect to the data distribution,
minimizing the mean squared error loss results in a gradient that exhibits negligible
correlation with the target function according to which the dataset was sampled.

Let us briefly describe how this phenomenon can appear in a typical situation. Suppose
that the elements of a certain function class (often referred to as a hypothesis set) are
parameterized by a parameter k. We assume that the parameter k is chosen randomly, and
this choice uniquely defines the target function that we aim to learn. Then, the variance
of the gradient of a loss at a given point with respect to a random choice of k measures
how sensitive the gradient is to the choice of the target function. If the target function
itself depends on k in a highly sensitive way, but the variance is extremely small, then an
outcome of a gradient-based optimization with a high probability does not depend on k,
and therefore, it is unlikely that it will successfully learn the target. This phenomenon
can be rigorously established by proving an upper bound on the variance of the gradient.
An archetypical example is a learning problem for the class of orthogonal target functions
{sin(kz)}<_ | defined on the interval [0,2n], where the parameter k is chosen uniformly
from the set {1,2,..., K} (which has a simple meaning — frequency of the target wave
function). If we attempt to approximate the target function sin(kz) using a neural network
p(w, x) with mean squared loss, then the variance (with respect to the choice of k) of the
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objective’s gradient behaves like O e , which vanishes as K increases.

In other words, gradient descent is unable to learn a high-frequency wave if the frequency
range is too broad, which is a well-known fact in deep learning research [RBAT19]. We
see that such an upper bound includes a factor fOQﬂ |Vwp(w,z)|?dz that measures the
regularity of the model, i.e., the function set used to fit the data (e.g., a neural network).
This factor limits the generality of the framework because it does not rule out the possibility
that less regular models might still be able to learn the target.

Notably, an upper bound on the variance with a similar structure can be proven for
the training of the class of parities [Shal8], tensor networks [LYDD22] and quantum
circuits [MBST18]. In the research community focused on physical applications, this
phenomenon is referred to as the “barren plateau”. Practically, the dynamics of the
training process in the “barren plateau” case either involve overfitting or exhibit random
motion on a flat objective landscape. “Barren plateaus” frequently occur in learning tasks
with synthetic datasets (i.e., datasets that are not collected naturally but are generated from
some mathematical expression), particularly when the target function involves modular
multiplication or a high-frequency function [TTP*24].

We use the latter framework in our analysis. The goal of this paper is to establish
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an upper bound for cases where the hypothesis set is almost pairwise independent. To
demonstrate the strength of our general bound, we consider two special cases of particular
importance to cryptography: Learning with Errors mappings and Substitution-Permutation
Networks. The bound can be interpreted as a negative result, indicating that the listed
classes are not learnable by any gradient-based algorithm (regardless of the neural network
architecture) when training examples are drawn from a uniform distribution over inputs.
On the positive side, the bound suggests that a successful gradient-based attack would
require preprocessing, aimed at generating a new training set with a highly non-uniform
input distribution, as was done in a recent attack [LSWT23].

The target hash function h € H that is used to generate the dataset {(z;, h(x;)} ™,
plays the role of the key parameter k described above. We prove upper bounds on the
variance of the gradient (with respect to the randomness in the choice of k) of an objective
defined as the expectation of L(p(w, X), h(X)), where L is a loss function, p(w,:) : X - R
is a parameterized family of functions (e.g., a neural network), and the expectation is
taken over X sampled uniformly from X. In our general bound we prove

the variance w.r.t. h of the objective’s gradient is negligibly small,

provided that our neural network {p(w,-)} and the loss function L are regular, and the
measure € of pairwise independence of H is negligibly small (a precise formulation can
be found in Theorem 2). An important novelty of our bounds is that they hold not only
for special losses (like it was previously proved for the parity problem [SSS17] or periodic
functions [Shal8]) but for any loss function L and a regular parameterization of p(w, ).

As was already mentioned, important examples of almost pairwise independent classes
include the Learning with errors mappings and Substitution-Permutation Networks. The
learning with errors problem (LWE) has an instance (A,b) where A € Z;"*" and
b € Zj'. It is assumed that A is generated uniformly from Z**" and b = As + e, where s
is a secret key generated uniformly from Zj and e € Z" is a noise vector whose entries are
generated independently according to some fixed distribution x (usually, x is a discretized
gaussian distribution with a zero mean). The goal of an LWE task is to recover the secret
s from (A,b). If AT = [a;, -+ ,a,] and b = [b;]™,, an instance of LWE can be written
as a set of pairs T = {(a;,b;)}/, such that b; = (s,a;) + e;, e; ~ x. The set T can be
understood as a training set for another learning task. Thus, we come to a slightly weaker
version of the LWE problem in which the goal is to approximate the function x — (s, x)
on the whole of its domain Zy, given the training set 7. It is straightforward to reduce
LWE to the problem of finding the shortest vector in a lattice (exact-SVP). A famous
polynomial quantum reduction of approximate versions of SVP to LWE [Reg05], together
with a polynomial classical reduction [BLP*13], imply that any polynomial time algorithm
for LWE would have extraordinary consequences. Currently, most algorithms for LWE
with a polynomial number of samples have an asymptotic running time 2°) [HKM1§].
Although there is not much hope that a gradient-based approach can solve LWE; it is of
practical importance to estimate the maximum size of the problem’s instance that can be
potentially handled this way [CMLea22, DNGW23]. Tt is quite straightforward to see that
the set of mappings x — (s,x) (which we call LWE mappings), parameterized by secrets,
is an almost pairwise independent class of functions.

Substitution-Permutation Network (SPN) is a form of a block cipher. An SPN
is defined as a family of encryption/decryption mappings parameterized by keys. Since
the most common modern encryption standard, AES, is a special case of an SPN, it is
crucial to understand the potential of NN-based attacks on this type of cipher. Recently
it was shown that for some natural choice of parameters, an SPN is an almost pairwise
independent class of functions [LTV21]. Thus, the general theory that we build naturally
encompasses SPNs as a special case.

Organization. In Section 2 we precisely define the notion of an almost pairwise
independent class of functions. Section 3 is dedicated to a description of the general
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framework, introduced by Shamir [Shal8], for the gradient-based optimization. Our upper
bounds on the variance of the gradient are formulated in Section 4. Subsection 6 specifically
deals with the LWE case and subsection 6.1 deals with the case of SPNs. In Section 7 we
describe computational experiments with the learnability of LWE mappings and discuss
their results in the context of our bounds. Proofs of theorems can be found in the part of
the paper that follows the experimental section.

Notations. For any finite multiset S, |S| denotes its cardinality counting multiplicities
of elements. X ~ S denotes the fact that the random variable X is sampled from S with
probability P[X = s] = m‘ss(‘s) ,s € S, where mg(s) is a multiplicity of s in S. Throughout

the paper, ¢ denotes a prime number, n is natural, and Z; = {0,--- ,¢ — 1} is equipped

with an addition, denoted by +, and a multiplication, denoted by - (both modulo ¢). For

x = [z]l,y = [yi]! € Z, (x,y) denotes z1 - y1 + -+ + T - Y € Zq. Sometimes, given

functions f, g : Zj — C, we will denote the inner product ) ;. f(x)tg(x) also by (f,g).
q

The normalized version, i.e. Ex.zp [f(x)Tg(x)], is denoted by (f,g)x. Correspondingly,

[ fllx = /(f; f)x- For a function f:Z; — C, f denotes the discrete Fourier transform of

_ 2mawi

foie flw) = > zez, f(x)e” @ . Forareal r € R, {r} denotes its fractional part, and
[r] denotes the smallest integer that is greater or equal to r. For S C D, 15 : D — {0,1}
denotes an indicator function of a set S (the domain D will be clear from a context). Given
f:U—=Randg: U— Ry, we write f < g if there exist a universal constant oo € R
such that we have |f(z)| < ag(x),x € U. For 2,y € R, 2 Vy and x A y denote max(z,y)
and min(x,y) correspondingly.

1.1 Related work

Convex optimization and SQ-theory. If an objective function is the expectation of
a random convex function (i.e. of the form E,[f(z,w)]), then it was shown by [FGV17]
that, provided some technical requirements, such a learning algorithm belongs to the class
of the so-called statistical query (SQ) algorithms [Kea93]. According to the theory of SQ
learning [BFJ194], given any concept class C (i.e. any class of {—1,1}-valued functions), a
key parameter that defines the hardness of learning C by an SQ-algorithm is the so-called
statistical query dimension of C, which is the maximum number of “nearly uncorrelated”
(relative to a data distribution) functions in C. Based on this idea it was proved by [Yan01]
that for a uniform distribution over Zj and any function v : Z; — {—1,1} such that
Eqnz, [(2)] € [—%, %], an SQ-algorithm that learns the concept class C = {c: Z; —
{=1,1} | e(x) = ¥((a,x)),a € Z;} substantially better than the random guess, requires
the running time O(q%1 ). This result, together with the previously mentioned findings,
implies that any meaningful concept class derived from LWE mappings, i.e., mappings
x — (a,x), is hard to learn using gradient-based convex optimization algorithms. Since
most modern deep learning algorithms optimize non-convex objectives, we cannot directly
apply the latter fact to attacks on LWE that we are interested in.

Decorrelation theory of block ciphers. Almost pairwise independence and t-
wise independence were identified as desirable properties in the context of security of
block ciphers. It was shown that almost pairwise independence implies resilience to
both (truncated) differential and (multidimensional) linear cryptanalysis attacks [BBV15].
Analogously, nearly t-wise independence implies resilience to differential attacks of order
log,(t). The definition of almost pairwise independence given by Vaudenay is equivalent to
ours, though in [Vau03] other metrics (different from the total variation distance) measuring
the deviation from the uniform distribution are also considered. Liu et al [LTV21] showed
that SPNs, under certain conditions, are almost pairwise independent, the result that we
use in our applications. Other examples of constructions of nearly ¢-wise independent
permutations include [HMMRO05, AGMO03, FPY15, KNRO09].
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NN-based approaches to attack LWE. A concrete way to use neural networks
for side-channel attacks on the Learning with rounding-based cryptographic schemes
was demonstrated in [NDJ23]. Also, a recursive learning method was applied to train
neural networks for recovering message bits in CRYSTALS-Kyber [DNGW23], which is
an LWE-based set of cryptographic primitives [BDK™18]. Direct attacks on LWE include
SALSA [WCCL22], PICANTE [LSW 23] and SALSA VERDE [LWAZ*23]. The key idea
of the latter three papers is first to preprocess an instance of LWE using a reduction to
SVP and lattice reduction techniques (such as BKZ [CN11]) to obtain a new instance of
LWE with a smaller coordinate variance. Afterward, a new set of input-output pairs is fed
to a gradient-based training algorithm with a transformer architecture. Overall, attacks
on other ciphers based on approximation of encryption or decryption functions by some
deep learning architectures is quite a popular topic of research [AKJM21, CY21, TTJ23].
Deep learning-based side-channel attacks are another popular topic in recent research.

NN-based approaches to attack block ciphers. Experimental works on learning
an encryption/decryption mapping for various block ciphers include [BK20, Ala12, KEIT22,
ITYY21]. While NN-based approaches have succeeded in tackling round-reduced DES or
classical ciphers, results even for one round AES have been negative.

2 Almost pairwise independent families of hash func-
tions

Let X and ) be two finite sets. A finite parameterized family {hy}rex C V¥ is called
pairwise independent if for any distinct x,2" € X and any y,y’ € Y we have Pic[hr(x) =
y, hi(2') = y'] = |Y|~2. Such families are actively used in message authentification and
universal hashing [CW79, WC81]. Since it is possible that hy = hy for some pair of
distinct keys k, k' € K, the family {hy}reic can be also treated as a multiset. A classical
example of a pairwise independent family is the set H = {hqp : GF(p™) — GF(p") |
hap(z) = ax+b,a,b € GF(p™)}, where GF(p") is the Galois field with p™ elements. Other
examples can be found in [Sho05].

For a general hypothesis class , that is a multiset of functions from }¥, let us
introduce

e(x,a’) = Z [Brnh(z) =y, h(z") = 4] = V|72, (1)

Y,y €Y

ifo# a2 and e(z,2) =37 oy [Proulh(z) = y] - |V|71|. If H is pairwise independent, then
g(x,2’) = 0 for distinct x,2” € X. Thus, £(z,z’) measures the deviation of our hypothesis
set from the pairwise independence. Note that e(x, z') is double the total variance distance
between random variables [h(x), h(x')] for h ~ H and [Y,Y’] for Y, Y’ ~d J (where i.i.d.
means independent and identically distributed).

We will measure the pairwise independence of H by the following parameter

e = max Ex x[e(z, X')?]Y/2. (2)

Remark 1. The situation where e(x, 2) is small is quite common in cryptographic applica-
tions. Examples of such classes include the LWE mapping and SPNs. The latter two cases
are carefully treated in subsections 6 and 6.1. In the theory of cryptographic hash functions
the family H is called §-variationally universal, if Ppy[h(z) =y] = |Y| L,z € X,y €Y
and for any distinct x, 2’ € X we have e(z,2’) < I275\' Some properties and constructions
of such families can be found in [KR06, Sho05].

Note that € = max, . e(z,2") coincides with the co-distance between the random
function from H and the so-called perfect cipher (i.e. the uniformly random mapping
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from X to Y) in the decorrelation theory of [Vau03]. Vaudenay showed that successful
differential and linear cryptanalysis attacks on a block cipher H should have complexities
at least proportional to % and 51% respectively. Thus, such attacks will fail for a negligibly
small value of £. This is in line with our result, i.e. the hardness of such ciphers
against attacks based on gradient methods. Though the parameter that we use, € =
max, Ex/.x[e(z, X')?]'/2, is smaller than é&. O

3 General optimization framework

Let ‘H be a multiset. Let h : X — Y € H be a secret mapping. We are given access to
samples (z, h(x)) where x is generated uniformly randomly from X. Our goal is to predict
an output of the mapping h(x) on other inputs. Ideally, given an input x, we are interested
in recovering the whole output h(x). Sometimes we could be interested in predicting some
properties of the output, e.g. t(h(x)) where ¢t : ) — R is a fixed function from ) to some
finite subset of R. For example, if J C Z and our goal is to learn a parity bit of h(x), then
t(x) = (-1)".

To approximate the mapping © — h(z) (or, z — t(h(z))), suppose that we fixed a
family of functions from X to R parameterized by a weight vector w € O C RNear (N,
denotes the number of parameters), i.e. {p(w,-): X = R|w € O}. We assume that p is
continuous and differentiable w.r.t. w in almost all points of an open set O. We require O
to be open in order to differentiate p with respect to w without concerning ourselves with
the definition of the derivative on the boundary of O. In practice, such a family is usually
defined as a neural network architecture with an input « encoded as a binary vector.

Our task is to minimize over w the following objective

Ch(w)=E, x [L(p(w, x), h(m))], (3)

where L : R x Y — R is a fixed loss function. We make only the most general assumptions
on the form of L such as continuity and the existence of a partial derivative w.r.t. the first
variable in almost all points, i.e. %’;’y). Without this assumption, we would not be able
to define the gradient of Cj,(w), which is why it is not a restricting requirement. Note
that VCh(w) = Ezox [%vap(w, x)], i.e. the size of the gradient vector is
controlled by size of the vector Vyp(w,z) and the scalar %(p(w, x), h(x)).

We assume that the minimization of the cost (3) is to be solved by a gradient-based
method. By the latter we understand any algorithm that iteratively computes points
w1, Wa,--- € O in such a way that w;;1 depends on, possibly, all previously computed
gradient approximations and an approximation of the gradient VCj(w;). An approxima-
tion of VyCh(wy), denoted by g, is requested from an oracle 9. Due to the stochastic
nature of g;, we assume that ||g; — VwCp(w;)|| < ¢ and nothing more can be guaranteed
beyond that accuracy 6. That is why the oracle is called the §-accurate gradient oracle.
This makes § > 0 an important parameter of this optimization framework. In practice g;
is computed from the dataset, i.e. a set of random pairs {(z;, h(x;))} to which we have
access.

The formalism for gradient-based algorithms described above was given in [Shalg].
Shamir applied this formalism to demonstrate the inability of such algorithms to learn
functions of the form x — ¢(w'x) defined on R™ where 1 is 1-periodic. Our goal is
to apply this formalism to the function  — h(x) defined on X, therefore, we formulate
adapted Theorem 4 from [Shal8] in the following way.

Theorem 1 ( [Shal8]). Let § > 0 be such that Varpy[VCh(w)] < 6° for any w € O.
Then there exists a 6-accurate gradient oracle such that for any algorithm as above and any
p € (0,1), with probability 1 — p over the uniform choice of the function h, the algorithm’s
output after at most § iterations will be independent of h.
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For completeness, let us give a proof of this Theorem.

Proof. Let us denote Ep.y [VC’h(w)] by g. For a given point w € O, let us consider
a gradient oracle that outputs g if |VCpr(w) — g|| < § and VCj(w) if otherwise. By
Chebyshev’s inequality, we have

Vary3 [VCh(W)] ?

Ppn[[|VCh(W) — gl > 6] < 5

<.

Therefore, if at a current iteration t the point w; is chosen independently from the key s,
then the next point wy; will be chosen independently from k with probability at least
1— 0. Therefore, after T iterations, with probability at least 1 —T'9, all points wy,--- ,wr
will not depend on k, which completes the proof. O

For an API class H, for any fixed = € X, the value of h(z) depends in a very sensitive
way on the parameter h. This makes an output of the gradient-based learning process that

1
is independent of h very undesirable. Therefore, if an accuracy & > Varp .y [VC’h (w)] :,
then we need the number of iterations at the scale of O( Var 3 [VCh(w)] ) to succeed
in our task. But if Var,s[VCy(w)] is negligibly small (as we will show is the case), e.g.
at the scale of 107%°, then our algorithm cannot succeed in principle.

Let us now describe our upper bounds on Vary.y [VCh (W)] and conditions under
which they hold.

4 Upper bounds on the variance (main result)
For the loss function L, we denote

OL(p(w,z),y) OL(p(w,x),Y)

’I"w(.'I}, y) = ap - EYN)} [ 78p ] .

Let us also introduce quantities measuring a typical deviation of %p@),y) from its
mean. Let

OL(p(w,x),Y)

D, =Vary y|——————————= 4
v~ 5 ] (4)
and
= .
M, I;leaf;c|rw(w,y)| (5)

In the following theorem we give a general upper bound on the variance of the loss
function for a random choice of a hypothesis h. For w = [wl}ivz"f’ we denote %ZL’Z) by
Ow,; [(W, z). Note that the total variance of the gradient is a sum of variances of the
objective’s partial derivatives w.r.t. every parameter.

Theorem 2 (Main). Let O C R agnd p : O x X — R be a mapping' such that
Ex~x (0w, p(W, X))?] is bounded uniformly over w € O. Then, for anyi € {1, -+, Npar},
we have

Vary o [0uw, Ex~x L(p(w, X), h(X))] < Ex~x[(0uw,p(w, X))?]x

(Ex~x[M%]'/%-e+7) A (|y| - (Ex~x[DX]'? e +7)), o

1E.g., a neural network. The parameter Npar is the number of trained parameters of the set of functions
{p(W7 ) }WGO .
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where
_ ) N211/2
€ I&&;{EX ~xle(z, X7
and
L Bxex[D3]

|X‘1/2

Remark 2. If the loss function L satisfies the Lipschitz condition, i.e. |L(p,y) — L(p/,y)| <
clp —p'|, then M, <1,D, <1, and Varpy [VC’h(W)] is

~

1
S Exex[(8w,p(w, X))?] x (Iznea))((IEX/NX[e(x,X')Q]l/Z + IXW?)'

Let us assume that |X |*1/ 2 is small. For API families H (as we have in some cryptographic
applications), € = max,cx Ex/wx[e(z, X/)?]'/? is also small. If the latter values are
negligibly small, e.g. smaller than 1071%°, then the gradient is uninformative unless the
factor Ex x[(0w,p(w, X))?] exceeds by many orders of magnitude the largest float number
supported by modern hardware. Even if we used specialized software that supports such
large values, a stochastic gradient that approximates the real gradient with the needed
precision would require an enormous batch size. In any case, an NN whose derivative
w.r.t. w; blows up to such magnitudes is definitely beyond the current paradigm of deep
learning.

A more tractable case is when € = max,ex Ex/~x[e(z, X')?]*/? is moderately small,
e.g. like 10710, This suggests that to make the gradient more informative, one needs to
define an NN architecture in such a way that the average 0,,p(w, x) is allowed to become
large. Following this idea, we experimented with non-lipschitz activation functions. Results
are given in Section 7. As these experiments demonstrate, to a certain extent, this strategy
leads to a higher learning capability, although then we run into an exploding gradient
problem (where Vy,p(w,x) explodes, but the total gradient VO (w) remains small) and
various computational instabilities during the training process. O

1/2

To demonstrate the applicability of the previous theorem, let us now consider specific
cases of hypothesis sets. We will thoroughly study the case of the LWE hypothesis set,
which is defined by

H={hi: 28 — Zy | k € Z0, hae(x) = (k,x)}, (7)

where ¢ > 2 is a prime number and (k,x) = kjx1 + - - + kp2z, mod q. After we give
some estimates on e(x,y) for the LWE hypothesis set, the following statement is a direct
consequence of Theorem 2.

Corollary 1. Let X =Zy, Y = Zq. Let O C RNear gnd p: O x X — R satisfy conditions
of Theorem 2. For the hypothesis set defined in (7), we have

Vary g [0, Ex~x L(p(w, X), h(X))] S Ex~x[(0w,p(w, X))?]x

i (8)
(Ex~x[Mx]"? A qEx~x [ngl/z)qf T

Remark 3. In a typical post-quantum cryptographic protocol that uses the LWE hypothesis
set we have log, ¢ =~ 10 and n = 544 [CKLS18]. Then, the factor ¢ T ~ 1078173 in the
RHS of the inequality (8) is an extremely small value. This guarantees that to make the
gradient informative, one has to choose an NN architecture and a loss function in such a
way that either the average (9,,p(w,x))? or the average Vary .z, [%}f(),)’)]g blows up.
Due to arguments from the previous remark, such a learning process is infeasible. O
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Due to its simplicity, let us first give a proof of Corollary 1, assuming that Theorem 2
is true.

Proof of Corollary 1. Recall that X = Zy, Y = Z, and
H={h:Z; = Zq |k €Ly, h(x) = (k,x)}.

{keZy | (k,x)=y, (kx")=y'}| 2

and e(x,x’) = 0 for linearly

m =q
q
independent x,x’. If x’ = Ax and A ¢ {0,1},x # O, then |{k€Zq|<k’x>;y’Mk’x>:y}‘

equals ¢ [y = My, ie. e(x,x') = 2(1 — ¢71). If exactly one of x,x’ is zero, then
e(x,x’) = 2(1 — ¢~ !). To summarise, we have

By construction, we have

0, if rank([x, x']) = 2;

2(1 — ¢~ 1), if rank([x, x']) = 1,x # x/;
0,if x = x' # 0;
2(1—qY),ifx=x"=0.

e(x,x') =

Using the latter equation, we bound
maz%cEX/GX[e(x,X’)ﬂ <41 — ¢ 12D < gq= (D),
xTE

Thus, using Theorem 2 we obtain a major bound on the variance,

Vary g [Ow, Ex~a L(p(w, X), h(X))] S Ex~x[(w,p(w, X))*]x

n—1

(Ex~x[M%]"? A qEx~x [DX] Vg

5 Proof of Theorem 2

Recall that ry(z,y) = %‘"}';m)’y) — Ey,\,y[%p’x)’y)]. We have

OL(p(w, X), h(X))
dp
Varj ¢ [Ex~x[rw(X, b(X)) 0w, p(w, X)]| < Epp [(Ow,p(W, z), 7w (2, h(m))>i] .

Further we will use the following result which is a generalization of the classical Bessel’s
inequality.

VarhNH [8wiEX~XL(p(W7 X)7 h(X))}
]

O, p(w, X]

Varpp [Ex~x|

Proposition 1 (Boas-Bellman inequality [Dra04)). If 2,41, ..., yq are elements of an inner
product space (H;(-,-)), then the following inequality

d

Sl < (o) | maxwiw) + (D Iwaw))"]

i=1 1<i#j<d
holds.

Using the Boas-Bellman inequality we obtain

MY (rw(a h(@), 0w p(w, )3 < IHlflllawip(W,w)lli[glgg lrw (2, () |12+
heH

(3 trale (@), rala, ha(a))) 7],

hi1#ho€H

9)
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The second term inside the latter square brackets usually dominates the first one. Our key
tool for bounding both terms is the following lemma (whose proof can be found in the
next subsection).

Lemma 1. Let the function f: X x Y — R be such that }_ .y, f(2,y) =0 for any x € X
and gp(x) = f(z,h(zx)). Then, we have

ST (ngn)? < [HIX|(Ex~x[ME]? gleagExwx[E(%X/)Q]l/z +7)A
hieH haeH 4 (10)

I E - (DX mag Exole (e, X2 4 ).
where M, = maxycy |f(z,y)|, Dy = Vary~y(f(z,Y)) and

_ Ex.x[D%]Y/?

)72 (11)

From Lemma 1, after setting f as 7y, we obtain

(3 trwl B (@)), rw, haa)))?) <

hi,h2
MUY (B [MX]'2 max B v e, X')?)2 +9) A

MNP B~ D] mae B alelar, X' /2 4-9),

where + is defined as in equation (11).
Also, note that

s e @I < (3 (o), raor, o))
hi,h2

After we plug in the latter two inequalities into the bound (9), we obtain the following
fact:

Vary oy [0w, Eeox L(p(W, ), h(2))] < ||0w,p(W, 2)||2x
(Ex o [M3]"? max Exroxle(z, X')%)2 + ) A

VI (Ex~aDX]"/? max Ex[e(a, X')%]2 +9),

which is the statement of our theorem.

5.1 Proof of Lemma 1

To complete the proof of theorem 2 we need to prove Lemma 1. The following lemma is
instrumental in that proof. Let f: X x ) — R be some function. For h € H, a function
gn : X — R is defined by gn(z) = f(z, h(x)).

Lemma 2. Let ® = [f(z,h(x))](h2)ctxx and F = ®T®. Then,

Yo D Ao gn)® = 1215 = IF|E,

hi1€H ha€H

where || - ||, denotes Schatten p-norm.
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Proof. Let us denote the vector [f(z, h(x))]zcx by fn. A direct calculation gives us

S o) = 3 (z f(x,h1<x>>f<x,h2<x>>) _

hao€H ho€H \zeX

11D flaha(@) f (2, ha(@))],, 17 = 1Fn, |1

rzeX

Since the row with index h of ® equals f,;r, we conclude ), 5/ fhf;— =®"®=F. Let us
now sum over h; € H and use circular shift property of trace:

SOI®f, 7= D Tr(®fy, £, ) = Te(PFP ") = Tr(FR ' @),

hi1eH hi1€H
Therefore,
D l1et]? = Te(F?) = |[F*|l, = |F3 = | @[IF = |FII%,
heH
where || - | denotes the Frobenius norm. O

Further, we will use the notations ®, F and f;, from the latter lemma. Also, we assume
that > .y f(2,y) =0 for any z € X.

Proof of Lemma 1. Using .y, f(2,y) = 0, one can represent entries of F in the following
way:

Fow = 3 fe,h(@)f(, b)) =

heH
M D f@y)f@ g Ernlh(@) =y, h(z') = '] = (12)
y,y' €y
Y fa ) f@y) Erenlh(z) = y, (@) = o] = [V]72),
Yy’ €Y
if x # 2/, and
Foo=Y flah@)®=HY f(2,9) Erulh(z) =y] =
heH yey
H] Y F@,9)* (Bnenlh(z) = y] = [Y|71) + [H| D,
yeY

where D, = ﬁ Yy fla, ).
Let G be a |X| x |X]| diagonal matrix with the diagonal elements {|H|Dy}zecx. From
>y |Enaulh(z) =y, h(z') = '] — |V| 72| = e(z,2’) and Hélder’s inequality we obtain
F_sz’<H' 7/ ) /,/7
(F — G| < [M] (o, ') mas | ) max |10/
for x # 2/, and
2
(F = G)a| < [H| - e(, ) (max |f(z,y)])"
yeY
Recall that M, = maxycy |f(z,y)|. Thus, we have

IF — Gl < 1HI* Y elz,a’)?MIM.

z,x’'€X
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For the latter quadratic form we have

Y elw 2P MIME < |X] - ||[e(z, 2 owex | - Exnx[M].

z,x'€X

Since the matrix [e(x,2')?]; 7cx has only non-negative entries, its norm equals the
Perron—Frobenius eigenvalue, and it satisfies the following inequality

e, ') )eenll < max Y- el '),
r'eX
This gives us
a2 2 v, 47, "2
IF = Gl < [H]"- |X] - Ex~x[Mx] - max > elw,a)?.
r'eX
The latter, together with |G||p = |H| - |X|"?Exx[D%]'/? and the triangle inequality,
implies

IFllF < |#]- ¥ ~]Exm[M?dl/zgleagExwx[e(x,X')z]w +[H| | X|VEx x [DX]V2.

Using Lemma 2 we directly obtain the first inequality of Lemma 1.

Let us now show the second inequality of Lemma 1. Using the fact that the operator
norm of the matrix [Epx[h(z) =y, h(z') = y'] — |Y| 2], is bounded by the entry-wise
I-norm, i.e. e(z, '), the last expression in the equation (12) can be bounded by

(M| - |V - e(z,2")\/ Dyr/ Dy,
for x # x’. Let H be a diagonal matrix such that H,, = F,,. Then,

IF —H|% < |H?- VP Y e(w,a’)* DDy <

z,x'€X
[HZ - 1X]- V12 - (@, 27)]e0rex] - Exax[DE] <

2 2 2 12
[#HI7 - 1X]- VI Ex~a[Dx] - max ;6(%%) :

Also, using |Fy| < |H|-|Y| - Dy we conclude

IH|% = [Faul® < [HPVP|X[Ex~x[DX].

zeX
Therefore,
¥l < [H]-1X]-|Y] - Ex~x[DX]"? gleagExwx[s(x,X')z]wﬂL
X2 V[Ex~a[DX]2.
This completes the proof. [

6 Stronger bounds for LWE

The LWE hypothesis set (7) has some additional structure, which allows to improve our
general bound, given in Theorem 2. Moreover, since in applications of LWE, an error term
is added to the output of a hypothesis, we will consider the following objective

Cvs (W) = EXNZ’[;,eNX [L(p(wa X)a hs(x) + 6)] ) (13)

where L : R x Z; — R is a fixed loss function and x is any distribution over Z,.
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Theorem 3. Let O C RVer gnd p : O x Zy — R be a mapping (a neural network)
such that Exzp [(Ow,p(W, x))?] is bounded umformly over w € O and x is an arbitrary

distribution over Z,. We also assume that Mé < ]EXNZZIL [Di] 2n+l Then, we have

VaraNZj; [8wiEx~Z7qL,e~xL(p(wv X)a <a7 X> + 6)] S;

o (14)
]EXNZZIL [(8w1p(w3 X))z]Ex""ZQ I:‘D>2€:| 1/2 2

Proof. Let us first handle the case when noise e is absent, i.e. Py, [z = 0] = 1. Again,
recall that ry (x,y) = 2LEW20.9) _ Ey'~z, [M]. Further, our proof is identical

to the proof of Theorem 2 until the application of the Boas-Bellman inequality:
V&I‘aNZn [811;, EXNZ" L( ]
q " 1/2
10w, p(w, %)% [maX Irw (¢, 2, x)) % + (D (rw(x, (a, %)), rw(x, (b, X>)> )

a#b

J-

To bound the second term we need the following lemma.

Lemma 3. Let the function f : ZIT' — R be such that ZyGZq f(x,y) =0 and ga(x) =
f(x,(a,x)). Then, we have

> > (ga:96)? < By [DE]G* + 427 £(0,0)%,
aczZy bezy

where Dy = Varyz,[f(x,y)].

Proof of Lemma 3. Let ®,, = [f(x, (a, X>)](a,x)ezgn. For a € Zy, let us define a function
ga : Zy — R by ga(x) = f(x,(a,x)). Then, from Lemma 2 we have

YD {gagn) = l1@all = IFI,

aczy bezr

where F = &7 ®.
Non-diagonal elements of F such that VA € Z; Ay’ # y,y’ # Ay, are zeros due to

ez, f(y.2) = 0 and

Fyy = fy.(ay) =Nty Y. . ay)) =0

aczy YELq acZy:(ay)=y
The set of nonzero elements of Zy can be divided into equivalence classes w.r.t. the
equivalence relation y ~ y’ < 3\ € Z; y' = \y. For any two y,y’ from the same
equivalence class ¢, we have

Fyyl=1a""" > fv.9)fy, )| < ¢"/DyDy,

S

due to the Cauchy—Schwarz inequality. Therefore, Zy,y,EC |Fyy 2 < q2n(2yec Dy)2.
Residual non-diagonal elements of F' are in the first row or the first column and they
are equal to

Foy = Z f(07 O)f(y/’ <a7y/>) =0,

aGZ;‘

if y’ # 0 and Fo o = ¢"f(0,0)>.
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Finally, we have

IF||% < Zqzn > Dy’ + ¢ (0,00 <> ¢*"el Y D3+ ¢*" £(0,0)* <

yec c y€Ec
q2n+1anyNzg [D)QI] + q2nf(0’ 0)4.

From Lemma 3, after setting f as 7y, we obtain

D (rwlx, (%)), rw(x, (b,x)))* < Bxnzy [D3]6* ! + Maq" S Exzy [D3]d™
a,b

The latter follows from the assumption that Mg < Ex~zn [D,Qc] ¢>"+1. Also, note that

me | (3¢, (2, )l < (D rw(x (2,9), (3, (b, 3)))5 IR SV R

acZ
a,b

After we plug in the latter two inequalities into the previous bound, we obtain the
needed fact for the zero noise case:

1/2 _n—-1
Vara.z; [0, Ex~zy Lp(W, %), ha(x))] S 10w,0(w, %) | 2Exnzy [D2] /g~

Let us now address the case when noise e ~ x is added to the target function (a,x).
Indeed, let the optimized objective be

EXNZQ,eNXL(p(Wa X)a <av X> + 6)'

If we define L(p,y) = EeyL(p,y + €), then the objective obtains the previous form
Ex~zp L(p(w,x), (a,x)). If the factor in the RHS of (14) is moderate for the old loss L,

the new loss function L inherits this property, due to

OL(p(w,x),y)
dp
OL(p(w,x),y + 6)]
dp

aL(p(W,X),y—i—e)
dp -
IL(p(w,x),y) |
Op '

Vary.z,| |=Vary .z [Ec~x

Ee~x Vary.z, [ = Varyz,

This completes the proof. O

Though the bound of Theorem 3 is better than the bound of Theorem 1, it is still
far from being optimal. Indeed, for n = 1, the LWE hypothesis set consists of modular
multiplications {x — ax mod q}.ez,. For this case, the RHS of the inequality (14) does
not guarantee any concentration even for large ¢. A slightly better bound can be given
if we specify the form of the loss function. For simplicity of notations, we will omit an
analysis of the non-zero noise case and will assume that e =0.

Theorem 4. Let a functiont : Zy — {c1,--- ,cx} C R be such that L(s,y) = (s, t(y))

and |8l(8 — ., k}. Then, we have

VaraNZn [3w )

i

Exzy L(p(w. ). (a,%))] <

2CQEXNZZ [( w; p w, X ZEZNZ*

]lt(z: c]( )D _%‘



Rustem Takhanov 15

Remark 4. Suppose that we are interested not in the whole output of x — (s, x) but only
in one bit of information about the output. In this case it is natural to define the loss
by L(p,y) = l(p, t(y)) where I : R x {0,1} — R is c-Lipschitz w.r.t. the first variable and

t:Zy—{0,1}. Then |%’;’y)| < ¢ and the bound of Theorem 3 gives that the variance of
the gradient is O(Exezg [(Ow, p(W, x))Q}q_%). Alternatively, Theorem 4 gives an upper
bound of
O (Exezy [(0w, (W, %)) (Eyez; [t(y))*a %),

which is slightly better for special cases of t. For example, let t(x) = 1g, where S, is
a set of elements in Z, whose binary representation has 1 at the rth position from the
end, 1 < r < [log, ¢]. This definition of the loss function is equivalent to learning the
concept class {x — 1Ls,((s,x))}sezz. In Theorem 5 of Section A one can find the proof
of the bound Eyez; [ 1s. (y)] = O(r(logy g+ 1 —7)). From the latter fact it is clear that
the bound of Theorem 4 gives us Varg.zn [VCs(w)] = O(Exezg[(awip(w, x))?]q~ % log* q)

which is better than the bound of Theorem 3 by a factor of lo\g/fq.

If we set n = 1, then the target function is a simple modular multiplication by
some number a € Z,;. As we see, for a large prime ¢, the gradient of the loss becomes
noninformative. O

Proof of Theorem /4. The expressmn ||®l4 also can be bounded using methods of discrete
Fourier analysis. Let ¢ = e = bea prlmltlve qth root of unlty Other primitive roots of

unity are eg,- -+ ,e,-1 where e, = e*, k € Z,. The matrix \/EU’f’ where Uy, = [5k] §j€Tq>
is unitary for k € Z;. In fact, U] is a discrete Fourier transform (DFT) matrix. Let
us denote columns of U; by bg,- - ,by_1. Now everything is ready for the proof of
Theorem 4.

The following chain of identities is straightforward,

VaraNZ:; [&Hi]ExNZ;;L(p(W» X), <a? X>)] =
dl(p(w,x),t((a,x)))
dp

al(p(wv X)v C )
8—pj1t(<avx>):69 >X] =

Varawzg [Ex,\,zg awip(wa X)] =

-

Varawzg[@wip(w, x),

<
I
—

= Alp(w,x). ;)
VaraNZZ"[ Z<a—’p’]awbp(wa X)a 1t(<a,x)):cj >x] <

j=1

k

X),¢;5) 2
Z Vafra Tjawip(wﬂc)a]lt((a,x)):cj>x]) .

]1 ’7 =c
Let us denote m;(y) = Ly(y)=c, — M Then, every single variance in the
latter expression can be bounded using the Boas Bellman inequality, i.e.

ol(p(w,x), c;
VaraNZngap)J)awip(Wa X), ]lt(<a,x)):cj >x] <

ol(p(w,x),¢;)

Ea~Zj}[< 6]) 8wip(w,x)7mj(<a,x))>i] <
247" (|0u, (W, )[2(D D (mi((a,x)), my((b,x)))3) ">,
an" bEZn

Using Lemma 2, the expression Y. > (m;((a,x)),m;((b,x)))? equals ||[m;((a, x))](a,x)ezzn |1-
aELy bely !
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The inverse DFT of m; can be understood as an expansion

qg—1

(m;(W)lyez, = >_(el[m;(®)lyez, Jei,

=0

qg—1
where {ei = %b,} is an orthonormal basis in C?. Note that
i=0

(el [m;(¥)]yez,) Zs—yl )= i)

Thus, we conclude that

qg—1 1 1 q—1
[m; (y)]yez, = VR m;(i)e; = gzﬁl\j(i)bi-
i=0 =0
From the latter equation we conclude m;(y) = ZZ é m;(k)e*¥, and therefore, m;((x,y)) =
i Zg éﬁfj( )e By where x Ty is a dot product over R™. Note that for x = [x;]7,
y = [z} € Zj; we have eP'Y = Uplar, 1] X -+ X Ug[2n, ya], or equivalently,

193 .
[m; ((%, ¥)) (x y)ez2n = Qij(k)Uf )
k=0

where A®" = A ® --- ® A is the nth tensor power of A. Note that m;(0) = 0 due to

ZzeZq mj (Z) = 0

We have the following bound:

1Tm; (06 ¥ )] eyyezzn lla = *II ng (YU |4 <

Lq
4

192 . —
QZIIWJ(k)Uf la=2 Z R) <4 F Bz [| Loy =e, (F) -
k=1 k=1
Thus,
Vara.zn [awiExwsz(p(w,x), (a,x))] <
— 2
Wwwmmem4n@%mW%ww
Jj=1
k —_—
= 26|00, p(w, %) 30 2 (D Eonzg [[Te(a =, (2)])°-
j=1
From the latter the statement of theorem is straightforward. O

6.1 Application of Theorem 2 to SPNs

Another class of functions to which Theorem 2 can be applied directly is Substitution-
Permutation Networks. Let k,b,7 € N and n = kb. Let X = Y = GF(2") where GF(2!)
denotes the Galois field with 2! elements. A Substitution-Permutation Network (SPN) is a
parameterized family of functions

= {(ko k'r)}ko,m,kTEGF(Q")’ (15)
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defined by the following equations

Fi\ () = 2 @ ho,

(ko
% i—1 .
F((k()J, ,ki)(x) = P(F((ko,) 7ki—1)(x)) D ki7l =1--,r

where, for an input z = [21,--- , 7] € GF(2"), z; € GF(2°), P : GF(2") — GF(2") is
defined by

S(z1)
Pla)=M| - |,
S(zy)

and S : GF(2%) — GF(2°) is some fixed nonlinear mapping and M € GF(2°)¥** is some
fixed matrix. By construction, for any z € X, e(z,z) = 0.

For a case where S(z) = 22 =2 and M is an invertible matrix without zero entries?, it

was shown in [LTV21] that

2+ 8k ks
5 T\ 55) (16)

e(w,a") <2°(

where r = 3s and z, 2’ are distinct. In fact, the requirement on M can be made milder to
capture the Advanced Encryption Standard (AES), for which the following bound was
proved in [LTV21]:

e(x,z") <0.944°,

where r = 6s and z, 2" are distinct. From (16) the following corollary is straightforward.

Corollary 2 (of Theorem 2). Let O C R™ar and p: O x X — R satisfy conditions of
Theorem 2. Let the hypothesis set defined in (15) be such that the inequality (16) holds.
Then, for r = 3s we have

Varp [8wiEX~XL(p(W7 X)v h(X))] 5
. (17)
Ex (00, p(w, X)) Exa M2 G5 [ R

Proof. From the inequality (16) we conclude

2" —1 2+8k k 2s 2+8k k 2s
2 —n+2
I)zlea))((]Exwxﬁ(X,X) < on ( 2b—1 + V 2b72) +2 5 ( 2b—1 + V 2b72) :

From Theorem 2 we obtain the final bound

Varhw?{ [awi]EXNXL(p(WvX)7 h(X))] 5
2+ 8k [k s
EXNX[(awip(WvX))2] ']EXNX[MEL(PN( ob—1 + 2b—2) :

2We use a simpler formulation, though [LTV21] gives more general conditions.
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Figure 1: An accuracy on a test set as a function of epoch for different runs. An accuracy
drop to 0 means weights blow up to Nan.

7 Experiments

We conducted several computational experiments to compare predictions of our theory
with recent findings of LWE cryptanalysis. We verified the barren plateau phenomenon
by experimenting with the learnability of simple modular multiplication. Second, we
demonstrated that sparse secrets lead to larger RHS expressions, meaning the gradient can
be more informative. Third, we made some remarks about recent gradient-based attacks
on LWE.

Learnability of modular multiplication by NNs with non-lipschitz activation
functions. The factor ||Vyp(w,x)||2 from the RHS of bounds of Theorems 3 and 4 is the
norm of the gradient of an NN to be trained. If we use a standard activation function in
our NN, like tanh or ReLU, this norm’s value stays moderate as long as the norm of w
does not blow up. Thus, according to our analysis, the gradient of an objective has a low
information content in the region of a bounded weight vector’s norm.

We studied the learnability of the random mapping x — kx mod ¢, where k ~ Zg, as a
function of the bitsize of the prime number g, i.e. [log,¢]. In an attempt to overcome the
vanishing of the gradient on the barren plateau, we experimented with the non-lipschitz
activation function a(x) = sign(z)+/]z|. The derivative of a(x) has a singularity at zero, so
to avoid the exploding gradient problem we used the clipping of the gradient. We defined
the loss function as

L(p(W, x)v y) = hinge((fl)yvp(“ﬁ l’)),

where hinge(y,v) = max(0,1 — yv) and (—1)¥ encodes the parity bit of y € Z,.

In Figure 1 one can see plots of prediction accuracy on a test set for various bits as a
function of the number of epochs. For comparison, we experimented with two architectures
of 3-Layer feedforward NNs?: the first one had activation functions [tanh, tanh, a] (non-
lipschitz case) and the second one had [tanh, tanh, z] (lipschitz case). Both architectures
had the number of neurons [1000, 1000, 1] and were trained by Adam with a learning rate
of 0.001. An input z € Z, was treated as a vector of length [log, ¢] with components
equal to bits of the binary representation of x.

The training process itself and its outcome are of stochastic nature, and the variability
of the process increases for non-lipschipz activations (see Figure 1). However it is important
to note that if the probability of success for a certain bitsize is large enough, say 10%,
we observe that a multiplication by any number modulo such a prime can be trained
provided enough number of independent runs of the learning algorithm. In other words,

3Note that three layers of NN is enough to approximate the needed function, since LWE mapping is
simply a linear function combined with some nonlinear ¥ which can be La-approximated using a 2-layer
imply a li f i bined with li hich be L i d using a 2-lay
NN.
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(a) Performances of NNs with non-lipschitz
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set for successful runs. for successful runs.

the probability of successful learning does not depend on any specifics of a prime number
q and a key k, it only depends on the bitsize.

To summarize, we verified the hypothesis that non-lipschitz activation functions (or,
alternatively, smooth functions with a large Lipschitz constant) can potentially unleash
NNs’ capacity to learn modular multiplication (see Figure 2a). Although such NNs suffer
from numerical instabilities, the gradient of their objective could contain a useful signal
that would be suppressed by a smooth activation. Using a non-lipschitz NN we were able
to learn the parity bit of modular multiplication for the bitsize 36. For the bitsize 40 none
of our attempts ever succeded.

Experiments with the noisy case. We also studied the learnability of the random
mapping r — kx + x(x) mod ¢, where k ~ Z, and {x()},cz, is a discretized normal
random vector with zero mean and the covariance matrix (0.01¢)?I,. Unlike the noiseless
case, we tried to predict not the parity bit of an output y, but the [log, ¢] — 1-st bit from
the end in a binary representation of y. This is due to the fact that the distribution of
the parity bit [kz + x(x) mod ¢|;, given an input x, is a Bernoulli random variable with
parameter % (i.e. does not depend on x). In other words, we defined the loss function as

L(p(w, ), y) = hinge((~1)Wres 11 p(w, 2)).

The results of our experiments are given in Figure 2b. This figure verifies that non-lipschitz
NNs can learn better than regular ones. Our code is available on github to facilitate the
reproducibility of the results. Let us also give some remarks on the previously published
attacks on LWE.

Sparse secrets and information content of the gradient. The upper bounds
derivation method, based on the Boas-Bellman inequality, can be also applied when the

secret key is restricted to belong to a certain subset of Zj. The scaled square loss function

is especially suitable for analysis, so we will assume that L(p,y) = 2¢2(p — y)?. If

S C Zgy \ {0} is such a subset and under the assumption that keys are sampled uniformly
from S, the variance of the gradient can be bounded by |0, p(w,x)||2BBg where

1
(¢—1)?* 4 -1 ., g—1.2\?
BBg = Exztk~s((k,x) — —, k', x) — ——
S = 43| +q Kk s (K, X) 5 (k',x) 5 )%

and k # k' ~ S denotes the fact that k and k’ are sampled from S without replacement.


https://github.com/k-nic/API_vs_grad
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Figure 3: —In BBg as a function of n for different sets of possible keys S.

The first term in the expression of BBg is inversely proportional to |S| and is unavoidable.
The second term measures how nearly orthogonal centered functions x — (k,x) are. In
Section B we demonstrate that in cases defined below the second term is proportional
to ﬁ It is natural to expect that the proportionality of the second term to ——= is a

Vs

general phenomenon that holds in other interesting cases of S. The second term equals
0 when the latter functions are ideally orthogonal and it becomes dominating when it is
non-zero. Then, —In BBg is a natural proxy measure of the hardness of learning such
function class when the secret key is restricted to be from S.

We empirically calculated —In BBg for (a) S = Zj \ {0} (all keys); (b) S = {0,1}"\{0}
(binary secrets); (¢) S = {k € {0,1}™ | |k| =1} \ {0}, where |- | denotes the number of
non-zero entries (sparse binary secrets with Hamming weight 1); (d) S = {—1,0,1}"\ {0}
(ternary secrets); (e) S ={k € {-1,0,1}" | |k| =1} \ {0} (sparse ternary secrets with
Hamming weight /). In Figure 3 one can see plots for ¢ = 3329 (a popular prime number
in LWE applications) as a function of n. For sparse keys, we set % =0.2.

As we see, every considered restriction on a set of possible keys leads to a substantial
decrease of —In BBg. The main reason for this behavior is the sharp difference in the
number of secret keys. This is in full correspondence with recent findings on the learnability
of LWE with sparse secrets [LWAZ123, WCCL22|. A less obvious phenomenon is the higher
level of hardness of binary keys in comparison with ternary keys (the same relationship
holds between sparse binary and sparse ternary keys), which seemingly contradicts the
fact that 3™ > 2™. This can be explained by the strict orthogonality of centered functions
x — (k,x) when k is binary, i.e. the second term in BBg vanishes in this case. For ternary
keys and sparse ternary keys, the second term in BBg is dominating. In other words,
ternarity makes centered functions x — (k, x) less orthogonal to each other when varying
k. This, in turn, leads to an increase in the RHS of our bound.

A weakness of the suggested analysis is in the fact that we use the indirect measure of
hardness based on BBg. Although, if we decide to rely on that approach, we will come
to a simple practical recommendation of using only those restrictions S for which the

second term, i.e. the ﬁ—proportional term in the expression of BBg, vanishes completely.

Details can be found in Section B.

Remarks on SALSAs and non-uniform distributions over inputs. An approach
of SALSA [WCCL22] is completely covered by our formalism, and achievements of SALSA
(i.e. the dimension n, the prime size [log, ¢], and the Hamming height h of the secret key
in a sparse binary LWE that were successfully attacked) are in full correspondence with
our bounds.

SALSA PICANTE [LSW*23] and SALSA VERDE [LWAZ"23] are definitely beyond
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Table 1: From [WCCL22]. Here d denotes the density % The table shows a fraction of
the secret recovered by SALSA for n = 50 as a function of d and a.

d “1035 04 045 05 055 0.6 065
0.16 10 10 10 10 1.0 10 0388
0.18 1.0 10 1.0 10 082 086 0.84
0.20 1.0 10 10 10 1.0 082 0.82
0.22 098 1.0 10 098 0.80 0.78 0.86
0.24 1.0 1.0 1.0 098 0.78 0.78 0.80
0.26 1.0 1.0 088 092 0.76 0.76 0.76
0.28 098 1.0 080 0.74 0.74 076 0.74
0.30 098 1.0 093 076 0.72 074 0.74

our formalism and should be considered as mainly BKZ-based. For example, in a successful
attack on LWE with n = 350, [log, q] = 32, SALSA PICANTE’s preprocessing (that
prepares a training set of size four million for a gradient-based training) requires 6000
CPUs working 194 hours in parallel (equivalent to 133 years overall). The training took
105 minutes per epoch and 18 epochs till success took 31.5 hours. So, the ratio between
the overall times of the preprocessing and the training is 37000. This indicates that the
preprocessing stage is the one that is responsible for most of the work.

According to our bounds, the reported case of n = 350, [log,q] = 32,h = 60 is
absolutely infeasible by a direct gradient-based attack, if training would have been on
uniformly random (or, uniformly pseudo-random) inputs. Authors of SALSA suggest
the following reason for their success. From Table 1 taken from [WCCL22] it is evident
that the learnability improves when input vectors of the LWE mapping are sampled from
(ZN10,aq))™ where 0 < a < 1. For n = 50, a = 0.4 the whole secret is recovered, whereas
for n = 50,a = 0.65 only = 80% is recovered. Thus, the role of the heavy preprocessing
becomes now clear — it computes inputs (with corresponding outputs) from (Z N [0, ag])™.

We have not yet analyzed the case of a general (non-uniform) distribution over inputs.
We believe that the vanishing of the gradient holds for this case also, though a bound
should be milder (which explains the success of SALSA PICANTE). This is a future work
for us.

8 Conclusions and open problems

It has been known for some time that API block ciphers are resilient to differential and
linear cryptanalysis attacks. Our analysis shows that any API class of functions is a hard
target for learning by gradient-based methods, provided that the NN being trained is
regularly parameterized. As an example, we verified that any gradient-based attack on
LWE suffers from the barren plateau phenomenon. For SPNs, under a certain choice
of its parameters, we also demonstrated that the gradient of a training loss becomes
noninformative. It is an open question as to what LWE secret key size is susceptible to an
attack by a non-regular NN parameterization. Also, it is an open question to verify the
barren plateau phenomenon for modern ciphers such as AES.
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that 0 < ¢,_1 < 2"~! and ¢,_; is just a number whose binary encoding forms the last
r — 1 bits of ¢. For a: N — R and b: N' = R¥, @ < b denotes that there exists o, 5 > 0
such that for all n = (ny,--- ,n;) € N satisfying ny + -+ +n; > 8 we have |a(n)| < ab(n).
If a < band b < a, we simply write a < b. Z} denotes {0,---,q— 1}. We will prove the
following bound.

—

Theorem 5. For any natural v such that 1 < r < [log, q|, we have By~ z:[|[-];(w)[] <
r(logaq+1—71).

Let us denote t,.(z) = (—=1)"l" 2 € Z,. The DFT of ¢, is easier to calculate than that
of [];, so we will deal with ¢, first.

Lemma 4. We have

N 1 (—Ddre=(a=ar—1)w | _ =27 'w —(g—qr-1)w _ o—qw
R SR =
142w 1—gv l—egw
Jor w e Zy.
Proof. Note that
q—1 2T_1L2rq—1J71 q—1
b =™ = 3 ety T e
=0 =0 =271 Lz,,.q,l
The first term equals
27 ) -l lgrer -t or=1_1
r—1
Z 5_”"(—1)[’]* _ Z (—1)t8_2 tw Z eTTw —
=0 t=0 =0

1— (=1)@rg=(@=gr2)w ] _ g=2""w

14e 27w 1—gw

)

if w# 0. If w = 0, then it equals 2"~ 1[g],. Whereas, the second term equals

a-1 —(q—qr-1)w _ ~—qw
_1)lal- —rw _ lq] € €
D D s e
T=q—qr_1

if w# 0. If w = 0, then it equals (—1)l9rg, ;. Thus, we conclude that

N 1 — (—Ddrg—(a—ar—1)i ] _ o=2""w —(g—gr—1)w _ g—qw
) = L =+ (-lE =
14e-27'w 1—ew 1—ew
it we Z;,. O

£,(w)|] we will need the following technical lemma.

For bounding E.z; [

Lemma 5. We have .., ﬁ < qlogq and ZkeZ; ﬁ
< qlogq for anyr € Zy.

Proof. Since Zkezq m = Zkezq ﬁ, it is enough to prove the first statement for

r=1.
Q
cos 5 )|

Let 6 = %. Note that 6 € [0, 27) and

14| =14 = (24 2cos(8))V/? =2
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Let us denote 2¢) = @ —m. Thus, |1+&*| =2 ’cos ( 2+’T
Note that ¢ € [—Z, %] if and only if —% < ”q’“ z

1 1
2. |1+gk| 2 k -

| = 2lsin(w)| = vl ity € [-5,5].
, %q§k< %q. Thus, we have

aly S—"

IN

ke[a.falnz ke[fa.84|NZq [ 2
[q/2]
2q 1 4q 1
S <= - log q.
v Z |2k —q| — 7 Zi<<q0gq
ke[1q,3q]nZ, i=1

Since |1+ *| = 2[sin(y)| > 1if o € [-F,—Z] U [, %], then

Thus, the total sum satisfies

Z ! < qloggq.
T L -kl
iz, L+

1
[1—e7F|

< qloggq. Again, it is enough to prove it for » = 1. Since

Let us now prove the second statement, i.e. ), ;.
q

—1

> - Z R Zu

k€L

a=1
let us prove first that »_, 2, u—ilaﬂ < qloggq.
Let 6 = #, 1 <k < %1, Note that 6 € (0,7) and

1—ef| =1 — € = (2 —2cos(0))/? =

sin <

Let us denote 2 = . The condition 0 < ¢ < 7 is equivalent to 1
condition, we have 2|sin(¢))| > |¢|. Therefore, we have

1 1 1
Y TS X Tmitr 2§ <else

)|

k < %. Under that

ke[1,4]nz, ke[1,4]nZq | ¢ ke[1,4]nzZ,
Also, 2|sin(¢)| > 1,4 € [§, §), therefore
1 1
- K
TS 2 1<
ke[, 452Nz, ke[1,4]nz,

g-1 —
Thus, >,.2, ﬁ < qlogg. Analogously one can prove Zk:i% ﬁ < qlogg. O

Now everything is ready to estimate the sum ) ez t,(w)| which is made in the

following lemma.

Lemma 6. We have ) ;. i, (w)| < gr(logy g+ 1 —1).
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Proof. First let us consider the case of [¢], = 0. Using Lemma 4, we have

B 2

1 —
t < .
Z ‘ | Z |1+€ 2r— 1w| |17€7w| + |1757w|

wEZ; wGZ*

From Lemma 5 we have ) .. Ikiifwl < qlogq. Thus, it remains to bound the sum of
q

_or—1;_4
_ |1—e LZT*IJW| |1—e

—1

\ . 5 -1
terms a,, = TR === Using ZweZ; Ay = Y ,21 Ow —&—Zw:_% a,, and
< 1for § <w< G- L r—qz;lgwg—% we conclude that

_or—1,

|16“\

1
Z aw<<4 Z m<<qlogq

and Z_E%]q,l a, < gqlogq (using Lemma 5). Thus, a bound of the total sum directly
W=—"5"

follows from bounds of Z}ijl a,, (and Z;iftg | ). For brevity, let us only show how to
bound U = ZL%:Jl Qg

Using [1 — e[ = 2|sin(%F)| and [1 +&”| = 2[ cos(%F)], this sum can be rewritten as

|s1n 2’"k’”)\ - sin(2r—1 Tty

U= q
Z | cos(27~ 17:;)sm(q)|

i=1

where 2k = | L1 |. For arbitrary x and y > 0, let us denote the interval [z — y, 2 4 y] by
x +y. Also, [s] denote {1,---,s}. Let us denote n = LZ“%J. By construction, we have
0<n<2~%—-1 Foranyi=1,---, | ] at least one of the following inclusions holds

D™ e T ot T
q

2 4’
2)2T17rz€37r+2 LT
—_— mn
q 2 4’
: ; 3
3) 27_1% ¢ (g +2mn + %) U (g +2mn + %)
In the third case we have m < 1 and the summation over all such ¢ asymptotically

cannot exceed ZZ i ‘bln(’” < Zl 1 I’”\ < qlogg. The summation over terms that

satisfy either 1) or 2) are smnlar therefore we will consider only the first case, i.e. we will
bound

2 -1 |sin(2k )| - |sin(27 1 2]

U=2 2 | cos(27~120) sin(Z)]

n=0 iE[L%j]:QT*1%6%+2ﬂni%

We have 277120 € £ 4 2rn + 4, i € [|]] if and only if i € [[{]] N 5 —I— sdz + 4.

Let us denote e = i — (55 + 572%z). From i € [[{]] N 5F + 5% £ 5% we deduce

e € £591 N(Z — {5 + 57 }) where {z} = 2 — |z and Z — s denotes {z — s | z € Z}.
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Using 2| cos(2T*1%)| > \27”’1% — 2 — 2mn| for 2“1% € I +2mn £ I we obtain

r—2_ . r1. 7T . r—1me
! | sin(2"k7) sin(2 1;)|

U< : _
Z Z |(27'_1%—%—27rn)%| -

n=0 e[| INsh+ 5247

9r—2_1 ) _—
Z Z |Sln(2 k q )|
r—1m _ m™ _ s
n=0ig[[$]INgr+ 7 £ 5% (2 q 2 27n) q |
r! | sin(2"kZ€)|

q
Z Z 2r—1x 6|(2LT ™oy ge) ’

n=0ec+ 54y N(Z—{sh+50%}) ¢ 272

Let us denote x = %rk. Note that % < %rk < 7. We have

| sin(ze)| < Cr

Z 2r—lg s ™ ™ 2r—lg ™ \’
el + 5= + —¢€ 57T + 57—3
e€t i NEZ—{zF+57%)) 4 lel(3r + 375 q ) (571 + 572)

where

Cr=max 3 LG

s€(0,1 e
[0.1] e€:|:2r‘7+1 N(Z—s) | |

Obviously, we have Cr < 3" e\ oz % for some s* € [0, 1], and the latter is

37T
bounded by 2z +25",2 2T+1] 1 < log(z% + 1).
Thus, U is asymptotlcally bounded by

221

1 Z 27 2r+1+

< qlogQ(QT% +1)logy (2777 +1) < grlogy g + 1 — 1),

or— 2)

and therefore, the total sum is bounded by gr(log, g +1 — 7).

Let us now consider the case of [¢], = 1. As in the previous case, we can reduce bounding

_or—1,_4a |, 1
l14e L2r—1J“ [1— e—2"" d

the total sum to bounding the sum V' = ZZL { b; where b; = TP ==

which is equal to

L] r—1 s 3 r—1mi
V:i | cos(2 (2k+1)?)|: |Slrl1(2 7’)|
pt | cos(2r— ?) sin(7)]

where 2k 4+ 1 = | 5747 |. As in the previous case, V' can be bounded according to
vt | cos(27~1(2k + 1) Z¢) sin(2" 1 21|

LD P DI (ot e e

n=0ie(L$ )N+

27‘ 2
vt | cos(271(2k + 1) Z)|

Z Z |(2r—l%i_%_27rn)ﬂ| <

n=0ie(| N5k + “

or—2

2721 |sin(271(2k + 1) %¢)]

)
> > 2 o] (& + 522 + Te)

nzoeeiya-l N(Z—{5+ 7= 1) q
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The latter sum is asymptotically bounded by

2r72_1

1
qOT/ Z 2r71( 1 n )

n=0 27~+1 27*—2

in(z’ 2" (2k41
e€t 4T N(Z—s) w’ z’ = % and €} < (logy g+1-7).

Thus, V < gr(logyq +1 — 7). O

where C}. = maxe[o,1] )

Proof of Theorem 5. After noting that t,(z) = 1 — 2[x],, we obtain |£,(w)| = 2\[/]:(w)\ for
w € Zy, and therefore,

Eurzg | @) = 3Eunz 151

Then, from Lemma 6 we conclude that

o~

[r (@)l < r(loga g + 1 —7).

EwNZ; [

B Calculation of BBy for different S

Let us first show that the variance that we are interested in is indeed bounded by a factor

of BBg. Recall that L(p,y) = $¢7%(p — y)? and S C Z? \ {0}. Then, we have

-1
VaraNS [8wiEXNZ;‘L(p(W7 X)7 <a7 X>)] < q74Ea~S [<awlp(w7 X)7 <a7 X> - qT>)2J .

Using the Boas-Bellman inequality we bound the latter expectation in the following way,

SI7 St x) — L B plw %)) <
aes
S 0w p w025+ (3 (ex) - Tt g - T2 <
k#k/€S
(¢—1)°
4s

100, p(w, %))  Bropons [Brnz [((, %) — 20, %) — L Lyp2)Y ]

2 2
For A € Z;\{1}, let us denote Py s [k’ = Ak] by p(\), and Eqz, [(m—q;—l)((x\x mod ¢q)—
)] by 7(\) . We need these two functions due to

-1 -1
Extk~s |:<<kvx> - qT’ (K',x) — q2>i] =

Prpwns rank[k, K] =2] x 02+ ) Praens[k’ = Xk]r(N)? = > p(A)r(h)%
AezZ:\{1} AeZ:\{1}

In other words, the calculation of p(A) and r(A) allows us to calculate

—1)2
BBg = (Z T s)| +a (Y e
q A€Z:\{1}

The function r()\) is the same for any S and it can be computed numerically. The situation
for the function p(A) is trickier, it should be computed distinctly for each S based on the
fact that for each A € Z; \ {1} we have

Pi~s\(ky [K' = Ak | k] = Ak € S\ {k}](|S| - 1),
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and

) =S Prrasyag [K = Ak | k] = (IS = 1) Prns[Mk € 5.
kesS

After we plug the latter expression into the second term of BBg, we obtain

—_

(Y Preslike Slr(V))
VAL AEZz\{1}
and conclude that it is O(|S|~1/2¢~2).

For the case (a) we have Px.g[Ak € S] = 1. In case (b) and (c) we have Py.g[\k €
S] = 0. In case (d) and (e) we have Px.g[Ak € S] =1if A = —1 and Px.g[Ak € S] =0 if
otherwise. Thus, we obtained

—1)2 1

Es + a7 (S = D7 (Shezp 0y T, for ()

(g—1)*

4qj|15'L’ for (b)
BBS = Equ4|ng, for (C)

(¢—1) —4 =i

agrsp T (S = 172 (1), for (d)

- - _1

oy Ta (1S = )72 r(-1)), for (e)

Obtained formulas were implemented in the form of a Python code that can be accessed
at github.


https://github.com/k-nic/API_vs_grad
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